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INSTALLATION

The Installation CD contains the software you need to run the complete system. If you are installing the
system on multiple PCs, install the appropriate software for each PC:

- Server Application: All functions of systems including Main Console, Playback, Remote Live Viewer,
Backup, and Verification Tool.

- Remote Desktop Tool: The tool to access main console and setup configuration remotely.

- Client: Client application in device.

- Smart Phone Client: Client application in smart phone device.

The following section describes the installation of each element of the Intelligent Surveillance System.

Step 1: Select Setuptool.exe fo start installation.

Step 2: select Next to continue.
Step 3: Chose Installation Language and select Next to continue.

Step 4: Chose Installation Mode and select Next fo contfinue.

Initiation Mode - InstallShield Wizard 1

Select Installation Mode
Initiation Mods

@ Standard mode

() Express mode

L £ 5 =

Step 5: Check the option | accept the terms of the license agreement, select Next to continue.

IP Surveillance System - InstallShield Wizard ‘ ' ]

License Agreement

Please read the following license agreement carefully.

End User License Agreement "EULA") -
K|

Do not install or use the software until you have read and accepted all of the license
lterms. Permission to use the software is conditional upen your agreeing to the license
iterms. Installation or use of the software by you will be deemed to be acceptance of
the license terms. Acceptance will bind you to the license terms in a legally enforceable
contract with company.

f |* SOFTWARE LICENSE AND LIMITED WARRANTY
IThis is an agreement between you, the end user, and company. By using this
|software, you agree to become bound by the terms of this agreement

@ | accept the terms of the license agreement

(2 | do not accept the terms of the license agreement

<Back | Mewt> | [ Cancdl |
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Step 6: Enter the appropriate information, select Next to continue.

IP Surveillance System - InstallShield Wizard p—

Customer Information
Please enter pour information.

Please enter your name and the name of the company for which pou work,

User Mame:

Company MName:

talShield

< Back Mext » Cancel

Step 7: Choose Complete or Custom setup type.

1P Surveillance System - InstaliShield Wizard (%]

Setup Type \
Select the setup lype to install

Pleaze sslect a setup hype.

@ Al program ealures will be instaled. (Requires the most disk space.|

O Cuglom
Sebect which progeam features you want nstaled. Recommended fon
advanced users

[_cBock ) New> | [ Conce |

[COMPLETE SETUP TYPEH

Installs all program features into the default directory.
Check Complete, and then select Next. All program features will be installed. [COMPLETE SETUP

requires the most disk space.]

ICUSTOM SETUP TYPE

Allows you to install the system to a preferred directory and select whichever program feature(s) to

install. [Recommended for advanced users]
Check Custom, and then select Next.
Select Change if you wish to modify the installation directory.
Select the feature(s) for setup to install, select Next.

IP Surverillance System - InstallShield Wizard

IP Surveillance System - InstallShield Wizard

Choose Destination Location L] ‘ Select Features ‘
Select folder where setup vl install files Select the features setup will install.
InstallIP Surveillance System to: Select the features you want to install, and deselect the features you do not want to install.
C:\Program Files\IP Surveillance System IR o
Plagback The main control console of
LiviVi 0 the IP Surverillance System.
Backup
Verification
262.45 MB of space required on the C drive
9026.28 MB of space available on the C drive
all
[ ¢Back J[ Hew> ] [ Cancel | [ <Back J[_New> ] [ cancel |
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Step 8: Select Install to start the installation.

IP Surverillance System - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want ta review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

< Back i Install ’ﬂ Cancel

Step 9: Select Finish, installation complete.

IP Surverillance System - InstaliShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed IP
Surverillance System. Click Finish to exit the wizard.

Cancel
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Quick Start

Execute Main Console

Step 1: Go to Start > All Programs > IP Surveillance System > Main Console to execute Main Console.
Step 2: Enter your own password into the edit box and then click on OK.

Activate IP Camera License(s)

Step 1: Open License Manager Tool in General Setting menu.

Step 2: Select Activate tab, check the PC in Online network environment.

Step 3: Insert the SN, SN file or dongle to activate license.

Step 4: After software license is activated successfully, please restart Main Console.
Note: Please refer to Utilities>>License Management Tool for advanced settings.

K License Management Tool

Activate | Transfer

Setting 3 SN Channel  Product Status

=M License Manager

SavefLoad Configuration 4
_ _ Step2
Wideo Analytics Al Ry
Metadata Application *r: Onling activation:
Step1 ¢ Metadata Search | @ Input SN
Log Viewer St 3 < © (meeriStie
ep

Backup

Metwork Service  Offling activation:

N Step 1. BExport server information file:
About Main Console...

%] =

— | [HEAIr

Step 2: Use "Offline Toorl" to activate license and get offline license
flle

Step 3 Import offline license file:

Install IP camera(s)
Step 1: Setup the IP camera(s) by referring to the user manual provided by the IP camera manufacturer.
Step 2: Make sure you can access this camera through IE browser.

Step 3: Add the IP camera(s) to the system by following the steps below.

&
Add IP Camerc(s) [E2 License Manager 2 User Account Setting
Sfep 3 Save/Load Configuration v | B Auto Backup Setting
Video Analytics v @ Counting Report Seffing
Step 1: Execute Main Console. &8 Metadata Application
@ Metadata Search
. . . B Log Viewer
Step 2: Type in user name and password and log in to the S Backup
system.
A Metwork Service
. . About Main C: le...
Step 3: In Main Console, go to General Setting and select e l:] I:I D
Setting>System Setting to obtain the Setting panel. X E E @l

-10 -
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Step 4: Go to Camera ftab.

Note: If the IP camera supports UPnP, follow step 5. Otherwise, follow
step 8.

Step 5: Click on Search to detect IP cameras under this local area
network (LAN).
Note: The Search function is available only when the IP cameras
support UPnP.

Step 6: Select one of the IP cameras that are available and enter the
username and password.

Step 7: Click OK to add the camera.

Step 8: Click Insert to insert the IP cameras.

Step 9: Enter the IP address or domain name (check the Use DNS option),
Hitp Port, Username, and Password.

Step 10: Select Auto Detect.

Step 11: Select OK to add the camera.

Search IF Cameras

IP Camera Search Completed

Start Scan

P Vendar
Oi0.00.237 ZAVIO
[w]10.0.0.190 ZAVIO
010002332038  ZAVIO

Made! MAC
£5210 00-84-14-81-26-00
i

7210
D7210
PS111
F7210
D7320
F3206
F3115
DS5113

00-1b-fe- o
00-1b-fe-04-23-21
00-1b-f-04-70-23
00-1b-fo-82-88-89
00-1b-fe-04-33-¢5
00-1b-fe-02-bf-66
00-1b-8f-09-22-24
00-1b-fe-D4-ad-abr

01000165
Q1000141
000182
Oio0.0.205
000172
01000168
01000128

ZAVIO
ZAVIO
zavio
2AVIO
zavio
ZavI0
ZAVIO

1P Camera Option

CameraName: ‘wao F3115 (10.0.0.190)

User Name:

Password:

Step5 Step 8

Step 12: Select OK to exit. Step 12
Network
Name: ’7
1P ress. ’7 N:
Step ¢ > e o
o I —
\UserName' ’7
Password ’7
Protocol: CTCP C UDP & HTTP
Sfep 10 Device
Wendor: i ﬂ Auto Detect
Camera Model: F3115 -
Sfep 1 1 Video Channel: Fi1 T2 Is
r r r r
\ Description
Vidag CodecMJPEG MPEG4 H264
‘;ua[:rilneral,D;J,T m "
Add 1/0 box
Main Console supports USB (SCB-C08). Ethernet (SCB-C31A) _
box converter and all-in-one SCB_AO8) |/O box. General] Camera /O Device lF'TZ Conﬁg] Haotline ] Address Elook] Monitt
. IO Device Setting
Step 1: Execute Main Console. Wodule: e
Step 2: Type in user name and password and log in fo the peee =
system.
COM Port: Com v
Step 3: In Main Console, go to General Setting and select D: [adaroo | @ @
Setting>System Setting to obtain the Setting panel.
Module Device D
Step 4: Go to 1/O Device tab. jg o e COML Addr:00
*B shopping mal IP Camera

-11 -
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Step 5: Type in module in Module and select device for USB (SCB-CO08) I/O converter device: SCB-C24,

SCB-C26 or SCB-C28.

Step 6: Select COM port and ID.

Note: COM port and ID information need to use SCB-C08 config tool. Please close Main Console first when

setup I/O box converter.

Step 7: Select OK to go back to Main Console.

For Ethernet (SCB-C31A) I/O box converter:
Step 1: Execute Main Console.

Step 2: Type in user name and password and log in to the
system.

Step 3: In Main Console, go to General Setting and select

Sefting>System Setting to obtain the Setting panel.

Step 4: Go to I/O Device tab.

Step 5: Type in module in Module and select device for
Ethernet (SCB-C31A) I/O converter device:
C31A+C24, C31A+C26 or C31A+C28.

Step 6: Type in C31A IP address

Step 7: Select COM port and ID.

General I Camera /O Device | PTZ Config I Hotline | Address Elookl Monitc

— I Device Setting
Module: {123

Dievice: C31A+C24 -

IP Address: I

Port |coru11

ID: [Adar00 -]
Module | Device | D |
i 123 SCB-C24 COM1 Addr:00
*§ Entrance IP Camera
& shopping mall IP Camera

Note: Port and ID information need to use SCB-C31A config tool. Please close Main Console first when setup

I/O box converter.
Step 8: Select OK to go back to Main Console.

Set Schedule

Step 1: Execute Main Console.
Step 2: Type in user name and password.

Step 3: Select Schedule.

Step 4: The default schedule is “always record' when a camera is newly

inserted.

Step 5: Choose a camera and then select General Setting or just
double click on the schedule bar to modify the recording mode.

Step 6: Select OK to set the recording schedule.

Step 7: Select OK to go back to Main Console.

-12 -
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Set Smart Guard

Step 1: Execute Main Console.

Step 2: Type in user name and password and log in the system.

A Event and Action Configurtion

Step 3: Click on Smart Guard Configuration.

9 CAMO2 ZAVIO F3205 (10.0.0.5¢
4P CAMO3 ZAVIO F3115 (10.0.0.6¢

. H G2 CAMO4 ZAVIO D3200 (10.0.0.2
Step 4: Select a camera and then click Insert Event. e o g
4P CaMDS ZAVIO BS210 (10.0.0.2:
2 CAMO7 ZAVIO PS111 (10.0.0.1-
P Cam \WIO F7210 (10.0.0.1¢
[ Digt

Step 5: Take “General Motion” for example, select General Motion as the i@ srom
event type and then click on OK.

Step é: In Alarm Event General Sefting panel, define your own detection
zone, sensitivity and interval. After that, click on OK to save the
configuration.

[odamos 7 o

Step 7: Click OK to go back to Main Console.

Event Action

RREEE @

P CANID ZAVI0 FR201 (30,002
G CAMO2 24410 F3205 (10.0.0.5
4 CAMO3 ZAYIO F3115 (10.0.0.6¢

d @ @d | a
Action, Optians

@ CaM

@ Cam

3 ol [Erent Tioe Description

o o] [z ton Datect video signdl Carnection
) Detection of any movement

() Digi 8 Gene Moticn 2 Dstaction af sy movament

B sy ﬁ.q%\m 3 Detecton of any movement
8 cera) Moticn 4 Detection of any movement

8.Generf Motion S Detecton of any movement
6 Gener § Moticn (Device) Yiden motion detection akrm of the device
et

Foreing Ob Detect foreign object in defined area(s)
& Missing Obyect Mssing/bsing moved of defined objechis)
= ost Carmes facus st detectar

= Camer Occusan Camara blacked or damaged

[ ox ] [ cancer ]

2] | =

Step 5

Basic Asvanced |

EventName:  [General Motion 1

Aarm Event Option || VideoPreview

I~ lgn: 1
[~ Enable Object Detection Region

Region Defnition
& Define detection zone.

€ Defi

taff Simulation

Step 6

75 X ome)

P o ) s i |

- 13-
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Execute Main Console.

Type in user name and password and log in the system.

Start Monitar Al
Start Recording Schedule

Start Srnart Guard Systern

Start/Jeunting Application

Click on Start.

Click on Start Recoding Schedule and Start Smart Guard System to

enable the two functions. Open Event Report

Open E-Map
Open Resource Report
Open }/0 Contral Panel

Lock Swstern

Execute Main Console.

Type in user name and password and log in the system. ( ® | @ e | ! ' “5(
Click Playback. | | |

In Playback, Click Date Time Search Dialog.

Select a specific day from the calendar, left Click mouse and drag to select a video clip to replay;
user can also select multiple channels to replay at the same time.

The recorded files are now ready to view.

ia
(h R QA %4 @ @ eventcolorDispiay settings Video Preview

# Enable Preview
J TR 2014 0 Color Event Type
General Motion
27262930 1.2 3 General Motion(De
(45678910
=/ 11[12]13 14 15 16 17 Foreign Object
181920212223 24 —— Hiissing Object
= 252627282930 31 Focus Lost
; 567 Gamera Occlusion
» Signal Lost

I~ Show Recording Schedule
I~ Show Event Log

Start Time: 20140505 =] (000000 = EndTime: 20140509 = (000000 =
1 b e T e e e e w e e v

3

8 camera 3
O [ camera 4
O B cmens
O B camers
@ H camern 7
@ HHcamerns
p—r——pl4

[ Atways Record M Record on Event — Video Overlap
MRecord on Motion [l Boosting Record [« ok | [X cancel |

o

(

If the camera has dual recording. You can click the numeric button near the
camera name to switch the 2 recording schedule (thick line) and available recordings (thin line).
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This is the main operating system - to activate schedule recording, setup smart guard and
General Setting system setting.
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Shut down the Surveillance System or log out current user.

Minimize the Main Console window.

Allocate the sub-screen display by clicking on the desired layout icon.  To switch to single camera
display, double click on a particular sub-screen. Double click on the screen again to regain previous
screen division layout.

| Divide into
4 screen(s)

Divide into

[ 1T1|6screen(s)

Divide into
9 screen(s)

Divide into Divide into Divide into Divide into
1 screen(s) 4 screen(s) | 6 screen(s) 9 screen(s)
Divide info —]| Divide into Divide into m Divide into
10 screen(s) | 13 screen(s) 16 screen(s) N screen(s)
Divide into -~ ]| Divide into Switch to | Rotate all
13 screen(s) 17 screen(s) X Full screen W] screens

Only available under wide screen resolution(1440x200, 1680x1050, 1920x1080, 1920x1200):

Divide into
12 screen(s)

Display date, time, free Disk space, IP Camera Bit rate customized text and Further information like
Temperature, Fan speed, System Resource and Network Utilization.

5 network service icons indicate which services are switched on/off.
LiveView | Playback 3GPP Desktop

Start E D) *ﬁ E
Stop E D) *‘3 E

To customize Information about window's setting, go fo General Setting - Setting - General -
Status Display. Select Advanced Setting for further information like Temperature, Fan speed, System
Resource and Network Utilization.

CMS
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Start Monitor Al

Start Recording Schedule
Start Smart Guard System
Start Counting Application

En

ble Secondary Display

=]
=]

Open Event Report
Open E-Map

Open Resource Report
Open Stream Usage Panel
Open I/O Control Panel

Lock System

Click Start Menu and use the drop down menu to activate/ deactivate: (a) Recording Schedule System, (b)
Smart Guard System, (c) Counting Application, (d) Adv Intelligent Video Surveillance or (f) Start/Stop Monitor
All to activate/ deactivate all the functions at once.

Start Menu include the option to Enable Secondary Display, and run monitor fools, such as run event report to
monitor smart guard event; run E-map window to monitor all devices with map indicator; run Resource
Report to check system status; run Stream Usage Panel fo monitor stream usage status; run IO Control panel
to monitor the DI/DO status and manual friggering the DO devices; or lock the system.

1. When activating any of the monitor functions of Smart Guard, system would consider the current
screen status as normal. Therefore, if you want to, for example, detect Missing Object, be sure the
object needed to be protected is in its position at the moment you click Start button.

2. To automatically activate the Recording Schedule System, Smart Guard System and Counting
Application, at the Main Console go to General Setting; Setting; General; Startup to setup the
auto-startup functions.

3. As for Secondary Display, open event report, open E-map window, open Resource Report and
open IO conftrols panel, Main Console will keep the behaviors as the latest status when exiting the
system.

Click the icon to get Playback Console. You can watch recorded video, search recorded video, adjust
image of the stored data, save video/ pictures, print images, check log information and event records, and
set up recording function General Setting. See Playback on page 23 for detail.

Organize recording time schedule and setup recorder General Setting. See Schedule on page 39 for detail.

Add/edit type(s) of events that you want to detect; setup action(s) responding to events. See Smart Guard
on page 45 for detail.

Select from the drop down menu to modify the general settings, user account settings, save/ load General
Setting settings, open License Manager, edit counting application and metadata application, access log



viewer and backup files, or setup network services. See General Sefting on page 59 for detail.
User account and License manager could only be enabled for users with administrator privilege.

-.nlll\*

Control the movement of PTZ cameras. With cameras that support PTZ control, you can move, zoom, patrol,
adjust the focus, and set preset points of the cameras.

Adjust the camera view until you are satisfied. Click the Set icon and set up the view as the preset point 01.
Adjust the camera view again and set up the preset point 02. Repeat the process until finish setting up all
preset points. You can enter any names you want instead of the preset point 01, preset point 02, preset point
03..., Click the Go icon and view the result of your setting.

For the speed settings of PTZ camera, go to General Setting — Setting - PTZ General Setting to setup the
advanced settings.

Click on the + and = signs fo zoom in and zoom out the view.

You can select to have the camera focused near or far.  Click Focus Near @ to focus on objects closer to

the camera. Click Focus Far | “] to focus on objects further away from the camera. Click Auto Focus | K

if you want the system to decide the focus point for you.

'PnlmlSetnp ‘
Group 1 | Group 2| Group 3| Group 4 |
Go to Set Preset Point - Set Patrol to obtain the Patrol Setup Group Name : | Group 1
dialog. From the left window, select the cameras that you Herocl <
would like to have in the patrol group. Align the cameras in L s
order in the right window and adjust the tfime. Rename the
group name if required. After completing the setup, check the |

Active option, and then click OK.

You can define up to four groups of auto patrol. To start or
stop, Click Go to Preset Point in the Main Console, and select
Start Patrol or Stop Patrol.

v OK X Cancel
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1.3 On Screen Menu
Right Click the camera screen and get the On Screen Menu, from which you can quickly adjust the setting
of camera.

1.3.1 Camera Setting

Click to go to the camera setting page for configuration. See page 100 for details. Camera Setting

(Il Enable Talk
1.3.2 Enable Talk
*This feature is not available under Lite License. Enable Digital PTZ

With cameras that support two-way audio, select enable talk to utilize the function.

Connect
1.3.3 Enable Digital PTZ X Disconnect
To enable the PTZ functions of the camera, select the Enable digital PTZ option. Use
mouse wheel or click on the + and - signs fo zoom in and zoom out on the camera, Show Camera »
or drag a rectangle fo enlarge the area. Delete Camera
Lk;ersngre flashing on the video grid indicate the correspondent view ratio of the Fix Aspect Ratio

Instant Playback [

1.3.4 Connect/ Disconnect

Right click on the display screen and select Connect/ Disconnect to modify the
connecting status of the camera. Manual Record
Toggle Fullscreen

Snapshot

1.3.5 Show Camera
Select the camera from the Show Camera Menu to display video on selected screen.
Note:
1. The camera list of show camera menu shows as the one in the right column of monitor display
panel.
2. The change of displayed screen is only applied to the current display divisions.

1.3.6 Delete Camera
Click Delete Camera to remove a camera from the display screen of the display screen.
Note:
1. The camera list of delete camera menu shows as the one in the right column of monitor display
panel.
2. The settings will apply to all divisions and also the right column of monitor display.

1.3.7 Fix Aspect Ratio
For some special camera resolution, user can enable Fix Aspect Ratio to view original ratio video, or disable
this option to stretch 3:4 to fit window.

1.3.8 Instant Playback

*This feature is not available under Lite License.

To open the Instant Playback window of the camera, select the Instant Playback optfion and choose the
period. Refer to 1.5 Instant Playback section for detail.

1.3.9 Snapshot

Select the snapshot function to capture a specific video image frame
immediately. You have the options to copy the image to clipboard or to
save it. For further seftings, select OSD option and metadata option to
export the image with date/time, camera number/name and metadata
text. If the digital PTZ function is enabled in display view, you can also
decide Full Size or Selected Region as your snapshot region.
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1.3.10 Manual Record
Start recording video by selecting manual record.

1.3.11 Toggle Full screen
Select to view a specific channel with full screen. Press "ESC"” to go back to original window.

1.3.12 Enable Move/Area Zoom

With cameras that support PT function, click the Enable Move function to adjust the current camera'’s view
by clicking on the display screen. To cancel this function, right Click the screen and select Disable Move.
With cameras that support Area Zoom function, click the Enable Move/Area Zoom function to adjust the
current camera'’s view by dragging a rectangle on the display screen. To cancel this function, right Click the
screen and select Disable Move/Area Zoom.

1.3.13 Duplicate Camera
Select the camera from the Duplicate Camera Menu to duplicate camera video 1o selected screen.
Note:
1. The duplicated camera would add to the camera list of duplicate camera menu shows as the one
in the right column of monitor display panel.
2. The change of display list will apply to all divisions and also the right column of monitor display.

1.4 Live Display

Live display is flexible; you may change channels and screen divisions. Each screen division shares the same
display list but has an independent display sequence.

For example, when using Show/Duplicate/Delete Camera functions to edit your camera list, the same list will
be available to all different screen divisions.

Note: This camera list is also available at the monitor display tab from the General Setting/Setting window.
Two monitors can have two independent lists.

Action C'U.rr.en’r Ofther division
division
Show camera 1! 1
(addcam 1) 1| add to first free channel
Duplicate camera 12 122
(duplicate cam 2) 2 1| add to first free channel
Delete camera T2 12
(delete cam 2") 1/ remove cam 2" and keep channel free

When using a mouse to drag and drop camera channels, the sequence change will only apply to the
current division.

Original Action Current division Other divisions
1] 2 4|2 ‘11 213
3| 4 Drag cam 1 to cam 4 3|1
Note change of sequence

Right click on the camera screen for the on screen menu. Here you will be able to quickly adjust settings of
your camera.

1.5 Instant Playback

* not available under Lite License

Instant Playback function allows you to play the last few minutes of any live video channel. Simply right
click on Live Channel and select Instant Playback to access the recorded video.

-20 -
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1.5.1 Instant Playback window overview

] Instant Playback Window:

Playback Period
T4 04:33:57 - T4 04:34:57

Export Period
T4 04:34:21 - T4 04:35:21

Information Window: will show correct date and time of video.

Playback Period: indicates the available play period; three options are available: 30 sec, 1 min, 3 min, 5 min,
10 min, 15 min 30 min or customized of video.

Select Record: If the channel has dual recording, you can play Reocrd1 / Record? in the dropdown menu.
Export Period: indicates the period of video you desire to export. Default is set as available play period.

Tool: @Adjus’r fo original video resolution button: Press to adjust the video to original video resolution.
Audio button: Press to turn on / off the audio.

Me’rcdo’ro button: Press to enable / disable Metadata transaction overlay.

1.5.2 The navigation of Instant Playback

The Instant Playback window allows you to browse recorded video, take snapshot images and export video
with audio and POS transaction data.

To browse recorded video:
Simply click on the timeline to view the video, or use these navigation tools to control the player:

E @ E - Play / Pause / Stop

E - Slow motion / Speed up control

E @ - Reverse [frame by frame] / Fast Forward

E @ - Play Previous / Next minute video

To take snapshots of a video clip:
Pause the video in image which you want to export and click the snapshot bu’r’ron. The snapshot is

displayed and can be saved or copied to clipboard.

-21 -
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To export recorded video:
Select export period, click the export bu’r’ron@, and setup the options of exported video.
The default export video period is as playback period. To customize period, select start/end time and Click
Cue In/Out from the drop-down list of button, the export period will be shown on the lower-left
corner of the window.
Export Formats include:

* ASF - Format with best efficiency. [Recommended]

* AVI (Microsoft Video1) — Supports Windows Media Player with Vista & XP, the quality may be
poorer than recorded video by franscode.

* AVI (Original Format) — faster export process, better quality on the recorded video but the export
file uses VLC Player to play. (For Windows Media Player, please install additional FFDShow
codec).

Note:
* The restrictions of AVI format.
a. The maximum size of an AVl file is limited to 1.8 GB.
b. Variation of frame rate will cause the resulting video to play slower or faster.

* If the selected video sequence uses multiple image resolutions (CIF, 2CIF, 4CIF, etc.) or multiple
video format (MPEG-4, M-JPEG, H.264), the exported video sequence will create separate export
files every time the resolution changes.

-22 -
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Watch the recorded video, view and/or search for unusual events and recorded system
information.
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Minimize the Playback console.

Shut down the Playback console.
Indicates the status of the playing video; drag it to where you want to review.

Display fime and date, video status, cue in/ out time points and video playback speed.

Adjust the audio volume.

Allocate the sub-screen display by clicking on the desired layout icon. To switch to single
camera display, double click on a particular sub-screen. Double click on the screen again to go to previous
screen division layout. To view in the full screen mode, right click on the screen for the Toggle Full Screen

function.

m(() , and stop the video.

:<4' 14 '>[ ' M| Customize the speed on Settings panel.

Forward/reverse frame by frame.

L5 .) When playing video, click on the Cue In/ Cue
Out icon at where you want to set as the
starting/ ending point of a saved video clip.
The Cue In and Cue Out time will be displayed
on the Playback Information Window once

they are set.

i) N Control the speed of the playing video.

b | (AL i Zoom in and zoom out.



: Select to view cameras under full screen. Press “Esc” or right click to go back to
original view.

:For some special camera resolution, user can enable Fix Aspect Ratio to view
original ratio video, or disable this option to stretch 3:4 to fit window.

. If the camera has dual recording. You can click the numeric button near the
camera name to switch the 2 recording schedule (thick line) and available recordings (thin line).

2014/05/12 FF06:05:29
CAM1 ZAVIO F3210 {10.0.0.226)

Toggle Fullscreen
Fix Aspect Ratio
Select Record File 4
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2.2 Brows Recordings / Date Time Search Dialog

Click the Date Time Search Dialog button . to access the Date-Time Panel and withdraw the video
record that you want to review.

2.2.1 Date Time Panel

& DateTime Search Dialog [Local Machine] @

@ e ? \.{ N @ o Event Color Display Settings Video Preview

[V Enable Preview 07:04:06

1 +—H 2013 4 Color Event Type
General Motion
General Motion(De...

“|2728293031 1 2
< 3456 78°9

©10111213141516 ‘ roreign Object
©/17 181920 21 22 23 Missing Object
« 24 25 26 27 28 29 30 Focus Lost
1234567 » [[] ==———i{~] Camera Occlusion
— Signal LOSt
¥ Show EventLog
Starttime: lzown/os ~:-|070-1oo —1 Endtime: 0131108 = [07:54:00 =
[@ += 11/08[5 ' 2 3 4 5 [ T3 s 0 n 2 e s el
O [ Gmer 1 1
O | Gmen 2
© B cemera 3
O B amer 4
© E Gme s
O B emenrs
O B cmern 7
© B Gmer s
P 4 Pkl | |
[l Aiways Record I Record on Event — Video Overlap
MRecord on Motion  [ll Boosting Record [3/7057 ¢ Xicaﬂfe‘]

2.2.2 Record Display Window

The record display window shows the information of the available video .
clips. It may show in calendar or list control view. For further details about ‘@F .ﬁ ‘;l ’H_i
how to modify the record display window view, see page 36.

QO
Liocal Machine

Fecent List ¥

. Remote Server Site: Open Remote Playback Site Management telect Folder

to access local machine or set up remote playback server. Select
Eemote PC 1 (192.168.1.100)

Folder option to directly access recorded data folder or use Recent Remote PC 2 (192.168.1.101)

List to access previously recorded folders. Eernote PC 2 (192.168.1.103)
Remota PC 4 {192.168.1.103)

Note: the Select Folder option requires password of Main Console.

. @ Refresh: refresh display window J Log Viewer: Accesses Log
Viewer Tool H% To access POS Search Tool @ Previous Days: Show recording of previous dcfeg

Next Days: To show recorded of next recording date

2.2.3 Date Time Period
Select the start and end time points that indicate the time period you would like to view.

2.2.4 Video Preview
Check the enable preview opftion to view the selected video.

2.2.5 Event Type

There are 6 event types; see Chapter 4 - Guard for details. You may set up different colors for different event
types to help you select events.

* Note: Some event types will not be available under Lite License.

- 26 -
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2.2.6 Time Table
. Utilize the + icon to select all channels; also utilize the

the scale bar = #71 to modify the scale of the time table.

. Video records are displayed as a thin line on the tfime table. Check Show Recording Schedule to show
the defined period for scheduled recording. It is shown as a thick line in colors according to recording
mode.

icon to deselect all channels. Finally, utilize

@ - ﬁ \__A .:':{ | @ @ Event Color Display Settings

1 +—A 2013 4 Color Event Type

General Motion
General Motion(De...
Foreign Object
Wissing Object
Focus Lost

—E Camera Occlusion

Signal Lost

(2728203031 1 2
= 3456 708 9

show Recording \ %1011 1212141516

517 18 10 20 21 22 23
Schedule = 24 25 26 27 28 29 30

“ 1 2 3 4567 »

OoooEoO

Starttime: = —~1 Endtime: =
arttime |2ﬂ13/11/ua d|ﬂ7n-u]4} = Endtime |2013;11/na =
@ F= N\ mosls 2 i 4 e e B

(1] ’E&maml
@ [ cmera2
D B cemerz 3

O Homen:
O Homeas
O HGomens
© Homen7
O Hcomens

[Bl e e j+ 4 I

|

g

M Always Record M Record on Event — Video Overlap
B Record on Motion [l Boosting Record

. Selecting Show Event Log makes Time Table show the tfime of event detection like below:

Color Event Type
General Motion
Foreign Object \
Missing Object
Lose Focus
Camears Block Show Event Log
Signal Lost

e

—
——

2.2.7 Withdraw the Record

Step 1: From the record display window, top left of the Date Time Panel, select the date you want to
withdraw the record from. The red/purple/green/blue lines shown on the time table indicate
available recorded video records.

Note: The record display window can be shown in (a) calendar view or (b) list control view. To modify
the setfting of the record display window, click the Setting button at the right of the Playback
Console.

- 27 -
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Step 2: Use color bars to differentiate event types from each other. This will help you select video clips.
Step 3: Highlight the video clip you want to review by left-clicking and dragging the time period. You may

also utilize the Start Time and End Time in Date Time Period Section. In addition, modify the scale of
the time table with the + and - signs on the bottom left.

Step 4: Check the Enable Preview option to get the preview of the video you select.
Step 5: Click the camera name to increase or decrease cameras you want to playback.
Step 6: Click OK when setting is complete.

2.3 Search Mode

EQ
Click the Search Mode icon E to obtain the Intelligent Search Tool panel.
* This feature is not available under Lite License.

. Infelligent Search Tool Panel: Click on the Search Mode icon to open the Intelligent Search Tool. Set up
unusual events here to detect abnormality that occurred during the recorded period.

. 5 events: General Motion, Foreign Object, Missing Object, Lose Focus, and Camera Occlusion.
2.3.1 Unusual Event-General Motion

. General Motion: Detect all movements in the defined area.

Alarm Event Type

General Motion A
Sensitivity: ——

Interval: — |

. Define Detection Zone: Left click and drag to draw a detection
zone. You may define more than one zone on the screen by
repeating the process.

. Sensitivity: Modify the sensitivity setting with the slider.  Sliding
rightwards will increase the sensitivity level, meaning the slightest
movement will frigger the alarm; in conftrast, sliding leftwards will
reduce the sensitivity for movement detection.

Note: General Setting an appropriate sensitivity level reduces the
possibility of a false alarm. For instance, you can lower the
sensitivity level to avoid the alarm being triggered by a
swinging tree in the breeze.

Region Definition

# Define detection zone
I

J

¥ Draw Region
¥ Stop when found

. Inferval: Move the slider control to the right to increase time interval
so that the alarm will only be triggered when the movement lasts
longer. Move to the left to reduce the time interval.

*  Stop When Found: Check the option to have the video stop where motion was detected. Uncheck to
have video contfinuously run to detect all events available. Results will show in a search result box.
Click the listed event in the box to jump fo the point in the video where motion was detected. was
detected.

2.3.2 Unusual Event-Foreign Object
. Foreign Object: Detect any additional object appearing in the defined area on the screen.

. Define defection zone: Left click and drag to draw a detection zone. The search tool will detect
additional objects that appear in this zone.

. Define object size: Click and drag to draw and define the size of a foreign object.

-8 -
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. Sensitivity: Modify the sensitivity setting with the slider.  Sliding rightwards will increase the sensitivity level,
while sliding leftwards decreases it.

. Interval: Click and move the slider conftrol to the right to increase time interval so that the alarm will only
be triggered when the object has been removed from the area for longer. Move to the left to reduce
the fime interval.

Note: Setting up an appropriate Interval value will reduce the chance of false alarms. For example, you
can lower the Interval to avoid the alarm being triggered by a pedestrian.

2.3.3 Unusual Event-Missing Object

. Missing Object: Detection of selected objects removed from the defined area on the screen.

. Define detfection zone: Left click and drag to draw a detection zone. The search tool will detect
selected objects removed in this zone.

. Sensitivity: Modify the sensitivity setting with the slider.  Sliding rightwards will increase the sensitivity level,
while sliding leftwards decreases it.

. Intferval: Click and move the slider control to the right to increase time interval so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the time interval.

2.3.4 Unusual Event- Focus Lost / Camera Occlusion

. Focus Lost: Detection of cameras losing focus in recorded video.
. Camera Occlusion: Detection of cameras being blocked in recorded video.

2.4 Enhancement / Post Processing Tool

ﬂll
Click Enhancement / Post Processing Tool to General Setting settings.

2.4.1 General Setfting

Check the option and chose whether you want to apply the setting to all the channels or only to those
currently shown on the screen.

2.4.2 Filter Setting

° Visibility: adjust the gamma value of the image to enhance the image and make it cleaner.

. Sharpen: activate the function. Move the slider control fo the right to sharpen the image, to the left to
soften it.

. Brightness: activate the function. Move the slider control to the right to make the image brighter.

. Confrast: activate the function. Move the slider conftrol to the right to increase confrast.

. Grey Scale: show the record in grey scale mode so the image displays in black and white.

2.5 Save Video

Step 1: Click on the display screen to choose the camera display that you want to save as a video clip.
Step 2: Set up the cue in and cue out points; the cue in and cue out time will show on the information
window.

(@ | Aal@®]) 20131017

/ \ v o

Cueln Cue Out
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Step 3: Click the Save Video button , choose the folder where you want to save the file at, enter the file
name and click SAVE.

Is] o, io i]
Step 4: Set the Export Format (ASF recommend) and set the Use
Profile. Export File Path:
* ASF - more efficient than AVI format. [Recommended |
formOT] Export Format:
|AsF
* AVI (Microsoft Video 1) — Supports Windows Media Player UseFrlE
with Vista & XP, quality may be poorer than recorded video ITZ:":;Z:‘Z:::”Ef°'L°°a'NeaNe'w°'k Gasire) |
by tfranscode process. Start Time: [20131108 = [18:0445 =

End Time: [20131108 = [18:10:41 =

* AVI (Original Format) - Faster export process with high
quality video, but the export files can only be viewed using
VLC Player to play. (For Windows Media Player, please install
additional FFDShow codec).

[~ ExportAudio
¥ ExportQSD

I~ Export Metadata Transaction

Note: [v ok |[x cancel |
* The restrictions of AVI format: -
a. The maximum size of an AVl file is limited to 4 GB.
b. Variation of frame rate will cause the resulting video to play slower or faster.

* If the selected video sequence uses multiple image resolutions (CIF, 2CIF, 4CIF, efc.) or multiple
video format (MPEG-4, M-JPEG, H.264), the exported video sequence will create separate export
files every time the resolution changes.

Step 5: Select to export (i.e. save) the recorded video with Audio, OSD and Metadata, or export video only.

Step 6: Click OK to save the video.

2.6 Save Image

Step 1: Click on the display screen to choose the camera display from which you want to save pictures.

Step 2: Click on the Save Image button when the image you want is shown on the screen. You may
click Pause to freeze the video, use Step Forward/ Step Backward function to find the picture(s) that
you want to save.

Step 3: Select OSD option and Metadata option to export the image
with date/time, camera number/name and Metadata text. If
the digital PTZ function is enabled in display view, you can also
decide either Full size or Selected Region as your image region.

Step 4: You have the options to copy the image to clipboard or to save
it. To save image just choose the folder and the format of
image (BMP or JPEG) you prefer and then click save.

Note: You may skip step 3 by pre-setting a folder and format that you

want to save the images (refer the section automatically save the

image file at page 37.)
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2.7 Print " Print Sotup
. . @ . . ~Print Content
Click the Print button to print the current image of the Select channels :
video you choose. = Print active channel image;
= Print all channels in the current view
Print Content. Select printed region of images
i " Original

Print the image from the current selected channel or all the
channels shown on the screen. Select to print original view or
selected region on camera. ~Pane Setting

+ Original size

+ Selected region

" Fitto page

Page Setting:
Set to print the image with original size or fit to page. Set AR e Top hd
Align image to Top, Center, or Bottom.

[J Frint ] [x Cance\]

2.8 Backup

Compared to the Save Video function, Backup saves everything from the Playback panel, including video
and log information.

You can start a full function Playback Console and load the backup files into it on any PC with Windows
operating system. This means you may monitor the real time video and work on the backup files on separate
computers simultaneously.

Step 1: Press the Open Record to select data and press Backup .

Step 2: You can adjust the Start Time and End Time you want to backup.

Step 3: You can adjust the Cameras you want to backup.

Step 4: You can calculate the size of the backup data.

Step 5: Select the directory you want fo save the backup data including CDROM, DVD or Hard Disk.

Step 6: Check the log you want to backup.

P& Backup Dinlog X

Date Time Period
Start Time: [2013m0n7 = [oe:2606
End Time [2013n0m7 = [omze1s =

Step 7: Press OK to start.

Step 2

Step 8: After backup is complete, T
Click playback.bat to 116 | 17-32| 3348 | 49-64
play the recordings Step3 1 ‘

Step 4

——  CaloulaleSie || Selecta J[ Deselectan

Mediz
™ Backup using COROM
" Backup using DYD

@ Backup on HardDisk Siep 5
I

Option

Sfep b == Backup EventLog

[~ Backup System Log

[~ Backup Counter Log

[~ Backup Metadata Transaction
[~ Backup Adv. WS Counting Log
[~ Backup WS Event Log

Sfep 7 IJ 0K ] |x Cancel ]

-3] -



The Intelligent Surveillance Solution

2.9 Log Viewer

Click the Log Viewer button @ to activate the Log Viewer dialog.

2.9.1 System Log

- Log Viewer .

System Log 1 Export and Backup Log] Unusual Event] Counting App\lcaﬂon] Counting Application (Dlagram)] ved|»

Step 1

Exportto...

Step 2

Search

Event Time

2013/12/23 01:30:07
2013/12/23 01:30:10
2013/12/23 14:03:03
2013/12/23 14:03:04
2013/12/23 14:03:05
2013/12/23 14:03:05
2013/12/23 14:03:05
2013/12/23 14:03:05
2013/12/23 14:03:45

Step 3

Event Type

Stop Central Management
Main Console Shutdown

Main Console Startup

User Login

Start Live Streaming Server
Start Remote Playback Server
Start Remote Desktop

Start Central Management
User Login

T

n

Select Log Type from the drop-down menu. There are in total 37 types of log types, including:

User Login

User Login Failed
Start Schedule
Stop Schedule
Execute Recycle
Enable Channel
Disable Channel
Start Smart Guard
Stop Smart Guard

Modify Schedule

AN N N N R N N N N N N N VNN

Main Console Startup
Main Console Shutdown

Modify Smart Guard

Modify General Setfting

Start Live Streaming Server
Stop Live Streaming Server
Modify Live Streaming Server
Start Remote Playback Server
Stop Remote Playback Server

Modify Remote Playback Server
IP Camera Connection Lost
Restart Windows

Modify Metadata Setting
Metadata Connection Lost
Modify E-Map

Start Remote Desktop

Stop Remote Desktop

Modify Remote Desktop

Start Central Management

Stop Central Management
Modify Central Management
Start Counting Application

Stop Counting Application

IP Camera Connection Regained
Sync. Microsoft Active Directory User
IP Camera Parameter Changed
Update Metadata Plug-in

NS N N N N N N N N N N N NN

*Note: Some event types will not be available under Lite License.

Step1: Choose the type of event you want to check or select "All” from the drop-down menu for all types of

events.

Step 2: View the events that happened on a particular date or during a given time period by selecting

search period.

For a particular date: check the Date box and indicate the date.
For a period: check the DateTime and then enter specific date and time.

Step 3: Click Search.
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2.9.2 Export and Backup Log

View the Export and Backup Log history that had been operated by local or remote user.

Step1: Choose the type of event you want to check or select All from the drop-down menu for all types of

events.
i B (=1<
Systern Log  Exportand Backup Log 1 Unusual Event} Caunting Application | Counting Application ¢(Diagram) } Metadata Log ]
Log Type All -
Date: |7 2010001125 = 5 Expaortto
DateTirme “_ -2 “_ - Search
Event Time Event Type SuCcess Username Start Time End Time Length Camera Index | File Path {u]:] Avudio
2010/01/25 18:35:05 Export Wideo  Yes adrnin 2009/07/06 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000 3 CiDocurments and Set...  MYA Mo
2010/01/25 18:35:46 Backup Yes admin 2009/07/06 17:43:17  2009/07/06 17:43:28  0Odays 00:00:11.000 2,5 DMUUO \swADorcus26... 2 MfA
2010/01/25 18:36:24 Backup Yes admin 2009/07/06 17:43:17  2009/07/06 17:43:28  0Odays 00:00:11.000 2,3,4,5 C\Documents and Set.,. 2 MfA

Step 2: View the events that happened on a particular date or during a given tfime period by selecting

search period.
For a particular data: check the Date box right and indicate the date.
For a period: check the Date Time and then enter the date and time.

Step 3: Click Search

2.9.3 Unusual Event
View the unusual event history that had been detected by the Smart Guard System.

T

ystem Log | Export and Backup Log ounting Application | Counting Application (Diagram) | Metadata Log
Bystem L Export and Backup L Unusual Event | Counting Applicati Counting Applicati D Metadata Lt

| Loo Type: All -
/,Channel All =
step1 / RETTTRE
Ste p2 | DateTime [+ 200810808 20115 + 2] 10 [[+ z00m07i08 2025 ~ = Search S\
Event Time Event Type Camera Description [A] \

2009/07/06 19:28:21  General Mation 02 Sfep 4

2009/07/06 19:28:49  General Mation 02
Step 3 2009/07/06 12:28:52  General Motion 02

2009/07/06 19:28:56
2009/07/06 19:29:10
2009/07/06 19:29:12
2009/07/06 19:29:18
2009/07/06 19:22:20
2009/07/06 19:30:04
2009/07/06 19:30:07
2009/07/06 12:30:17
2009/07/06 19:30:21
2009/07/06 19:30:27
2009/07/06 19:30:29
2009/07/06 19:30:42
2009/07/06 19:31:12
2009/07/06 19:31:14
2009/07/06 19:31:16
2009/07/06 19:31:30
2009/07/06 19:31:36

General Motion
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Motion
General Motion
General Mation
General Mation
General Mation
General Mation

]

Step1: Choose the type of events you wish to view or select “All"” from the drop-down menu fo view all types
of events. The types of Unusual Event include General Motion, Foreign Object, Missing Object, Focus
Lost, Camera Occlusion, Signal Lost, Disk Space Exhausted, System Health Unusual, Digital Input
Triggered and General Motion (device).
* Note: Some event types will not be available under Lite License.

Step 2: Choose the camera channel you wish to view or select All for all channels available.

Step 3: View the events that happened on a particular date or during a given fime period by selecting

search period.

For a particular date: check the Date box right and indicate the date.
For a period: check the Date Time and enter the specific date and time.

Step 4: Click Search.
Note: When working with a video record,

1. Log Viewer will search for Unusual Event in the video record in Date & Time mode, starting from the
beginning to the end of the record, which is the default setfting of the system.

2. Alink (@) will appear next to each event time where video is available. By clicking on the link,

the video will jump to the point where the unusual event takes place.
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Display the history of Counting Application during a given time period.
* This feature is not available under Lite License.

- Log Viewer E

Systarn Log | Export and Backup Lag | Unusual Event  Counting Application | Counting Appllcallon(Dlagramj] v r

Channel: |All -

Date: [ = Exportto |
L=
DatesTime: [ -2 o [ - = Search
Event Time Channel In Out
20070725 19:00:00 Camera 3 14 13
20070725 19:30:00 Camera 3 o 4

2007/07§25 12:32:42 Camera 3
2007/07 27 11:30:00 Camera 3
2007/07/27 12:00:00 Camera 3
2007/07/27 12:30:00 Camera 3
2007/07/27 12:32:15 Camera 3
2007/09/26 13:29:49 Camera 1

Select the channel you want to check or select All from the drop-down menu for all channels.

Select search period. View the events that happened on a particular date or during a given time
period by selecting search period.

For a particular date: check the Date box right and indicate the date.

For a period: check the Date Time and then enter the date and time.

Click Search.
Press the button Export to.
Type the file name and choose the file format (.xlIs or .txt).

Display the Counting Application data in diagram format.
* This feature is not available under Lite License.

B -
System Log I Export and Backup Log] Unusual Evem] Counting Application Counting Application (Diagram) } 4|k

Mode: ’W Counter: ’m
Channel: 0111 = NiA =
Period: One Day hd NIA - Exportto... ‘
|| Date 2012108128 ~ Search |

2012{08/28 Counter [ s

1 2 3 45 6 7 8 910111213 141516 17 1819 20 21 22 23 24

Select the channel you want to check or select All from the drop-down menu for all channels.
From the drop-down menu, set up how you would like the diagram to be displayed. You have the
options of one day, one month, or one year.

Select a specific date to make it the start point of the diagram.

Click Search.

Press the button Export to.

Type the file name and the file will save as BMP files..



The Intelligent Surveillance Solution

2.9.6 Metadata Log
View Metadata Log history detected by the Smart Guard System.
* This feature is not available under Lite License

~ Log Yiewer = @

Expart and Backup Log} Unugual Evem} Counting Appl\cation] Counting Application (Diagram) Metadata Log I AL

Log Type: Open Cash Drawer -

All ”
Metadata: Transaction Start
Transaction End
Date: Open Cash Drawer Exportio ﬂ
Connection Last L
Date Time UserDefined EventRule 1 | to [ = Search
User Defined Event Rule 2
Event Time User Defined Event Rule 3 Metadata Mame | Camera | Description Ste p 5
User Defined Event Rule 4
User Defined Event Rule 5
User Defined Event Rule &
User Defined Event Rule 7| &

Step1: Choose the type of events you wish to view or select All from the drop-down menu to view all types of
events. The types of Unusual Event include Transaction Start, Transaction End, Open Cash Register,
Connection Lost, and Special User Defined Event. Please refer to the User manual of Metadata
Plugins for detail.

Step 2: Choose the camera channel you wish to view or select All for all the channels available.

Step 3: View the events that happened on a particular date or during a given fime period by selecting
search period.
For a particular date: check the Date box and indicate the date.
For a period: check the Date Time and then enter a specific date and time.

Step 4: Click Search. Alink (@) will appear next to each event time where video is available.
By clicking on the link, the video will jump to the point where the unusual event takes place.

Step 5: Press the button Export to.

Step é: Type the file name and choose the file format (.xls or .txt).

2.9.7 Export and Backup Log
View the Export and Backup Log history that had been operated by local or remote user.
- Log Viewer . @

Unusual Evemﬂ System Log ‘ Counting Application ‘ Counting Application (D\agram)l POS Log Exportand Backup Log 1

Log Type Al -

Date [v 20101125 - 2 Exportto.
DateTime: “7 =1 |r L= Search
Event Time Event Type  |Success | Username | Start Time End Time Length Camera Index | File Path DB Audio

2010/01/25 12:35:05  Export Video  Yes admin 200907/06 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000 2 CA\Documents and Set...  NfA Mo

2010/01/25 18:35:46  Backup Yes adrin 2009/07/06 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000 2,5 C:\Documents and Set... 2 A

2010/01/25 12:36:24  Backup Yes admin 200907/06 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000 23,45 C\Documents and Set... 2 M/A

Step1: Choose the type of event you want to check or select All from the drop-down menu for all types of
events.

Step 2: View the events that happened on a particular date or during a given fime period by selecting
search period.
For a particular data: check the Date box right and indicate the date.
For a period: check the Date Time and then enter the date and time.

Step 3: Click Search and get the results.

-35-



The Intelligent Surveillance Solution

2.9.8 Export
You may export the file to .xls or .txt file

System Log ]Expon and Backup Log] Unusual Eveml Counting Application | Counting Application [Diagram}] Mmed | r

Log Type: All

Date |7 2013101728 ~ 5 Exportto...
Date Time “— 2013101128 155925 - 5 to “— 201301128 155825 ~ 5 Search
Event Time Event Type Camera Description
2013/01/28 15:38:19 Main Console Startup

2013/01/28 15:38:40 Main Console Shutdown

2013/01/28 15:39:58 Main Console Startup

2013/01/28 15:40:00 User Login admin

2013/01/28 15:40:54 Enable Channel 1 CAM1

2013/01/28 15:40:54 Enable Channel 2 CAMZ

2013/01/28 15:40:54 Enable Channel 3 CAM3

2013/01/28 15:40:59
2013/01/28 15:44:03
2013/01/28 15:49:07

Modify Configuration
Start Schedule
Stop Schedule

Step 1

X |

Step1: Select Export to.

Step2: Type the file name and choose the file format, xlIs or .txt.
D1 hd

A

- [ 5 I o 5] E ] PBB?/89/12 B8:45:41, Hain Console Startup,
| 1 |BventTime EventTsre Description | 1 20087/89/12 B8O:45:44, User Login, admin
| 2 |200706A200:45:41 | Main Console Startnp 2807 /89/12 A1:11:18, HMain Console Shutdown,
| 3 |20070641200:45:44  User Login adrnin 2007/09/12 B81:27:084, Main Console Startup,
| 4 |200706A201:11:10 | Main Console Shutdown 2007/09/12 01:27:85, User Login, admin
| 5 [200700120127.04 | Main Console Startp 2007 /09712 61:28:27, HMain Console Shutdown,
|- (2007002 137,05 |Usex Login adrain 2007/09/12 15:86:51, Hain Console Startup,
7 |20074061201:2827 | Main Console Shutdown . L
|8 20070012 150651 Main Conscle Strtap 28007789712 15:-86:52, Ust_?r Login, admin
|5 [200m0912 150650 User Login dmin 20887/689/12 15:87:84, Main Console Shutdown,
10 |20070612 15.07.00  Msin Console Shutdown 2087 /089412 15:88:28, Main Console Startup,
Immﬂzuoszs Main Console Startup 2007709712 15:88:48, HMain Console Shutdown,
| 12 20070912 1508:40 | Main Console Shutdown 28087/089/12 15:-:88:54, HMain Console Startup,
| 13 |2007406/1215:08:54 | Main Console Startup 2007709712 15:89:81, Hain Console Shutdown,
| 14 (20070912 15:09.01 _|Main Console Shutdown 2007/09/12 15:14:11, Main Console Startup,
%%ﬁﬁiiig xxxgﬁgﬁ‘;ﬁw 20087/09/12 15:14:12, Hain Console Shutdown,
| 17 20070012 151431 Main Console Startup 28087/09712 15:14:31, Ma}n Console Startup,
| 18 20070002 15:1520  Main Conscle Shutdown 2887 /@89/12 15:15:28, Ma}n Console Shutdown,
19 |2007409412 194415 Main Console Startup 2007/09/12 19:-44:15, HMain Console Startup,
| 200 | 20070912 1944:58  Main Console Shutdown 2087709712 19:44:58, Hain Console Shutdown,
| 21 |20070642 22:51:57 | Main Console Startup 2007709712 22:51:57, HMain Console Startup,
| 22 | 20074062 22:51:59 | Main Console Shutdewn 2007709712 22:51:59, HMain Console Shutdown,
| 23 [2007400/12 22:52:14 | Main Console Strp : 200709712 22:52:14, HMain Console Startup,
| 24 [200705A2 22:52:18 | Usex Lozin sdrai, 2007709712 22:52:18, User Login, admin
25 20070012 22:5224  Main Console Shutdown .
2 | Main Console Startip 2007709712 Ma:!.n Console Shutdown,

Er— 2887709712 MHain Console Startup,
xls
.

2.10 Setting

A\

Click the General Setting button and go to Setting for system General Settings.

Record Display setting:
. Calendar View: Choose to display records under calendar view.
. List Control: Choose to display records under checklist.

6-#QE00 ¢ #QE/00

General | Sewver | 0SD | Metadata |

Ll +H 2009 3 - & Record Da -~ Record Display
2009/07/19 @ Calendar View € List Control
123 4 2009/07/17 Play

S 6 7 B 91011
1213141516 17 18
[19]202122 23 24 25

2009/07/16
2009/07/15
2009/07/14

I~ Play when open

¥ Auto skip when record motion only mode

26 27 28 29 30 31 — =
2009/07/13 Previous interval 1 3 mn

2009/07/12

Capture Image

 Save in clipboard
& Manually save the image file

 Automatically save the image file

Miscellaneous

[~ Synchronize video frames

[« oK

| X cancel

-36 -



The Intelligent Surveillance Solution

Play setting:

. Play when open: Check the option and set the system to start playing the video clip every time a
record is withdrawn.

. Auto skip when record motion only mode: Check the option to set up the system to automatically skip
to the points where there were motions recorded.

. Next interval: Set the interval with which the video goes forward when you click on the “Next” icon on
the control panel.

. Previous interval: Set the interval with which the video goes backward when you click on the “Previous”
icon on the control panel.

Capture Image setting: Sets how you want to save the image.

. Save in clipboard: The image will be saved in the clipboard; image will be available to paste elsewhere.

. Manually save the image file: You can manually select where you want to save the image. Name the
saved file, and choose the file format you want to save as.

. Automaltically save the image file: By pre-setting a path/URL and the image format, the system will
automatically save the image accordingly when you click the Save button in the control panel.

Miscellaneous
. Synchronize video frames: Select this option to avoid display problems that may occur under
high CPU loading.

Server Setting
Remote Playback Site Management. Please refer to page 38 for details.

OSD Setting

Enable Camera OSD to display video information on recorded video. Information includes camera name,
camera number, date and time. User can also set up OSD fonft; include the font, size, font color and any font
effects desired.

Metadata Overlay Setting

* This feature is not available under Lite License.

Enable metadata overlay to adjust Font, Size, Color, Bold, Edge in “Foreground” section, color and
fransparency in “Background” section, and then adjust display settings in “Display on Video Preview™.

General] Sener 050 IMetadata] Generm] gewer] 05D Metadata l

L EmEial BEmeT OtE) Iv Enahle Metadata averlay

Foreground Foreground
Font: 't Tahoma [
Fant: i

- m— ‘T Tahoma -
color 1M o w

v Bold 2 Edge Color: I:l [V]
Background v Bold v Edge

Colar: -[V] Background

Transparency; — | 4L Calor: - ["]
Infa Transparency; —1 40

v Camera Mame

W Camara Number Display on Yideo Preview

(o Always Display
v Date 20110045149 -
% Time FHOT2204 = (" Lastfor seconds
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2.11 Remote Server

2.11.1 Add Remote Playback Site

#
Press the Remote Server Icon L{—h or go to setting - server to General Setting remote playback site
management to add and setup remote playback sites.

General Senver | 08D | Wetadata |

Step 1: Enter the IP address or DNS, Port, Username, and - ez
POSSWOI’d Server Name: l— h
Address: l—
Step 2: Click Add to add the server. Port EC
User Name: l—
Step 3: Click OK to exit the “Settings” panel. Password
Save Password [
2.11.2 Access Remote Playback Site
Add Delete Update

Go to Date Time Panel and click on the @E icon ON
the top of the display window to access the Remote

Playback Site
v ok | [x canca |
G-#2UELOO0 ~
Local Machine i
Fecent List r
Belect Folder..

Eemote PC 1 {192.168.1.100)
Eemote PC 2 {192.168.1.101)
Eemote PC 3 (192.168.1.103)
Eemota PC 4 (192.168.1.103)

2.12 Switch Recordings

With dual recording support, user can switch between Record 1 and Record 2 on right click screen menu as
below.

2014/01/06 F410:47:58
CAM1. IVS_Shopping Mall

Toggle Fullscreen

Fix Aspect Ratio
Enable Fisheye PTZ
Fisheye Lens Setting 4

Select Record File 4 Record 1
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3. Schedule

mLoad ﬁCopym E a3

“ault

4

01 ZAVIO F3210 (10.0.0.226
02 ZAVIO P5111 (10.0.0.34)

r

[r—r—]

B Always WEvent Wvction Wl Boosting

B pefauk  [o 2

i zavio F3z210

L B B o B B B e R e
3 4 5 & T 8 9 10 11 |2|3|41518171819202|ﬂ2324ﬁ
-

i) zAviOo P511

¥ Delete @4 Configure

;) Day Mode I

i O Week Mode

l

Start End Mode
00:00 23:59 Always

Stream Profie  FPS Quality  Res
Main - - -

LU 3

’./ OK ] ix Cance\]

Click the Schedule icon on the Main Console and set up the time duration for video
recording on the schedule General Setting panel.
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3.1 Day / week Mode

| s e x|
Load ——— Lt () Copy o ) B W Aways Wevent Wivotion W Boosting
“ault [[B pefak  [o & 2 3 4 5 8 7 5 5 1 m 1 1 4 15 e 1 8 15 m 2 2 22 o i
01 ZAVIO F3210 (10.0.0.226) ] zavio F3210
2 10 P5111 (10.0.0.34)
/“E ZAVI0 P
Camera / %
Channel
=
P Delete [ Configure
qu /Week Mode tart End Mode  StreamProfle FPS  Qualty Re)
00:00 23:59 Always Main - - -
« T i G
[ e
L :

7 o] K cuen]
|

Schedule Details

Day Mode: Schedule the cameras to turn the recorder on and off at the same time every day
according to your setting.

Week Mode: Allows you to schedule each camera for a different day of the week, additionally, you
may assign extra holidays in the “Week” mode

Schedule Details: An outline of start time, end time, Record mode, frame rate, quality and resolution.
Please note these values refer to General settings. Actual performance may vary according to
camera and hardware seftings.

To setup the time schedule for each camera, you may
1. "Load” the preset modes or

2. "Insert” a new schedule manually or

3. “"Copy to” other cameras after manual setup.

3.1.1 Load Preset Modes

The system provides six modes to quickly setup recording schedule. Simply click on the gb Load for the
drop-down menu.

Refer to the below tables for the definitions of each mode in each series.
IP+ series (IP camera)

Mode Format Time Record key frame | Adjust video Profile
Mode only frame

Regular mI;JEP(Ef/H.Q | 00002400 | Always uncheck Main
Office mEJEPéf/H.z ] 08002000 | Aways ——— uncheck Main
shop m;JEPCEZHQ o] 10002200 | Always = uncheck Main
Highly Secure m;EPéf/H.z 1 00002400 | Aways uncheck Main
Disk Saving m;JEPéf/HQ ] 00:00-24:00 | Mofion =—— — 10 fps Main
Minor m_PJEPcEf/H.z | 00:0024:00 | Mofion = — 5 fps Main

The Max indicates settings are same as camera seftings in the General Setting>setting>camera>camera
parameter panel.
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3.1.2 Insert a New Schedule Manually

Step 1: Left-click and draw the bar you want add to the time table. The scheduled time will show as a grey
bar.

@load @Copytn 5 1 B Always Wevent Wvotion Wi Boosting

“ault |EDefault 0 1 2 3 4 5 & 7 8 9 10 W 12 13 14 15 16 17 18 19 20 2 2 2 2|fl

01 ZAVIO F3210 (10.0.0.226) i zavio F3210
02 ZAVIO P5111 (10.0.0.34)

fil] zAvio P511

5 Delet: 95 Configure
A

Start End ode Stream Profile  FPS Qualty  Res

< . »

LT —
Q Day Mode

/{./ oK ] [x Cancel]
7

Step 2 Step 3

Step 2: Change the setting by clicking on the General Setting icon (See page 43 for detail) or double click
the Schedule Information.
Step 3: Click OK.

3.1.3 Copy Schedule

You may set up the schedule for each channel/camera by repeating the process above, or by simply
applying the setting of a single camera to all the others by clicking the Copy To icon af the top of the display
window.

3.1.4 Holiday and Custom setting

Allows you to schedule each camera for a different day of the week, additionally, you may assign extra
holidays in the “Week” mode

Schedule Configt
dlesd FClorvie fy ¥ M Aways M Event [ Motion [l Boosting
ﬁ |ﬂf| ‘ O 1 2 3 4 5 8 7 8B 5 10 M 12 13 14 15 8 17 8 19 20 2 2 2 il

¥ Delete 4 Contignre

Start End Mode Stream Profle  FPS Qualty Res

7 o] (% o

Holiday Custom
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Holiday: You may assign holidays where the system will work according o the setting for Sunday.

Note: The default Holiday setting will apply Sunday'’s
holiday, please adjust sefting by right clicking on

ooics)

settings. For the Middle East region where Friday is a
and select “Apply Holiday Schedule From...".

Custom: You can assign a particular date(s) on which the system will work according to a special schedule(s)
different from the others.

3.2 Adjust the Scheduled Setting:

You can manually change the setting at any time after you insert or load a schedule.

. Option 1: Move the cursor to the “Time Bar” and change the length or move the bar sideways to
change the start and end points.

the "Encoding Option” panel (next page) and select the desired setting.

Time Bar —_| E& i Defautt

Configure —_|

Schedule
Information

e

Option 2: Click on the Configure icon or double click on “Schedule Information” from the list to obtain

aLoarl ﬁCDDyb E 3|

B Always

WEvent

Wiotion [l Boosting

01 ZAVIO ”
02 ZAVIO P5111 (10.0.0.34)

VIO F3210

] zAvIo P511

- 

¥ Delete ﬁ Configure

Start
/._-00:UU
4 nr 3
Defauk
[@ Day Mode ]
’\:| Week Mode ]

End
23:59

Mode Stream Profile  FPS

Always  Main

m

Quality  Ret

v ok | [X cencel |
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3.3 Encoding Option

" Encosing Cotions T s
W Always M Event W Motion M Boosting
lim} N
i) zAvIo P511
stat [00:00 =]  End [2359 =

~Record 1 ~Video Preview

Record mode: Option

IAIways Record j I~ RecordAudio

Video profile: \ v Keep key frame only

: *Video profile frame rate: N/A
[Ma'“ *The actual fps depends on camera
streaming capability.
Recpord Mode
/ View in Real Size

v Enable Dual Record /
~Record 2 ~Video Preview

Record mode: / Option

|Record on Event I =] | I Recoraaudio

Video profile: [¥ Keep key frame only

*Video profile frame rate: MN/A
IME”” j *The actual fps depends on camera

streaming capability.

|5 sec. (Max 60)
|3 sec. (Max 60)
Select Event

Pre-record:

Pre/Post Record ——

Post-record:

View in Real Size

(v

OK ] [X Cancel ]

3.3.1 Pre-record/ Post-record Time

The pre-record/ post-record function saves the recording data accordingly. For instance, to set up a 5
second pre-record time means the system will start saving the recording data 5 seconds before the event

happen:s.

Note: The maximum of pre-record/post record period is 60 seconds.

3.3.2 Record Mode

There are four recording modes to choose from. Choose the one that suits your scenario best.

Always Record:
Select this option to record the video confinuously.

Boosting Record on Event:

This option enables you to record at lower frame rate at
regular fimes, and at higher frame rate under Smart Guard
triggered events.

*This feature is not available under Lite License

Select this option to obtain the “Select Event” panel.
Choose from the list any Smart Guard or digital input
events or video analytics from the device. The chosen
event(s) will trigger the recorded action. Click OK.
General Setting desired frame rates of normal and
boosting recording in the Video Encoder box.

Note: Please note it is required to enable "Smart Guard”

from the Main Console panel before General Sefting
“boosting record on event” to trigger recording.
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Select Event

Smart Guard:

Digital Input Event:

(=~ CAMOT QA Room
[ General Mation 1
G CAMLD HnaE

¢ M Gereral Mation 1
| G CAM12 Desktop

O#]qa Room Input:0 (Input 03
O[] Testhoard Input:2 (nput 23
Ol#]qa Room Input:2 (nput 23
O[#] Testboard Input:3 (Input 2)
O[] Testhoard Input:0 (Switchy
O[]0 Room Tnput:1 (nput 13
[[#]04 Room Input:3 (nput )
[ Testboard Input:1 (Input 1)

Video Analytics (Device)

I§|  CAMOS QA Room

: General Motion(Device)
CAMI0 BRI

gk CAMI12 Desktop

v 0K | [x Cancel]
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Record on Event:

Select this option to starf recording at any predefined event, including Smart Guard events, metadata
events, digital input events and video analytics from devices.

* Some options are not available under Lite License

Select this option to obtain the “Select Event” panel. From the Smart Guard list, check the camera events or
digital inputs to trigger the recorded action. Click OK.

Note: Please note it is required to enable "Smart Guard” from the Main Console panel before General
Setting “record on event” to trigger recording.

Record on Motion:

Select this option to start recording when motion is detected. Adjust sensitivity, the frame interval and zone
to setup motion detection. To setup a single detection zone, left-click and drag the mouse to draw a
rectangle. To setup more than one detection zone, simply repeat the same process or click “All” to select
the entire screen.

Note: The maximum number of rectangle detection zones is 10.

Note: For DVR cards, Record on Motfion Mode can be only assigned on Record 1.

3.3.3 Option

This option sets up the frame rate an audio of the recorded video. The “Video Preview” window is the
preview of the recorded video corresponding with the option.

~Video Preview
Option
[~ RecordAudio

[V Keep key frame only
*Video profile frame rate: N/A

*The actual fps depends on camera
streaming capability.

[ View in Real Size
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4. Guard

1. Event and Action Configuration m
~Event ~Action
& X W& | @
Action Options
EJOn Screen Display
Bdsend E-Mail
T Foreign Object =i
=G} CAM11 Demo +§¢PTZ Preset Go
& Camera Occlusion 4"E-Map Map:Map, Indicator:None
=G CAM12 Desktop
di signal Lost
=% TestPOS
& Transaction Start ~Video Preview =
=[] Digital Input
E] Testhoard Input:2 (Input 2)
=& System

[2] Disk Space Exhausted

il iy

Click on the Guard button on the Main Console to start the “Event and Action Configuration” panel. You will
need to specify an event to be detected as well as set the appropriate action for the system when the
event occurs.

Note:
1. Event Report: When the Crygfo| ball is X
red, you can click it to obtain the [EVFitikite [EventType [ Camera | Description [
$.,2005/11/21 15:16:14  General Motion 9
Smart Guard Event ReporT and ‘= 2005/11/21 15:16:29  Missing Object 13

cancel the event(s).

Cancel Event CancelAll | [ Ciose
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4.1 Event

Insert Event

G2 CAMO2 Driveway
G2 CAMO3 Pool
'8, General Motion

= G CAMO4 Room A

'8, General Motion

= &2 CAMO5 Room B

'8, General Motion
G CAMO6 Back Door
'8, General Motion
] pigital Input
%] System

Video Preview

! Event and Action Configuration
Event Action 7
oK
Action Options X Cancel

There are 5 sources of events: Camera (video image), IVS (Intelligent Video Surveillance), Metadata, Digital
Input/Output and System. You can assign multiple events by following the instructions below.
Note: Some event types will not be available under Lite License.

4.1.1 Camera Event - Assign a Camera Event

Step 1: Select a camera and click “Insert Event” icon.

D .

Select Event

Event Type

d Signal Lost

‘B General Motion 1
B General Motion 2
‘B, General Mation 3
‘6. General Mation 4
‘6. General Mation 5

:[I]:Foreign Ohject
B Missing Object

@& FocLs Lost

& Camera Occlusian

P

‘B, General Motion(Device)

Description

— ——

Detect video signal connection

Detection of any moverment

Detection of any movement

Detection of any moverment

Detection of any movernent

Detection of any movement

Wideo motion detection alarm of the device
Detect foreign object in defined areals)
Missing,/being moved of defined chiect(s)

Camnera focus lost detector

Camera blocked ar damaged

v

oK ] ’)( Cancel ]

Step 2

Step 3

Step 2: There are 6 types of events: Signal Lost, General Motion, Foreign Object, Missing Object, Lose Focus,

and Camera Occlusion. Select the event you want on the Event Type list, and then click OK.

* Note: Only General Motion and Signal Lost are supported under Lite License.
Step 3: General Setting the Event Type. See the following instructions.

4.1.2 Camera Event - Basic Setting

[Signal Lost, General Motion, Foreign Object, Missing Object,

Focus Lost, and Camera Occlusion]

Enable Event: Check the box to activate the event.

Retrigger after status change: check the box to retrigger
after status change [Focus lost, Camera Occlusion,
Connection lost and Digital Input/Output
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Alarm Event Configuration
Basic | Avanced |
[V Enable Event
[~ Retrigger after status change
Life Cycle
@ Automatic cancel event when event disappear
" Manual cancel event or event last triggered
" Cancel event after 10 seconds
Activated Period
@ Always activated
" As Day Mode Schedule Day Schedule
" As Week Mode Schedule Week Schedule

——
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Life Cycle:

. Automatically cancel event when event disappears: the alarm/action will be cancelled once the
abnormality is fixed or ends.

. Manually cancel event or event last friggered: The alarm/action will remain until being cancelled from
Main Console. Choose this option to avoiding missing any alarms.
Note: To cancel the event:
Method 1: Start > Open Event Report > Cancel All Events
Method 2 : Click the red crystal ball to obtain the Smart Guard Event Report. Click to cancel the
event(s).

. Cancel event affer timeout xx seconds: Enable checkbox and set the timeout seconds o cancel the
event after a specific time whether the event disappears or not.

Activated Period:

. Always activated: Allow alarm to be activated at all fimes.

. As Day Mode Schedule: Customize a specific time range for the alarm to be activated.
The alarm will be available daily according to your settings.
Click Day Schedule to General Setting the schedule.
Choose Add Time Period and drag on the coverage bar to define an activated schedule.
Choose Remove Time Period and drag on the coverage bar to subfract from existing schedules.
Click Clear All to remove all settings.

Schedule Configuration
" Add Tirne Petiod & Remove Time Period Claar Al
R R L L L L R L Ky S K
@ coverage 0t 2 3 4 5 8 7 8 9 10 11 12 13 14 15 16 17 18 19 20 2 22 23 24
i) Day —

. As Week Mode Schedule: Customize a weekly based time range for the alarm to be activated.
Click Week Schedule to General Setting the schedule.
Choose Add Time Period and drag on the coverage bar to define an activated schedule.
Choose Remove Time Period and drag on the coverage bar to subfract from existing schedules.
Click Clear All to remove all settings.

Schedule Configuration
@ Add Time Petiod * Remove Time Period Claar All
R
@ coverage D 1 2 3 4 & & F & 8 10 11 12 12 14 15 18 17 12 19 20 M 22 23 24
] sunday
] mMonday —
] Tuesday ——
] wednesday I——
] Thursday I——
] Friday —
] Saturday
K [ X cancel]

4.1.3 Camera Event - Signal Lost
Detect the loss of video signal from camera.
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4.1.4 Camera Event - General Motion
- Detect any movement in the defined detection zone.

For each video channel you may define up to 5 motion detection profiles (General Motion 1-5).
This will allow you to set different sensitivity levels for different regions in the same video.

Alarm Event Configuration

Basic  Advanced I

Event Mame General Motion 1

Alarm Event Option Yideo Preview
Sensitivity ~—

Interval —onMoun~___

— i
Sensitivity:
Pa— ‘17‘ . Maormal

Interval:

_)_3

Region Definition ——___ | |*
Region Definition
s Define detection zone

Start Simulation \ -
[ Al | [ clear |

™ Start Simulation

v ok lx Cancell

Event Name: Customize your event name here.

Alarm Event Option:

. Sensifivity: Click and move the slider confrol to the right to increase sensitivity so that minimal movement
will trigger the alarm. Move the bar to the left to reduce the sensitivity. Setting up an appropriate
sensitivity value will minimize false alarms.  For example, you can lower the sensitivity to avoid the alarm
being triggered by a swinging tree in the breeze.

. Intferval: Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval

Region Definition:

. Define defection zone: To detect General Motion, you have to define a detection zone. Left-click and
drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also Click “All" button to select the entire detection zone.

Start Simulation: Click the Start Simulation button and test the function on the preview screen.

4.1.5 Camera Event - General Motion (Device) Alarm Event Configuration
- Detect movement with motion detectors S| e

of devices (IP cameras or video servers).

* Note: This function is only available on devices

with built-in motion detection.

Video Preview

Please refer to the user manual of your device
to set up motion detection.

. Start Simulation
Click to test if motion detection is set up
correctly.

. Go to Web Interface
Click to go directly to device web page for
configurations.

[ stansimuation | [ cotowebinterace |

tv/ OK | [X Cancel]
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Alarm will be set off when an object appears in the defined area on the screen.

Alarm Event Configurafion

Basic Advanced |

Event Name:

Alarm Event Option Video Preview

Sensitivity.
Interval

I

Region Definition

(v Define detection zone

¢ Define object size

‘ Al | [ clear |
(W oK | lx Cancel |
. Click and move the slider control to the right to increase sensitivity so that minimal movement

will frigger the alarm. Move the bar to the left fo reduce the sensitivity of movement detected. Setting
up an appropriate sensitivity value will minimize false alarms. For example, you can lower the sensitivity
to avoid the alarm being friggered by a swinging tree in the breeze.

. Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval.

. To detect Foreign Object, you have to define a detection zone. Left-click and
drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also Click “All" button to select the entire detection zone.

. After defining the detection zone, select Define Object Size and then left-click and
drag the mouse to indicate the size of the object you want to detect.

For instance, if you want to prevent somebody from leaving a briefcase in a hallway, place a
briefcase in the hallway in view of the camera. On the screen, draw an area that fits the size of the
briefcase and define it as the object size. Remove the briefcase and then activate the Smart Guard
function on the Main Console. The system will consider everything on the screen normal when you click
Start to activate the monitor function.

Click the Start Simulation button and test the function on the preview screen.

Alarm friggers when an object disappears in the defined area on the screen.

Alarm Event Configuration

Basic Advanced |

Event Name:

Alarm Event Option Video Previaw

Sensitivity:
— & Nomal

Interval

Region Definition
+ Define detection zone

~

Clear
Start Simulation

« Ok { [x Cancel |
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Alarm Event Option:

Sensitivity: Click and move the slider control to the right to increase sensitivity so that minimal movement
will tfrigger the alarm. Move the bar to the left fo reduce the sensitivity of movement. Setting up the
appropriate sensitivity value will reduce the chance of false alarms. For example, you can lower the

sensitivity to avoid the alarm being triggered by a swinging tree in the breeze.

Region Definition:

. Define detfection zone: To detect Missing Object, you have to define a detection zone. Left-click and
drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also click on "All" button to select the entire detection zone.
Note: For instance, if you want to prevent somebody from removing the computer monitor on the desk,

draw an area that fits the size of the monitor on the screen.

Inferval: Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval.

| Alarm Event Configuration

Basic Advanced |

Event Name:
Alarm Event Option Video Preview
Sensitivity:

T Nomal
Interval:

R
I~ lgnore Lighting

Region Definition
" Define detection zone

© Defi

Start Simulation

v

OK 4

Start Simulation: Click the Start Simulation button and test the function on the preview screen.

4.1.8 Camera Event - Focus Lost

This function alarms you when any of the cameras is losing focus and has blur image.

| Alarm Event Configuration

X

Bagic Advanced |

Ewent Mame:

Alarm Event Option video Preview
Sensitivity \ —
Sensitivity:
Interval b Memal

I T
. ' i . . 3
Ignore Lighﬁng /—I? lgnore Lighting Change

Start Simulation ————f  statsimuiaton

v

oK ] IX Cancel |
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Alarm Event Option:

. Sensitivity: Click and move the slider control to the right to increase sensitivity so that a relatively small
movement will trigger the alarm. Move the bar to the left to reduce the sensitivity of movement
detection. Set up an appropriate Sensitivity value will reduce the chance of false alarm. For example,
you can lower the Sensitivity to avoid the alarm being triggered by a swinging tree in the breeze.

. Interval: Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval time.

. lgnore Lighting: Check the box to avoid alarm being set off by light changing.

Region Definition:

. Define defection zone: To detect Lose Focus, you have to define a detection zone. Left-click and drag
the mouse to draw a detection zone. You may define more than one zone on the screen by repeating
the same process. User can also click on “All” button to select the entire detection zone.

Start Simulation: Click the Start Simulation button and test the function on the preview screen.

4.1.9 Camera Event - Camera Occlusion
This function alarms you when any of the cameras are blocked.

| Alarm Event Configuration

Basic Advanced |

Event Mame:

Alarm Evant Option Video Praview

Sensitivity

\Eens\ww‘
— M
Interval —__ | | e o
Interval
III ; o, 9
|gn0re Lighﬁng —— [\ |gnore Lighting Change

Start Simulation = Sunsimuiaton

E\/ oK ] |x Cancel]

Alarm Event Option:

. Sensitivity: Click and move the slider control to the right to increase sensitivity so that a relatively small
movement will frigger the alarm. Move the bar to the left to reduce the sensitivity of movement
detection. Set up an appropriate Sensitivity value will reduce the chance of false alarm. For example,
you can lower the Sensitivity to avoid the alarm being triggered by a swinging tree in the breeze.

. Interval: Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval fime.

. lgnore Lighting: Check the box to avoid alarm being set off by light changing.

Start Simulation: Click the Start Simulation button and test the function on the preview screen.

4.1.10 Metadata Event - Assign a Metadata Event

Step 1: Select a metadata device from the list and click W to insert event.
Note: Please insert the metadata device in General Setting -Metadata Application first. Then set the
alarm based on it.

Step 2: There are five types of events: Transaction Start, Transaction End, Open Cash Register, Connection
Lost and User Defined. Select the event you want on the Event Type list, and then click OK.
Note that the Open Cash Register event is available on POS metadata devices only.
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1rm1r a
a4 e W a

‘r_ﬁ:r
. X, 2

Transaction Start - Detect the beginning of any tfransaction.
Transaction End - Detect the end of any transaction.
Open Cash Drawer - Detect the opening of any cash drawer.

Connection Lost - Detect the connection problems between POS box and Main Console.
. User Defined - Detect any condition defined by user.

<
Select Event

=

Event Type
15, Transaction Start
5, Transaction End
|| |.$.0pen Cash Drawer
|| |42 Connection Lost
1, User Defined 1

1" User Defined 8
"1 licor Nafinad Q

Description

A transaction starts

A transaction ends

Cash Drawer is opened
Connection Lost

User defined event rule 1
User defined event rule 2
User defined event rule 3
User defined event rule 4
User defined event rule 5
User defined event rule 6
User defined event rule 7
User defined event rule 8
licar dafinad avant nile Q

-

m

[v ok | [X cancel |

Step 3: Go to General Setting for the Event Type setting.

metadata plugins.

4.1.11 Digital Input/Output Event - Digital Input/Output Event

"& Event and Action Config

For details please refer to the user manual of

. e . J L R

FICTEL

= O] & i i & | &

g G} CAMO1 Parkl
A CAMO2 Road1
A CAMO3 fake_vi
A CAMO4 Recepti
-} CAMOS Trades|

-1V Intelligent Videa

Sfep 1 & FOS

L[] Digital Input/O: arkl 1 Input 1

”M Parkl Input 2

w iFem Parkt Input 3

l Roadl Input 2

Si‘ep 2 Roadl Input 3
il
I
i

| Action

Options

Select Digital Input Module

==

Digital Input/Output Event:
1/0 Module Pn  Name
2
3
Road1 0 Input 0
Road1 1 Input 1
2
3
fake_video 0 Input 0
fake_video 1 Input 1
fake_video 7 Input 2
fake_video 3 Input 3
Reception 1] Input 0
“ 0K

I

Step 1: Click and highlight Digital Input on the event type list, and then click the W Insert Event icon.
Step 2: Select the device that is connected to your system.

4.1.12 System Event - Assigh a System Event

_52-



The Intelligent Surveillance Solution

-G CAMO1 namel
8

), General Motion
A CAMDZ2 name2
.78, General Mation

Step 1

Disk Space Exhausted Disk space is exhausted

Systern Health Unusual High CPU termperature or low fa...
Resource Depleted CPU ar mernary is depleted
MNetwiork Congestion MNetwiork bandwidth is overloading

Step 2

Step 1: Click and highlight System on the event type list, and then click the Q Insert Event icon.
Step 2: Select the device that is connected to your system.

4.1.13 System Event - Disk Space Exhausted
This function alarms you when disk space is exhausted.

4.1.14 System Event - System Health Unusual
This function alarms you when CPU is under high temperature or fan speeds are running low.
Current Status: Displays current CPU temperature, Motherboard Temperature, Fan Speed and Power
fan speed.
Options: Check the Temperature Format for Celsius or Fahrenheit; fix maximum motherboard
temperature for High Temperature Alarm and minimum RPM for Power Fan Speed Alarm.

4.1.15 System Event — Resource Depleted
This function alarms you when CPU or memory is depleted.
Current Stafus: Shows you the current Total CPU Loading and Total Memory Usage.
Opftions: Fix maximum percentage for High CPU Loading Alarm and High Memory Usage Alarm.

4.1.16 System Event — Network Congestion
This function alarms you when network bandwidth is overloaded.
Current Status: Shows you the current Total Upload/Download bit rates.
Options: Fix maximum bit rate (Kbps) for High Upload/Download Bit rate Alarms.

System Health Unusual Resource Depleted Network Congestion

G

L
=
=
=
=
=
=
=
=
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N
4.2 Action
4.2.1 Action - Assign a action type
r
A\ Event and Action Configuration
;- Event Action
= = QK
X @ =] Q| & W& | & A
Step 1 =L CAMOL Camera 1 Action Options X cancal
'8, General Mation [ZJon Screen Display
[# Digital Input - ~
& System Select Motification Action ﬂ
Action Type Description
’@Dn Screen Display Display warning message or color ...
e pPlay Sound Play warning sound
Bdsend E-Mai Send E-mail to contacts
™1 [ Phone cal Dial 3 phone call to contact
*EO-P'IZ Preset Go Trigger PTZ camera to present p...
DHDD Popup DI/DO panel or trigger digi...
BdsMs Send SMS to contacts
Step 2 B Central Server Send to Central Server
ﬂ FTP Send snapshot to FTP
. %" E-Map Popup E-Map on Event
\ (@ Push Notification Motice on Mobile Client
-
\'ﬁ\ ——

To insert a new action:

Step 1: Choose an event and click the insert action iconﬂ.

Step 2: There are 10 types of actions, select the actions you want and then click OK.

1. On Screen Display 6. DI/DO

2. Play Sound 7. SMS

3. Send E-mail 8. Cenftral Server
4. Phone Call 9. FIP

5. PTZ Preset Go 10. E-Map

11. Push Notification
* Note: Some actions will not be available under Lite License.
Step 3: General Setting the setting of the Action Type if needed.

4.2.2 Action Type - On Screen display
A red warning will be flashing on the screen of Main Console, indicating which type of unusual
event is detected.

Step 1: Select the "On Screen display” action and then click OK.
Camera [ #uto popup |
O & camMil ZAVIO F2206 (10.0.0.172) MNfA
Step 2: The responding window will popup to Selected Camera. O e e 7 “”‘”'D“a”,m—j
Click the “On Screen display” indicator fo modify the /A |
setting.
Camera: Display the camera applied to this action.
Auto popup: Click the Auto popup column and select the
expected monitor for popping up the event. o Dlestarion
Displayed text: You can follow the default setting to show o PR
the event type, or enable “Customized Text"” to define the © Customized Text
text as your preference. [
Color edge: Select the color edge for popping up the I~ coloredge 7]
event. v ok | X cancel |

4.2.3 Action Type - Play Sound
Sound alarm - the system will play the sound as alarm when an unusual event is detected.

Step 1: Select the “Play Sound” action and then click OK.

Step 2: The responding window will popup to choose a Wave file (.wav). Click the “Play Sound” indicator to
modify the setting.
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4.2.4 Action Type - Send E-mail

The system will send an E-mail immediately to given
accounts indicating the type of event, the time, and

attaching a picture taken while the event is

detected.

Step 1: Select the “Send E-mail” action and then click OK.

Step 2: The responding window will popup to Select Contact,
type the message to append.

than one contact).

Edit Address Book: Insert the contact information here.

Note:

(You can choose more

1. To give the system the E-mail accounts, go to

General Setting > Setup > Hotline. See General
Setting on page 69 for details.

2. For Digital Input Events, this warning action will send
the snapshot of the associated camera.
refer to 1/O settings for details.

4.2.5 Action Type - Phone Call

Please

%% Select Contactor,

Contactor:

[ Edit Address Book ]

Mame

FE User 1
ME User 2
FE User 3

E-Mail Address

user Lmail.cormn
user2@mail.com
user3@mail.corm

Custamized message content:

Motioh deteaction alarm of camera A, please do the below SOP.

’J QK ] ’)( Cancel ]

X

The system will call a given phone number when an unusual event is detected.
* Note: This function is not available under Lite License.

Step 1: Select the Phone Call action and then click OK.

Step 2: The responding window will popup to Select Contactor and key-in the message which want to
append on SMS content. (You can choose one more contact at once).
Note: To setup the phone number and make an audio record for the phone call, go to General

Setting - Setup - Hotline. See Configuration on page 69.

4.2.6 Action Type - PTZ Preset Go

The PTZ (pan/tilt/zoom) camera will go to a preset point or auto patrol when an unusual event is

detected.

* Note: This function is not available under Lite license.

Step 1: Select the “PTZ Preset Go™ action and then click OK.

Step 2: The responding window will pop up to PTZ Camera Preset
Go. Click the "PTZ Preset Go" indicator to modify the setting.

Step 3: Set the action of cameras which you want to frigger by

events.

For example: Please follow below steps to setup this function.
. Set the action of camera 1:

1. Choose camera 1.

2. Set the start, end preset poinfts.
3. Select the Life Cycle.

4. Clickon Add.

J Set the action of camera 2:

5. Choose camera 2.

6. Set the start patrol and end patrol.

7. Select the Life cycle
8. Click on Add.

9. Finally click on Ok to save all setting of cameras.

PTZ Camera Preset Go

Carnera: ICAM14 (carmera 3} VII IP Camera

-8

art

& Preset  Patral

* = | [

i~ Life Cycle

{+ Stop PTZ action when event disappear

i Keep PTZ action I second

—End

i+ Preset " Patrol
[ B
The end preset go will take | second
[ am [ ctear |
Camera | Start | Life Cycle | End | End Preset Go

[/ ok ] [x Cancel ]

Note: General Setting your PTZ camera before using this function. See General Setting on page 68 for PTZ

camera General Setfing.
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4.2.7 Action Type - DI/DO

To trigger Digital input/output devices connected to the system, such as alarm lights and sirens.

DIDO

Digital output to signal:

60 sec.
Manual cancel

IO Module Pin | Mame Life Cycle | |#
O Testboard 0  Light Event dit

O Testboard 1 Output 1 Event deappear
O Testhoard 2 Output 2 10 sec,

O Testhaard 3 Qutput 3 30 sec.

(v

v Automatically popup ¥O control panel

(/o] (X cmea ]

Step 1: Select the “DI/DO" action and then click OK.

Step 2: Select devices to be triggered by event.

\ 4

]l IfO Devices g@
Dl oo =
@ 1 o
Switch Light
(@) o
Input 1 Cutput 1
(@) o
Input 2 Cutput 2
(@) o
Input 3 Cutput 3
] -

Step 3: Click the Life Cycle box of each device to General Sefting the life cycle of each triggered alarm.
The alarm may terminate when the event disappears, 10/30/60 seconds after frigger, or require a
manual cancel. Note that you may also customize a timer by simply inserting a number in the box.

Step 4: You can enable the Automatically Popup I/O Control Panel check box to obtain the correspondent

panel to monitor the 1/O status.

Note: You should adjust the setting of I/O device in General Setting>Setting>1/O Device first, the I/O
conftrol panel will display the device status based on it. You can also adjust the size of the panel by
dragging a mouse or click the IZIEIXI  on the right top of the display window.

4.2.8 Action Type -Send an SMS message
The system will send an SMS message immediately to
given accounts indicating the type and time of
event,

* Note: This function is not available under Lite License.

Step 1: Select the “Send a SMS message” action and then click
OK.

Step 2: The responding windows will popup to Select Contactor
(You can choose one or more contacts). Click the
“Send an SMS message” indicator to modify the setting.
Note: To General Setting a GSM modem for the system,
go to General Setting - Setup - Hotline. See General
Sefting at page 69.

4.2.9 Action Type - Send to Central Server
This action will send an event and snapshot to 's Central
Management Server (separate soffware package, noft
included).

* Note: This function is not available under Lite License.

%% Select Contactor fg

Contactor: ’ Edit Address Book ]

Marme Phone Nurnber
HE User 1 111-1111-1111
ME User 2 222-2222-2222
ﬁ User 3 333-3333-3333

Customized message cantent:

customized message of each alarml

’J [o]'s ] ’)( Cancel ]

Step 1: Select the “Send to Central Server” action and then click OK.
Note: Please refer to the CMS user manual for details on using the Central Management System.
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4.2.10 Action Type - Send snapshot to FTP S
The system will upload a snapshot immediately to FTP site. Options
* Note: This function is not available under Lite License. Life Cyele:
( Stop sending snapshiot after: ,17 sec
Step 1: Select the “Send snapshot to FTP” action and then click OK. B Sl T SO e el
Frame Interval: 1i2 ~| fos

Step 2: General Setting options. Resdien
. Life Cycle: General Setting the system to stop sending ® Biy

snapshots affer ___ seconds, or when the event is terminated. o Gl T o
. Frame Interval: Define the frequency of snapshofs. e ———

B Minimum is 1/60 fps (1 snapshot per 60 seconds) ' ;

B Maximum is 30fps (30 snapshots per second).
. Resolution: Choose to keep snapshot in original resolution or compress to lower resolution.

Note:

1. For Digital Input Events, this warning action will send the snapshot of the associated camera.
Please refer to /O settings for details.

2. To define an FTP server, go to General Setting > Setup > Hotline. See General Setting at page 69
for detail.

4.2.11 Action Type - Popup E-Map on Event
The system will auto popup E-Map window and show the assigned map and indicator.
* Note: This function is not available under Lite License.

Popup e-map on event

Step 1: Select the “Popup E-Map on Event” action and then click OK. Map Layer: [Flower |

Step 2: The responding window will popup to Popup e-map on event. InGicSHorE] O arn1 [

Click the “Popup E-Map on Event” indicator fo modify the setting.

v 0K | X Cancel|

Step 3: Select the Map Layer and Indicator, and then click OK.
Note: To edit E-Map, see General Setting at page 86.

4.2.12 Action Type - Push Notification
The system will send instant message to registered iViewer as a notification.

Step 1: Select the “Notice on Mobile Client” action and then click OK.

Step 2: General Setting opftions.

. Frequency—Rearm inferval: the minimum interval of notifications as the event occurs. (default:10,
max:300)

. User List: All user accounts in this unit. Click “select all” to select all user accounts; click “deselect all” to
remove all user accounts.

. Receiver List (overview/remove): go to General setting>Network Service>Push Nofification for user
account overview. Click “Kill" for selected user account delete and “Kill All" for all user accounts delete.
1. User name: user account

2. 1D: user account d|$p|oy name Select Motification Action ==

3. Least time: indicate user did not login period ction Tyne Description

4. Login Username: the user account display name when login =Play Sound Ply waming sound

. e . . Phone Call Dizl a phone call to contactor
. Send fest: click to send test push notification to selected list. #5+PTZ Presst Go Trigger PTZ camera to present p...
‘@'DUDD Popup DI/DO panel or trigger digi...
B sms Send SMS to contactors
B Central Server Send to Central Server
ﬂ FTP Send snapshot to FTP
%" E-Map Popup E-Map on Event
(@) Push Notification Notice on Mobile Client
[J oK l [x Cancel l
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Note:

1. Please sign in iViewer first.

2. If the user password is changed, please sign in iViewer with the new password to start the service
again.

3. If users do not want to receive notifications anymore, users can turn off this feature on iViewer.
There is one possibility of de-registering failed: users have ever logged in to iViewer by typing both
LAN IP and WAN IP of Main Console, but only do de-registering on one side.

4. If users do not want to send notifications to certain user account, users can de-select the user
account on Notification General Setting>>Network Service.

5. If user does not login till 30 days, user account on push notification user list will delete
automatically.

6. Push notification test is depending on iOS/Andriod receive the message or not.

x I - 1
@ Notification Configuration . . T Metwork Service - Y . . \ -“
~Frequency Main |
|
Rearm interval: 10 Sec. (Max: 300)

| Live Device Recaive Count 2 [ Kil | | LOET
Streaming = =

‘-'-‘ Usad nanmss i¥] Laase time  Logn Usemans
g = @ admn 79/650b4668819F... 10 admn

User name Group Description Login Username | Remaote @ admin 34556ca0e2c907... 10 admin
[C1gtadmin Admin Administrator admin | Plyback

- User List

H @

v 0K [ ok | [X cance |

4.3 Advanced Settings

Click on the Advanced button on the bottom of the Event and Action Configuration dialog for advanced
settings.

Condition of startup — Smart Guard can be started under the follow modes:
1. Manually start/stop from Start menu or as Main Console startup setting (default)
2. Started by defined D/l trigger. Select D/l from dropdown list and click OK.

! Event and Action Configuration =
Event Action
& Ja R (=N Tm
= G CAMOS QA Room Action Options.

[TJon screen Display
+ Bdsend E-Mai
T4 Foreign Object j FTP
=G} CAM11 Demo +§¢PTZ Preset Go
& Camera Occlusion 4"EMap Map:Map, Ir; —
=G CAMI2 Deskop Advanced Settings
Q8 Signal Lost .
= £ TestPOS
18] Transaction Start ~Video Preview
= [#] Digital Input
[@] Testboard Input:2 (nput 2)
= [ System
[] Disk Space Exhausted

Condition of startup

 Manually start’stop from Start menu or as Main Console startup setting

+ Start Smant Guard detection when digital input signal trigger

Select digital input module: Testhoard input Switch j

I  OK | [x Cancel ]

]
7 o] (X o]
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Setting

License Manager
Save/Load Configuration »
Video Analytics

@8 Metadata Application

& Metadata Search

B Log Viewer

=]

Backup

2013/10/22
16:47:47
admin

Network Service
About Main Console....

lick the General Setting icon, select from the drop-down menu
and open the General Setting panel.  Modify the setting and
access License Manager, Video Analytics, Metadata
application, Metadata Search, Log viewer, Backup, or
Network Services. Select Save/Load General Setting to
save/load all the settings.

* Video Analytics and Metadata Application not available
under Lite License.

* Video Source function available only with MPEG-4 software
compression captures devices.

o

Setting
License Manager

Save/Load Configuration

Video Anabytics
Metadata Application
Metadata Search
Log Viewer

Backup
Metwark Service

About Main Console...
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5.1 System Setting - General

Storage Status Display
ra?\- Setting / /
Startup+_ _ - — -
Gene mera | WO Device | PTZ Conﬂgl Hotllnel Address Book /Monitor Display | Joysuck]

Startup Storage Status Display
[ Main Console \location [Z)(&][2](#) | ¥ cumentDate
I” Schedule Recording System D:\Video [V Curent Time
[~ Smart Guard System v Login User
[~ Counting Application | Free Disk Space
[ Live Streaming Server F# | Enat i)l [ IP Camera Bitrate
v Remote Playback Server ) [ User Defined Text 1

Automatic Recycle:
[v 3GPP Server

&+ Recycle when disk space is
v Remote Deskiop Server (EEsiE ]m_ % [ User Defined Text 2
W Central Management Service  Only keep video for days Surveillance

Full Screen
Mlscellcneoyw ( Log Recyeling | [ Advanced Setting

Miscellaneous Audio Preview o Reboot

™ Automatically popup event repart
[~ Minimize to system tray

[~ Synchronize video frames

DDMS Serdce

DefaultiChannel

(Mot Usedy -

[~ Enfable Audio on Active Channel

I~ Enable Auto Reboot

Every l—;l

[ /

i

oK | [x Cancel]

Audio Preview

5.1.1 Startup

Avuto Reboot

Check the Main Console box to execute Main Console system when windows startup.

Check the following 3 main functions and 5 network services to auto activate functions when Main Console
system is executing, including Schedule Recording System, Smart Guard System, Counting Application, Live
Streaming Server, Remote Desktop Server, 3GPP Server, Remote Desktop Server and Central Management
Service. Checking other options can setup the startup status as Full screen, auto lock system by startup or
allow system to auto login with the preset account.

Setup Auto login: Enable "Auto login” and click the Setup bufton to

obtain the Auto Login Setup panel, insert the User Account and Password
to login automatically when the system starts. Enable the Minimize after

login to minimize the Main Console window after login.

5.1.2 Storage

-
Auto Login Setup

UserAccount: I\
*Fill in second password while Dual Password Validation is set.

——
E—

Password:

Password Confirm

Second Password.

Password Confirm

[l [~ Winimize after login

v

OK

=)

Location: Assign the default folder (you can setup several directories for storage) for the system to store all

data files. Recommend not to save in system HD (C :\) to avoid PC efficiency drop when free storage is low.

If you have more than one drive available for recording, you may check “Enable Disk Load Balance

(Recommend Same Volume Disk)"” to evenly distribute recording to multiple drives.

efficiency of the system. Please refer design tool for evaluation.

Video Recycling:

This will increase

This setup allow user configure different recycle criteria for different cameras and for different Record video

of the same camera
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General setfing: Set the standard limit to let the system recycle automatically. The system will start to recycle
if the disk space is less than the indicated percentage (default is 10%, minimum is 5%).
Option setting: Set different recycle days for Record 1 / Record 2 so can keep different length of recordings.

General setting:
Always keep 5 % disk space.

Optional setting: keep defined recording days

[+ Only keep 365 day(s) for Record 1.

[v Only keep 365 day(s) for Record 2.

i [v Allow exception

Select camera to customize Exceptional recycle duration Edit
Camera Camera Recordl Record2
.02 Fish eye & 01 1v5_Shopping Mall 7 day(s) 30 day(s)

03 Lobby
& 04 IVS_Roof
& 05 Parkl

Motice: *-" indicates the channel follows the General Setting setup (% of disk space.)

’/ oK ] ’)( Cancel]

]

Allow exception: Drag and drop the camera(s) to the right panel and will pops up a setup window as below
to input the special recycle criteria. In below, the 2 recordings of the first camera were configured with
different recycle criteria: Record 1: 7 days; Record 2: 30 days.

r 5
Recycle Exception &J

Camera: |IVS_Shopping Mall

Exceptional recycle dration:

¥ Keep 7 day(s) for Record 1
¥ Keep 30 day(s) for Record 2

lJ OK Hx Cancel ]

If you expect arecording utilize the space in maximum, you can leave black in the keep x days.

By setting this, the symbol would become “-", ad the length of Record 2 will depend on the remaining space
of available space. This also means this recoding has lowest priority, so it would be recycled first when disk
space is insufficient in order to meet or recording settings.

Recycle Exception == Camera Recordl Record2
&5 08 Camerz 08 10 day(s)

Camera ‘Camera 0s

Exceptional recycle duration:

¥ Keep 7 day(s) for Record 1
I~ Keep

[J oK HX Cancel ]
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Note:

The system will detect the storage space of default location firstly, if the default storage space is
exhausted, the video will be stored to the next directory.

If all the status of locations exceeds the storage rule, the system will start recycling in an hour
progress.

Recycle priority: keep % of dis space > keep x days > keep — days.

Recycle example:

Example 1: Set “keep 10% of disk space”; Current available space is still more than 10%, ex:15%.

a. Forthe recordings set as “keep x days”: Main Console will start to delete the oldest recording
when it's data length reach x days.

b. For the recordings set as “keep - days”: Main Console continue record and will start delete the
oldest recoding when available disk space reach 10%.

Example 2: Set “keep 10% of disk space”; Current available space is10%.

a. Forthe recordings set as “keep - days”: Main Console will start to delete the oldest recording.
The new space after delete will be used to store the recording which set as “Keep x days”.

b. Forthe recordings set as “keep x days”: Main Console will start to delete the oldest recording
when it's data length reach x days.

c. Main Console continue delete the oldest recordings of “keep — days” untfil it remain only 1 day
Then, Main Console will start to delete the oldest recordings of “keep x days” in order o follow
the rule: keep 10% of disk space.

Log Recycling: Click the button fo obtain the Advanced Recycle Setting panel. Set the days that you want
to keep the event or Keep all event logs within interval of video files.

Event Log: Delete the event log data that is older than the Advanced Recycle Sotting
number of days set. Event Lag
" Keep event log within interval of video filas
System Log: Delete the system log data that is older than the 2 G B8
number of days seft. Syt Lo

Counting: Delete the counting application data that is older
than the number of days set.

(* Keep counting log far ’907 days
Metadata Transaction: Delete the metadata fransaction data ettt Traneastion
ThOT iS Older ThOn The nUmber Of dOyS Sef. " Keep Metadata transaction within interval ofvideo files

5 Keep Metadata transactioin for 90 oays

Resource Report: Delete the Resource report data that is older Resource Report
fhon The number Of dOyS SeT. " Keep resource report within interval of video files

" Keep system log within interval of video files
(¥ Keep system log for 14 days

Counting

" Keep counting log within interval of video files

(+ Keep resource report for 40 days
Export and Backup Log
" Keep export and backup log within interval of video files

f Keep export and hackup log for 14 days

" Keep export and backup log forever

[ oK [X Cancel]
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Check the boxes of the information that you wish to see in the information display window in the Main

Console.

Lo

2013/10/22
17:34:21
admin

Advanced Setting

Temperature
v CPU Temperature
+ Celsius Degres
" Fahrenheit Degree
v Motherboard Temperature
+ Celsius Degree
" Fahrenheit Degree

Free:185.6 GB
L 5
. Select the information such as Current Date, Current
Time, Login User, Free Disk Space, IP Camera Bit rate and User
Defined Text.

Fan Speed
[~ CPUFan Speed

[ Power Fan Speed
Systern Resource

™ Total CPU Loading
™ Total Memony Usage

Metwark Utilization
[ Total Upload Bitrate

Miscellaneous

™ System uptime

I Total Download Bitrate

(7

oK | [X Cancel ]

Click the button to obtain the Advanced Setting Panel to select Temperature, Fan

Speed, System Resource, Network Utilization information and System Uptime info you wish to display.

Event report dialog to automatically popup when events are detected.
Make sure to stop Smart Guard System before you modify the setting, otherwise the modification will not take

effect.

Enable the Option to minimize the Main Console to be an icon in notification area of

windows task bar when pressing the minimize button.
Qa

‘DD =@ E
BN @]

Insert the username and password of Main Console again when clicking the minimized Main
Console icon in nofification area of windows task bar to start monitoring.

Synchronize video frames: Select to avoid image tearing problems that may occur while CPU loading is

increased.

. Dynamic Domain Name Server (DDNS) function allows
you to use Live View or Web View to connect to the Main Console
through Internet event if you have a dynamic IP address.

Click the DDNS button to obtain the Dynamic DNS Setup panel. Set
up the DDNS function by selecting the provider type, filing with user
name, password and hostname, and adjust the update period.

Dynamic DNS Setup

&

[otons

Provider

=l

User name I

Password I

Host name |

Update period

 f————

16 minutes

(v

oK ] Ix Cancel ‘
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5.1.5 Audio Preview
Default Channel: Select the audio channel that you wish to hear from in “Default Channel”.
Enable Audio on Active Channel: Select the “"Enable Audio on Active Channel” option to hear the audio

from the selected video channel (selected by mouse) on each video grid of Main Console. The default
channel will play if no specific video channel is selected.

Volume: Adjust the volume with the “volume bar.”

System plays the audio of System plays the audio of the
"default channel” upper-left “selected channel”
5.1.6 Auto Reboot
Check the option of "Enable Auto Reboot” so that you can reboot the system Startup
on the tfime you select. [ T Wiain Console l

[~ Schedule Recording System

Step 1: Check the option of “Enable Auto Reboot.”  Smar Guard Syster

. Counting Application
Step 2: Select the time you want to reboot. _ _
Live Streaming Server

Note: Enable “Main Console”, “Auto Login”, “Setup login account” and Remate Playhack Server

-
-
-

check other status in Startup section so when PC reboots the system will run M JOFP G
—
-
-

normolly. Auto Reboot Remaote Desktop Server

[ Enable Auto Reboot Central Management Service
Full Screen

Every
[~ Auto Login

at
DDMS Service

5.2 Setting - Camera

Configure

Search General Camera | 10 Device | PTZ Config)/Hatiine | Address Baok | Monitor Display | Joystick |

Seach P lnwit M5 Delete | 4 Contig

A [ §5 CAMO4/£AVIO PS111 (10.0.0.141)
ZAVIO BS210 (10.0.0.237)

HEE
%05
O
§)>
B
=
o
o
w
g
(5
w
=
S
o
o
-
o
2

CAMO7 ZAVIO F3115 (10.0.0.64)

15,CAMO8 ZAVIO D3100 (10.0.0.239)
J$5,CAMO9 ZAVIO F7210 (10.0.0.139)

/ [ & CAMI10 ZAVIO PS210 (10.0.0.203)

[ §5 CAMI1 ZAVIO F3115 (10.0.0.190)

[ §5,CAM12 ZAVIO D7210 (10.0.0.165)

[ §5,CAMI3 ZAVIO B7210 (10.0.0.233:2033

Insert

M & camig cam2 -~ Sefting
Cam2 v Enable
" Date 2013110122 -
Delete ) [ |
Go to Weh Interface d_\ime [Pmos:0.00 |
Camera outings [ Camera Number
v Camera Name
Video Parameter
[~ Bitrate
Lens Sefting
Stream Profile Font Apply All
‘I I ol | |

v OK | X Cancell
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5.2.1 Add Camera
Four function buttons will be included in the Setting/Camera panel if you have our Surveillance System
license for IP camera.

Search: Click the Search icon for the Search IP Camera panel. The system will start scanning automatically;
click on the Stop Scan button to stop scanning any fime.

Search IF Cameras
IP Camera Search Completed Start Scan I
[ Vendor [ Model [ Mac \ -
10.0.0.239 ZAVIO D3100 00-1b-fe-04-71-87
01000165 ZAVIO 07210 00-1b-fe-04-23-21
01000237 ZAVIO B5210 00-84-14-81-26-00
1000141 ZAVIO PS111 00-1b-fe-04-70-23
O1i0.0.0.203 ZAMIO PS210 00-1b-fe-04-52-10
O10.0.0.190 ZAVIO F3115 00-1b-fe-11-b3-9f
01000.233:2033  ZAVIO B7210 00-1b-fe-02-be-ch
01000178 ZAVIO F3206 00-1b-fe-03-a1-f1
O10.0.0.166 ZAVIO F3206 00-1b-fe-02-bf-66
01000235 ZAVIO 03200 00-1b-fe-04-92-39 LI
IP Camera Optian
Camara Name: IZ.WIO D3100 (10.0.0.239)
User Name: |
Password: |
« 0K | X cancel |

Fill in the user name and password for each IP camera found and click OK to add it fo the camera list.

Insert: Click the Insert icon for the IP/Video Server Setting panel and add IP cameras to the list.  See
following part (IP Camera/Video Server Setting panel) for detail.

Delete: Click the Delete button to remove the selected IP camera(s) from the system. Click OK to finalize the
modification.

Config: Click the Camera Setting button for the IP/Video Server Setting panel. You can modify the IP camera
settings with the Setting panel. See following part (IP Camera / Video Server Setting panel) for detail.

5.2.2 |IP Camera / Video Server Setting panel

Network Networt

Name: l—

IF Address: l— ™ DNS

Port fco

User Name: l—

Password: l—

Protocal: CTCP C UDP & HTIP
Device ————+/ .

Vendor [e Auto Detect

Camera Model: I—H

Video Channel: F1 F2 B2 T4

I N e A |

Description —__
™ Description
Video Codac:MJPEG MPEG4 H264
Audio CodacMiA
Camera:1, DI.0, D00

v Ok X Ccancal
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Network: Fill in required info of the Network field (including Name, IP Address, Hitp Port,

User Name, Password

and Protocol) referring to the instruction provided by the camera manufacturer. Check “Use DNS”

to use domain name instead of IP address.
Device: Choose the IP camera manufacturer from the drop-down menu.
Detect” and the detected vendor /model name will show in the box.
Description: Shows information for the IP camera.

5.2.3 Camera Settings

General Camera |IIO Dewcel PTZ Canﬁgl Hotlmel Address Book MommrD\sp\ayl Jaystickl

PhM E

] & CAMO1 ZAVIO F3210 (10.0.0.226)
[¥] 5 CAMO2 ZAVIO PS111 (10.0.0.34)

RIAL ! L
CAM2 ZAVIO P5111 {10:010%33)

Camera List

~Show Video Inf

~Camera Setftings

IZAV[D 5111 (10.0.0.34) I Date l—_lzowwﬁ -
Camera Sefiings ™ Time PIM0G:22:00 -

Stream Profile ¥ Camera Number

¥ Camera Name

Lens Setting I Bitrate

[
[
I Go to Web Interface
I
[

[ Apply Al Font ]

J

Video Parameter

Camera List: The camera(s) connected to the system will show on the panel, click
the name of the camera to adjust the setting.

Camera Name: Name the camera.

Camera Settings: Set the camera parameter such as resolution and frame rate
offered by camera vendor. If the camera supports Multi-stream, you can enable
the function by check “Enable Multi-Stream”.

Note: Not every camera model support Multi-stream configuration, please refer
latest camera support list for detail description.

Stream Profile: Stream profiles are pre-defined to preferred settings which will
respond from the query of the remote live view function. Each profile has different
Format, Frame, Resolution, Quality and Bit rate (Kbps) seftings, you are able to
config them individually.

Stream Profile x

T ——— T —

» Camera:  ZAVIO B7510 (10.0.0.154)
Selectto Set stream profile

(Multi-stream : Not supported)

Alternatively click on “Auto

Set camera stream guality
I~ Enahle Multi-stream

® Camera : ZAVIO P5111 (10.0.0.34)

Video Format H264 -
Resolution 640x480 -
Frame Rate: 10 =
Bitrate Type: VBR -
Bitrate BM -
Quality: Medium A
Rotate image: Mone -
Audio: AMR -
[ v OK I [ X Cancel ]

| Source Stream | Format | Frame Rate | Resolution |

Stream 1

| Stream Profile

Click Stream Profile Quatty] Btzate (000 ____]

2560x1920

H H Stream 1 H.264 D1 High
for configuration o Sem 1 Ha 15 o1 = e
Low Stream 1 H.264 10 CIF Normal -
Minimum Stream 1 H.264 5 CIF = 100
- Profile Properties (Change for profile)
» Main
Source Stream: Stream 1 Camera Settings

I~ Keep key frame only

View in Real Size

Copyto...
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Copy fo: Allow user to copy the stream profile of this camera to all the other cameras

Settings will be copied includes:

1. The mapping relation between source stream and stream profile

2. Keep key frame only setting.

3. The selected stream profile for analysis.

*Cameras with Multi-stream enabled can only be copied to other cameras with Multi-stream on while
cameras with Multi-stream disabled can only be copied to other cameras with Multi-stream off.

Go to Web Inferface: Go to website interface to General Setfting the camera setting

Lens Sefting: Click fo enable lens or setup General Settings, such as camera position.

Video Parameter: Adjusts the video's brightness, contrast, saturation, and color hue values.
Show video Infos: Select the information that you wish to see in the on-screen display, or the
sub-screen of the camera. Click the Font button to setup the font style.

5.3 Setting - 1/O Device

General | Camera 10 Device IFTZ Config | Hotline | Address Baok | Monitor Display | Joystick |
. .
|/ Device Setting == obeice seting Digital inputioutput pins of selected O module . .
o Setting | _— Device Setting
- Name Input 0 —
Module Device Type: NI -
@ Fish eye P Camera
1§ Lobby P Camera Associated Camera Fish eye -
‘B 1vs_Rroof 1P Camers
List of d . M |G IP Camera = = =
' i§ Camera 06 P Camera al ETE LEILES
ISt O evices | comera 07 IP Camera [¥ p10 Input 0 N/o
1§ Camera 08 1P Camera DI1 nput 1 /o
' § 1vs_shopping mal 1P Camera D2 Input 2 N/O
Flon Tnput 3 /o
) [ 000 Output 0 Nfo
Medule name: Fish eye D01 Output 1 N/O
Device IP Camera D02 Qutput 2 n/o
P Address FakeVideoftest dat
Port 80
Digital Input Monitor Digital Output Simulation
. ) @ 0 0 0 @ 0 o
Digital Input Monitor 4—° *+ * = AL -
Digital Output
Simulation

Module Sefting: Name the module device and ID that has been connected to the digital input/output
device(s) to your system.

Device: This column displays the device(s) already installed to the system.

IP address: key in the IP address for I/O device via TCP/IP connection

Port(for TCP/IP connection)/COM Port(for USB connection): key in port or COM port

ID: Select the number of the I/O port to which you plug the ribbon cable.

4 F

Click for test connection, for add, for delete and for modify.

Digital Input Monitor: The device(s) is furned on if the doft is red. By triggering the digital input device, the

related icon will light up. This is used to check that the device is correctly connected.

Digital Output Simulation: The device(s) is furned on if the dot is red. By clicking on the icon, you may trigger

the digital device connected to the system. This can be used to test if the output device is correctly
connected.

Device Setting

Name: Insert the name of the device (input and output).

Type: Select the device type from the drop-down menu.

1. N/O: Normal Open.

2. N/C: Normal Close.

Associated Camera: You may assign one camera to each digital input device. Smart Guard will
collect snapshots from these cameras upon certain triggered events. For details please refer to 4.2 -
Action. Dl's included with IP cameras will keep its own camera as default associated camera.
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5.4 Setting - PTZ General Setting

Advanced Setting

Basic Setting

Miscellaneous

General | Camera | VO Device PTZ Config | Hotline | Address Book | Monitor Display | Joystick |

O & camot zavio F3206 (10.0.0.172) Basic Setting

O & camoz zavIo F7210 (10.0.0.131) Camera Modsl: Pealco D -

O & camaz F3115

[ & camo4 ZavIO PS111 (10.0.0.141) Com Port: None -I

O & cAMOS ZaVIO PS210 (10.0.0.203)

M i EEEEE Baud Rate: 2400 v|
Address: Addr0s vl
dvanced Setting
Pan Speed: . ,J ., Medium
Tilt Speed: . } ., Medium
Zoom Speed: T Medium
Auto Pan Speed: T ow

_// FTZ Idle-Handling Setup
Patrol Group Setup
User-Define Preset el
v 0K X Cancel

Install PTZ cameras and follow the instructions of the camera manufacturer. A PTZ camera is usually
connected to the PC with RS-485/RS-422.

Check the box on the camera list to activate the PTZ control function of a PTZ camera.

Basic Setting: Select the camera model, com port, baud rate, and address according fo your PTZ camera.

Note: If the camera model is an IP PTZ camera, you can work PTZ function directly without the com port,
baud rate, and address settings.

Advanced Setting: You may setup the pan speed, filt speed, zoom speed and auto pan speed. Adjust the
settings by dragging the bars.

Miscellaneous:

. Patrol Group: You can setup the Patrol Group, please see page 18 for detail.

° PTZ Idle-Handing: By enabling this function, the PTZ camera will automatically go back to a default

preset point when no PTZ commands are under action.

preset afteridle” and define idle periods and a default preset point.

User-Defined Preset Dialog @

Configuration
Preset Name: |
Preset Number:
Preset Type: (" SetPreset
& GotoPreset
ID | Name Preset Type |
1 point 17 80 Set
2 function 1 99 Set
3 function 2 95 Go
4 function 3 65 Go

[./ oK ][X Cancel]

Default PTZ Preset Tool

PTZ preset default setting

Time interval of idle timeout:

Back to preset point atter idle:

,307 Sec.
FTZ home -

To enable this option, check “Back to PTZ

X

[v ok

] ’)( Cancel ]
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. User-Defined Preset: User-Defined Preset for the analog speed dome can trigger the exira-function of
the speed dome itself, for example auto-tracking, login menu of camera...etc. You can refer to the
detailed description of each analog speed dome on its user manual.

Step1: Type the Preset Name.

Step 2: Type the Preset Number.

Step 3: Select the Preset Type.

Step 4: Press the buttons to Add, Delete, or Ute preset setup.

5.5 Setting - Hotline

General | Camera | U0 Device | PTZ Config Hotline ||lu:|dress Book | Monitor Display | Joystick |

E-Mail Telephane
“SMTF Server: “Fort [25 Modern: | =l
“E-Mail Sender, | Wave File: | & |
E-Mail Subject: [=No Subject= Automatic hangup after |SD sec
(B0 (T B Z‘ Make test phone call to:
I~ SMTP server needs authentication = cal Dial | Hzng Up
ISERACCI I
Pagsward [ Send Testmail | [ GSMmodem
Port |None vl
TP Haud Rater |'1f._'1n -I
*Semver, *Port; |21 (|G e |
*Lagin ID: | riteryE | rrinutes
“Fassword: | Send a test message to:
Upload directory: [I |

Upload Test File | [zt |

o 0K | X cancel |

General Sefting the settings of various contacts or devices, including E-mail, FTP, GSM modem and
Telephone calls which will be triggered upon event detection.

E-mail: Input the following information: Server, Port, and Sender’'s E-mail address, E-mail’s subject title, Body
content and SSL option for encrypted transmission. Click on the Send Test Mail button to test the setftings.
Note: * indicates mandatory fields
FTP: Input the following information: server, Port, Login ID, Password, and Upload directory, according to your
FTP type to enable/disable Passive mode. You may click on the Upload Test File button to test the settings.
Note: * indicates mandatory fields
Telephone: Select the modem that the system is going fto dial the info call with, and then insert the phone
number you want to dial to. (A modem is required for voice fransition.)
Note: 1. You must use a modem with voice capability.
2. You may select a Wave format file; it will be played in the phone to alarm the person who picks
up the phone call.
GSM modem: Set the Port and Baud Rate of the GSM modem device, and then enter PIN code. You can
setup the interval of send SMS message. You may click on Test to send a test SMS message.
Note: The interval is set to fix a minimum fime period between two SMS messages. If set as 60 min, the
SMS between 60 min would be deleted and not sent to user.
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5.6 Setting - Address Book

Manage the address book from which you may send out a phone call or an E-mail when an unusual event is
detected.

General‘ Cameral IJODavica‘ F"IZCnnﬁg| Hotline Address Book I MuniturDisplay] stucﬂ
Please input the name and contad information
User Name
Phone:
E-Mail: |
Description: ]
Add Clear Modify Remove
Contact persons
User name Phona E-Mail Description
& Michael 5551123125 mike@hotline.com
0K X Cancel h
5.7 Setting — Monitor Display Cameras List

General | Camera | 0 Device | FTZ Config | Hotline | Addrge€Book Monitor Displ

|Juystick|
Primary | secondary |

Select Chanpst™ Selected Channel
L 01 ZavI0 F3206 (10.0,0,172)_1 01 ZAVIO F3206 (10.0.0.172) [Auto Scan NetUsed) 7] Avuto Scan
Playbatk { BarFais_1 02 Zav10 F7210 (10.0.0,131) Primary Channel [MotUsed) -
I~ v r {503 F3115
§$ gi:{g Egﬁ Eiggg;;gg—l 4504 ZAVIO FS111 (10.0.0.141) Secondary Channel (NotUsed) =
~ e = JE05 ZaVI0 PS210 (10.0.0.203)
05 CAM2_1 -n E0F CAM2 Auto-scan Interval W0 sec
[ ~Layout LGYOU"
NN Type: 5x5 -

Software Display on Manitor

Run Mainconsole System on Monitor 1 'l I:l
Run Mainconsole Secondary screen on Monitor 2 vl

e | B (o |
Run Playback System on Monitor 2 = 11 | (o
y A

[/ OK ] [x Cancell

e

Software Display Option

Software Display Option: Execute Main Console and Playback System on the assigned monitor by checking
the box. Make sure to adjust the display setting of your computer in advance to avoid system error.

Cameras List: The left side displays a list of all cameras; modify the cameras shown on primary/ secondary
monitor in the right window.

Auto Scan: Activate auto scan to rotate the channels/ cameras on the display screen.

For instance, you may select to show only 4 sub-screens on the main console while having 16
channels connected to the system. With auto scan function, you will be able to see all 16 channels

by furns. You can set up a primary channel that will always be on the screen and a secondary
channel that has secondary priority.

Layout: Choose the number of divisions for NxN division on the Main Console screen.
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5.8 Setting - Joystick

* Note: This function is not available under Lite license.

i Function 7 Parameter
"U Setting
General] Camera] 110 Device LATZ Conﬂg] Hotline ] Address Book%nilorDisplay Joystick l
Active Joystick: [cH FR%TS IP DESKTOP CONTROLLER / ~
Button | Function / parameter /.
Button 1 Goto Preset Point 1
Button2  Goto Preset Point 2
Button 2 Goto Preset Point El
Button4  Goto Preset Point 4
Button 5 Gato Previous Camera
Button & Goto Mext Camera
Button 7 Toggle Single Camera View
Button &  Toggle Full Screen
Button 2 Switch Screen Layout
Button 10 Switch Active Monitor
Button 11 PTZ Speed Down
Button 12 PTZ Speed Up
, Import ] | , Export ] [ | Defaul
Import Export Default
[/ oK ] [x Cancel I

Function: You can choose the function from the drop-down menu for the button of the joystick.

I’El‘ Setting

General] Camera] 1o Device] PTZ Conﬂg] Hotline ] Address Book] Monitor Display

Active Joystick: |CH FRODUCTS IF DESKTOP CONTROLLER

[

Button
Button 1
Buttan 2
Button 3
Button 4
Button 5
Button &
Button 7
Button 8
Button 9
Button 10
Button 11
Button 12

Function

Parameter

|G|:|to Presat Point

A,

- 1
J2

Gota Preset Point

3

Goto Camera

Goto Prewvious Camera
Goto Mext Camera
Switch Screen Layout
Togale Sinale Camera
Toggle Full Screen
StartStop Auto Scan
PTZ Speed Up

PTZ Speed Down
Zoormn Wide

Zoom Tele
StartfStop Patrol
Switch Active Monitor

4

Wi

I

Import Export ] ’ Default

Note: Following is a complete list of all log types:

N/A

Goto Preset Point

Goto Camera

Goto Previous Camera
Goto Next Camera

Switch Screen Layout
Toggle Single Camera View
. Toggle Full Screen

NG AWM=

9.

10.
1.
12.
13.
14.
15.

Start/Stop Auto Scan
PTZ Speed Up

PTZ Speed Down
Zoom Wide

Zoom Tele

Start/Stop Patrol
Switch Active Monitor

Parameter: You can choose the parameter of the function from the drop-down menu.
Default: You can set the default setting for the joystick.
Export: You can export the setting of the joystick.
Import: You can import the setfting of the joystick.
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5.9 User Account Setting
General Setting all user accounts under this settings page.
Note that this page is only accessible by the default admin account.

User

Add new users and modify or remove existing users.

You may choose to add Basic Users directly in the system or import users from MS Active Directory (MSAD) as
Windows Users.

*Note: Please remember to add your Windows login AD user account to the local PC's administrators user
group. Main Console can be launched by administrators only.

1 Usex Aeconnt Setting &
user | Priiege |
User Account

User name | Group | Deseription | Login Username

& admin Admin Administrator adrmir User Account Type: Basic User

@ad User Basic User User Name(1) T — m
Group: [User =
Description: [Basic User User account Seﬂing
Password: [
Password Confirm: ==
[~ Disable User Account
[~ Keep remote login for I minutes
[~ Access Video Period for I day{s)

Automatic Synchronize
Delete Basic User Windows User Setting
£] | | & /
Y 5|
\ [v ok | [ X cancel ]
\

Add Basic User Add/Remove/Synchronize Windows User

Basic Users
Click on €& to add a new Basic User. Click on & to delete an existing Basic User.

Create and modify the content of each user account under User Account Setting:
. User name: Insert the user name.
. Group: Assign the group for each user.
There are 3 default privilege profiles of account groups:
Admin: Have privileges of all system functions and devices, except adding/deleting/modifying
privileges of other users.
Power User: Have limited privileges of system functions and complete privileges of assigned devices.
User: All the privileges of system functions are forbidden. Users can only manage assigned devices.

. Descripfion: Insert the description related to each user.

. Login Username: the user account display name when login.

. Password: Insert the password assigned to each user.

. Password confirm: Insert again tfo confirm the password.

. Enable dual password validation: Insert the second password assigned to each user. If this function
enabled, the second password will be required for certain operation depends on the setting of
“Privilege” page.

. Disable User Account: By checking this option, the account’s access to the system will be blocked.
Disabled accounts will be marked with a cross on the icon .

Note: Only the default admin account cannot be disabled.

. Keep remote login for _ minutfes: Insert the duration to auto kick out account after logging in from
Remote Live Viewer or Remote Playback server.

. Access Video Period for _ day(s): Insert the duration for account to access video period.
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Windows Users
Clickon & to add/remove/synchronize Windows Users.

Select User
Check users or folders under Select Active Directory user(s) and click OK to add Windows Users.

Select User

Click Select All to check all available users and folders, or click
Deselect All fo uncheck all users.

Active Directory Domain EricChen

Select Active Directory user(s):
= ) Administrators (Administrators BT SE2TERSIHHTEET ~ |

[ &2 Administrator GrOUp quping:
[Vl &2 D trati . O H
2 VSR (e ohem Selected Windows users will be grouped according to default
59 Backup Operators (Backup Operators REEEERGTE ma pp“’]g
O Guests (Guest iRIGIEHTO User SHERRBFHRHRT 2
+--[3 HelpSericesGroup EXBEFE.LIEE) MSAD GrOUp MOIn COHSOle GI’OUp
O5 Metwork Canfiguration Operators (E5SERHATEIRET i H
O Power Users (Power Users BB #%R4378 FRER&|AD S5 Administrator Admin
O Rermate Desktop Users E5SEEHE PRI S EAEE Guest User
O Replicator (X @i PAHEFHEED ™ OTher PowerUser

( .BEIEdAII | [ Deselectan

You may modify group setting for each user later under the User
Account page.

Group mapping:

MSAD Group Main Console Group
(3 Administrators Adrmiin

Click OK when you are done adding Windows users.

[\/ {0174 HX Cancel ]

Synchronization results will be displayed for confirmation.

Active Directory Sync Tool Please refer to the default solution for all conflicts:
Conflicts:
Lser Mame Diascription Solution ° New accounts added from AD domain:
[AI8E sdministrator R E /BRI ARIEES Add to MainConsole Add to Main Console
[A8% Demanstration Add to MainConsole .
E82User Add to ManConsole . Accounts from AD domain removed:
[F8SSUPRCRT 2. EEEEARFEREAERIES  Add to ManConsole .
M8iHelpsssistant 12 SR IREIEIES Add to MainConsole Delete from Main Console

. Account description modified:
Update description

. Encountered admin account:
Skip admin account

. Newly added account from AD domain
conflicts with existing basic user account:
Replace basic user account

v 0K | ix Cancel ]

Uncheck items to skip applying solution to Main Console user account settings.
For example, if you uncheck an “Add to Main Console” solution, the new account will not be added to Main
Console’s user account list.

_73-



The Intelligent Surveillance Solution

Automatic Synchronize Windows User Setting
Instead of manually adding and updating Windows users, you may also config the system to automatically

synchronize all Windows users at a specific period. Click &7 to do this.

Automatically Synchronized Setti [>2] . ) )
— B . Automatically synchronize Windows users:
AT SYREITEHIESE SEHTE Check to enable automatic synchronization.
v Automatically synchronize Windows users °© SynChromzed periOdZ
SO I—1 R Conﬂgurg the §ynchronlzc1’r|on to start every days.
. Synchronized time:
el e e 1000 = Define at what time the synchronization should start.
¥ ok | [x cameel | | Note: Auto synchronization will apply all default solutions to
conflicts.

Privilege: Define detailed privilege of functions and devices for each user account.

) User Account Setting

Usger Privilege |

LUser name | Group | Description | Login Username ~ Privilege:
& admin Admin Administrator adrmin =[] Function
&iad User Basic User User Name(1) Login Main System

Exit Main System
Canfigure Main System
Starl’Stop Operation
Starl/Stop Metwark Service

Privilege

5 Local Backup /
Delete Recorded Files ’
O remote Backup /
O remote Login
O Brawse Log
Login Playback System
Minimize Main System
- & Device
- Cameta
= ZAVIO F3206 (10.0.0172)
Access
o o Remote Access
Copy Privilege to... Tak
Remote Talk
= ZAVIOFT210(10.0.0.131)
Access
i ] @ M Remate Access £

&

7 o] [Xome]

. Function: General Setting settings, operation related, system General Setting, and privilege of remote
access.*

. Device: General Setting device privileges of camera, digital output and metadata sources in Main
Console and client applications.

. Copy Privilege to...: Click this button to copy privilege settings of any account to another.

Note: The privilege of default admin account cannot be configured.

5.10 Auto Backup Setting
General Setting your system to automatically backup video data on a daily or weekly basis.
* Note: This function is not available under Lite license.

Auto Backup Config: General Setting auto backup settings on this page.

. Enable Schedule Backup: Check to enable backup process.

. Select Camera(s) fo Backup: Choose all channels to backup.

. Option
Location: Define backup route.
Backup Playback System: Check to backup the playback application with each process.
Send Mail when Backup Failed: Check to receive an email nofification when backup fails. Click Setup
for email configuration. Select one or more contacts from the address book and configure customized
message content.
Recurrence: Choose start time and Recurrence: Daily or Weekly modes.
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Eb Auto Backup Setting

&

Auto Backup Config |Auto Backup Statistic

I¥ Enahle Schedule Backup

Select Camerais) to Backup

£ CAMDL ZAYIO F3206 (10.0.0.172)
£ CAMDZ ZAYIO F7210 (10.0.0.131)
& CAMDZ F3115
35 CAMO4 ZAVIO PS111 (10.0.0.141)
& CAMOS ZAVIO PS210 (10.0.0.203)
& CAMOG CAM2

~Option

Location CADocuments and Se

|~ Backup Playback System /

|¥ Send Mail when Backup Failed

~Recurrence

Start Tirne: 100 =
=
Recurrence IDa”\" ,I

Every ly— Day(s)

[\/ QK ] [x Cancel]

— B

‘f') Select Contactor
EaEr Edit Address Book
Marne E-Mail Address
ME Michael mike@hatline, com
DE Mousie rnousie@rnal. com

Customized message content:

Backup failed, please check netwoark settings and storage.

(/o) (X cma]

Auto Backup Statistic: Shows statistics on current or latest backup status.

|§b Auto Backup Setting

-

Auto Backup Config  Auto Backup Statistic |

Cutrent Backup Status: Idle Refresh
Mext Backup Start Time: [lids,
Mext Retried Process Time: IMiA
—Last Backup
Last Backup Start: IR
Last Backup Stop: IMiA
Backup Video Petiod: 0rnin 0 sec
Backup Size: 0.00GB
Backup Result: Complete

d Current Backup Status:

Idle: not active or awaifing next backup process
Backup...: Backup under process
Reftry...: Previous backup failed, awaiting retry

. Next Backup Start Time: Scheduled time for next backup process

d Next Retfried Process Time: Scheduled time for next backup retry process.

under Backup.

Last Backup

Last Backup Start: Time and date last backup started.

Last Backup Stop: Time and date last backup was complete or had failed.

Backup Video Period: Total time spent on last backup process.
Backup Size: Total file size of last backup.

Backup Result:

Completed: Last backup succeeded.
Failed: Last backup failed, under retry process.
Timeout: Last backup failed, retry process timed out.
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5.11 Counting Report Setting

Configure system to automatically send out the people counting report via E-mail or FTP periodically.
* Note: This function is not available under Lite license.

General setting:

. Mode: Select counting source you would like to backup.

. Frequency: Define the report frequency.

. Resend if first fransmitting fails: Setup retry internal and times.

. Report through: Select report method.

Format Setting:
. Report format: Select report format (Diagram / .CSV) and file name prefix.
. Advance sefting: Customized column name for .CSV format.

E-mail Setting:
. Synchronize with Hotline E-Mail setting: Click this option to synchronize the setting so no need to input
information again. Skip the option to input all necessary information of an SMTP server.

FTP Setting:
. Synchronize with Hofline FTP setting: Click this option to synchronize the setting so no need to input
information again. Skip the option to input all necessary information of an FTP server.

Counting Report &

[v Enable Auto Upload Counting Report
General Setting ]FormatSemng] E-mail Setting | FTP Setting |
Basic

Mode: f+ Basic Counting i Adv IVS Counting

Frequency: Hourly - Send every 1 | Hour(s)
01:05 —_ 01:05 —_

Resend if first transmiting fails:

Retry interval: 1 Min(s)
Retry times: 10

Report through:

I~ E-Mail
[~ FTP

Setting 4
License Manager

5.12 License Manager
The license of the software should be registered first before operating the SavefLoad Configuration "

former version of Intelligent Surveillance System. video Anatytics '

Metadata Application
v Metadata Search

Log Viewer

Execute the License Management Tool in General Setting >License
Manager to activate the license from dongle or serial number allocated
with the software package, or de-activate the license then bring it to
another PC to activate it again.

Note: Please refer page 110 for the detail setting of License Abaut Main Conscle...

Management tool. @ LEJ | — :
] I
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The Save/ Load General Setting function allows system users to save any specific setting as a CFG
(General Setting) file. You may save several different CFG files at a time.

To save a specific setting, go to General Setting - Save/Load Configuration - Save. In
the popup window, type in the file name and then save it as a CFG file.

To load a specific setting, go to General Setting - Save/ Load Configuration - Load. In
the popup window, go to the directory that you saved the CFG files at, select any one of them and then

click OK to load the file.

Main Console will be automatically shut down after loading a new General Setting. Restart Main

Console manually.

Setting

License Manager

Video Analytics

@& Metadata Application
@ Metadata Search
Bl Log Viewer

B Backup

Save
& Load

Network Service

About Main Console...

B

O B

]

Count objects, people or vehicles passing through pre-defined detection zones.
To access this page, login with admin account or user account with privilege of config main system.
* Note: This function is not available under Lite license.

E’/ Counting

O § camo3 (Fa115)

Region Definition

& Define detection zones

" Define ohject size

|| Start Simulation

[ [0 B camn1 (zavio F3206 (10.0.0.172))
O & camMo2 (zavio F7210 (10.0.0.131))

O B camMo4 (zavio PS111 (10.0.0.141))
O B caMOS (zavI0 PS210 (10.0.0.203))

Clear

Video Preview

Options
™ 1 \iay Counting

@ 2 Wiay Counting

Sensitivity

'

Runtime Result

v Showkounting result In: 0

Reset every 30 mins -

7o ] [ caea ]

Select which camera would enable counting application.

Define detection zones: Defined the detection zone.

Define object size: Defined the size of the object to count.

1Way Counting will take objects going from Region 1 fo Region 2 as one count. In 2 Way Counting
mode, it counts either going from Region 1 o Region 2 or from Region 2 to Region 1.

Check the boxes to show the counting result on the screen and/ or show object bounding box,
which draws the shape of the object that the system detects in red squares. You can choose from the
drop-down menu of how long you want to reset the counting number.

Click to test the setting.
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5.15 Video Analytics - Privacy Mask

Mask your video with dark areas to protect your privacy.

To access this page, login with admin account or user account with privilege of configuring main system.
* Note: This function is not available under Lite license.

Privacy mask settings will apply to local and remote live view, web live view, local playback, remote
playback and web playback.

[ Privacy Mask Configuration

Regional Definition :
B & camnt __— Preview

Camera List = 1E&camoz
O & caroz
O & carng
O & caros
O & caros
O & camo7?
O & caros
O & carog
O Ecarin
O Ecamil
O Ecamiz

Rectangle Count

\ Rectangle Count: 5 {Mazx: 10)

L Clear All

(/o ) [X carl]

Camera List: Check cameras to enable privacy mask.

Regional Definition: Click and drag to define privacy masked areas.

Rectangle Count: Maximum 10 rectangles can be drawn to define privacy masked areas.
Clear: Click to clear all rectangles.

5.16 Metadata Application

* Note: This function is not available under Lite license.

The Metadata application now supports three different data types, including POS, LPR and access control.
This tool can be used to General Setting these devices. Note that you will need additional licenses to use
these features. Instructions on license activation can be found on page 110. Refer to the Metadata User
Manual for more details.

Metadata Application

Data Source lDispIay] F'Iug—in]

Settings

B Metadata [v Record Metadata Transaction

=] % Test POS Iv Display on Video Preview

Test POS
ﬁa es  Always Display

@ Lastfor 10 seconds

Tag Filter
‘Demu for Dene j

[ Mew ][ Edit ][ Delete ] [ Import ][ Export

Associated Cameras

Ecamio SN E

Display Region Definition
o ;D_g_fa__yl_ﬁ; " User Define

7o) (X canal]
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5.17 Network Service

There are 5 types of network services:

Live streaming server, Remote playback server, 3GPP service, Remote
Desktop, and Central Management Service. From the Main Console, go to
General Setting - Network Service to obtain the Network Service panel.

Setting 3
B8 License Manager
Save/Load Configuration 4

Video Analytics 4
& Metadata Application
@ Metadata Search

An icon shows for each network service in the information window of Main B Log Viewer
Console when started. See 1.1 User Interface Overview for details. | fees
LiveView | Playback 3GPP Desktop CMS

About Main Console...

Start E Eb) "3 E @) () [% o
Stop @ Eb) ‘ﬁ E I:J

5.17.1 Live Streaming Server

When starfing the live streaming function of computer, the system allows remote users to log in to the specific
computer and view cameras that are connected to it. As system administrator, user could be able to
monitor these accounts in order to maintain the system efficiency.

On Live Streaming Server panel, administrator can see all the clients who are currently logging in to the
computer and watching the live video from the remote side.

Main |EIIackIWhite List| Performancel H :
| Client list
| Client Count 1} Kill | il Al
State | IP |camera | Bitrate (Kips) |
Remote
Playback
=] Servi
= ervice
3GPP ~Senice —f/
Service Server Status: Stopped Start | S |
@ —Qptions
Remate Port: |5150 Default
Desktop
i ions: [128 i
Maximum Connections: - Ophons
IV Use Default Weh Server 17
Central Port: ISD
I t -~
Anagemen IV Save Log |C:1Documents and Settingsiadr m
¥ Enable Audio
Push
Matification
v 0K X Cancel

Client list:

. Client Count: Show the amount of channels that are connecting to system.

. Kill Client: Highlight an IP address and click the “Kill Client” button to block the client from your client list.
. Kill All Clients: Click on this button and all clients are blocked from logging into your system.

Service:
. Server Status: Click Start/Stop to turn on/off this option.
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Options: Adjust the setting only when the server is stopped.

. Port: Assign a port for the clients to connect to your system via Remote Live Viewer. Default port is 5150.

. Maximum Connections: Number of connections that are allowed to connect to the system. Default and
maximum is 128, one camera video counts as one connection.

. Use Default Web Server: Activate the Web server by checking the box; clients will be able to watch live
video via Internet Explorer. The port for live streaming server is set to 80 by default.
Note: This must be checked in order to access system via IE*.

. Save Log: Save the log information at appointed folder.

. Enable Audio: Select this option to enable the audio transmission along with video stream.

Black / White List

vice - 192.168.4.39 1 192.168.1 .53

Main  Black’White List | Performance

E] _ Enable list
Live. ¥ Enable \White List //
Streaming ¥ Enahle Black List
| 1932 . 168 . 2 . AN ta | 1932 . 168 . 2 . &0 /IqudreSS
L
Remnate o
Playhack Add to White List | Delete |
=] Add to Black List | Black,/ White
3GPP ID_ | IP Range | Acces | ,/ list
Service -
u] 192.168.4.39 - 192.168.4.40 Accept
1 192.168.4.50 - 192.168.4.55 Accept
2 192,168.1.80 - 192.168.1.90 Derny
Remote
Desktop
—
Central
Management
Apply to all
f
Push
Matification Apply to All Network Servers |
v 0K | X Cancel |

. White List: Check the "Enable White List” box to activate the white list filter. Only IP from the white list is
allowed to log in.

. Black List: Check the "Enable Black List” box to activate the black list filter. IP from the black list will be
blocked.

. IP Address: Enter an IP address info the IP address field on the left. To add an IP address range to the
system, enter 2 sets of IP address to indicate a series of IP(s).

. Add/Delete: Add the IP(s) onto the list or remove it from the list.

. Apply fo All Network Servers: Apply the settings to both the live streaming server and the remote
playback server.
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Performance|

Total bit rate

Live
Streaming

Main | Black/White Li

Tolal batrate. 195 9Kbps

Performance I

Camera 1 bitrate. § 7Xbp;

Central
Managerent

Push
Maotification

4] User Logn aomin Accept
Flay CAM 1 admin

Flay CAM 2 acdmin

Flay CAM & agdmin

Play CAM 2. a¢min

Play CAM 12 admin

8] Play CAM 14 acmin

OK

/

(v

] [X Cancel ]

/

Live Streaming Server log information

5.17.2 Remote Playback Server

Individual Camera bit rate information

When starting the remote playback function, the system allows remote users to log in to the specific
computer and withdraw data files that are stored on it. As system administrator, user could be able to
monitor the accounts logging in fo maintain the system efficiency.

On Remote Playback Server panel, administrator can see all the clients who are currently logging in to the
computer and watching the playback video from the remote side.

Live
Streaming

Central
Managerent

Push
Matification

Main | Black /white List| Performance |

Maximurm Users:
W Use DefaultWeh Server

Fort:

User Count 1] Kill | Kl Al |
IP | User | Bitrate (kbps) |
—Service
Server Status: Stopped Start | Stop | q
—Options
Fort: |5160 Default

e
e

¥ Save Log

IRemotePIayback.log

B
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Client list:

. User Count: Show the number of users that are connecting to system.

. Kill: Highlight an IP address and click on the “Kill Client” button to block the client from your client list.
. Kill All: Click this button and then block all the clients logging to your system.

Service:

. Server Status: Click on Start/Stop to turn on/off this option.

Options: Adjust the setting only when the server is stopped.

ons: Adjust the setting only when the server is stopped.

. Port: Assign a port for the clients to connect to your system via Remote playback server. Default port is
5160.

. Maximum Users: Number of connections that are allowed to connect to the system. Default and
maximum is 64.
Note: One user counts as one account that is logging in to the server.

. Use Default Web Server: Activate the Web server by checking the box; clients will be able to watch live
video via Internet Explorer. The port for live streaming server is set to 80 by default.
Note: Must check this item for system access via IE*.

. Save Log: Save the log information at appointed folder.

|Block / White Lis’r| and |Performonce| - Please refer to Live Streaming Server section

5.17.3 3GPP Service

When starting the 3GPP service function of your computer, the system allows remote users to log in and view
cameras that are connecting to it with 3GPP supported mobile phone. See Appendix A for more details
about 3GPP Service.

hain |

Live Client Count 1] N o
Streaming ‘ | — Client list
State 1P | Camera User Agent 1

Remate
Playback

.
[ “service |l —Service
Remnate Server Status: Stopped Start ‘ St |
Desktop
—Options
: ft 554 Defauit Option
ot erau
Central ,/ p ions
Management [~ Enable User Authentication
Push
Mofification

' OK | X Cancel |

Client list:

. Client Count: Show the number of channels that are connected fo system.
Service:

. Server Status: Click Start/Stop to turn on/off this option.

Options: Adjust the setting only when the server is stopped.

. Port: Assign a port for the clients to connect to your system via 3GPP Service. Default port is 554.

. Enable User Authentication: User need to insert the username and password to login to the 3GPP server
and view the video stream.
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5.17.4 Remote Desktop

When starting the Remote Desktop, the system allows remote users to use Remote Desktop Tool to login and

General Setting system. See Appendix B to install and use this tool.
etu 10.0.0.135

Stre;aming Opﬁon

Playhack Avuthentication

Server Status

Maotification

Options:

J Port: Assign a port for Desktop tool fo login and General Setting system.

J Disconnect idle client affer (300~3600 sec): Auto disconnect the on-line user who idled more than set
period.

Authentication:
Enabling this option would only allow admin account to use Desktop fool to login system.

Service:
. Server Status: Click Start/Stop to turn on/off this option.
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5.17.5 Ceniral Management Service

* Note: This function is not available under Lite license.

This service only supports Central Management System (CMS). When starting the Central Management

Service, Main Console sends event information to CMS and allows the CMS system to confrol I/O devices

from a remote site.

1. To enable this action, go Guard >Action and select “Send to Central Server” to enable the action
triggered by preference event.

2. Please refer to the user manual of Central Management System for detailed information.

"

Network Service - 10.0.0.135
Main
Live Client Count o Kl Kill Al .
Streaning l ] [ / Cllent
State | IP s
=

Remate
Playback

2GPP
Service

@ . Service
—/
Remate Server Status: Stopped
Desktop
~Options
B | oo | Options
Central ™
Managemert; Maximum Conneclions |3 1

Push
Motification

[/ oK I Ix Cance\]

Client list:

. Client Count: Show the amount of NCS Servers that are connected to system.

. Kill: Highlight an IP address and Click the “Kill Client” button to block the client from your client list.
. Kill' All: Click this button and then block all the clients logged in to your system.

Service:
. Server Status: Click Start/Stop to turn on/off this option.

Options: Adjust the setting only when the server is stopped.

. Port: Assign a port for NCS System to connect Main Console system. Default port is 5170.

. Number of connections from NCS Servers that are allowed to connect to the system. The default is 8
NCS Servers and maximum is 16.
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5.17.6 Push Notification

When starting the Push Notification service function of your computer, the system allows users to view and

delete mobile device.

Device list:

Network Service - 10.0.0.135

Main |

Live |
Streaming

Device Receive Count

o |

Kill I

Kilal |

User name

Remote
Plavback

3GPP
Service

5]

Remaote
Desktop

—
Central
Management

1D

Leasze time | Login Username

’,/ 0K ] ’x Cancell

. Device Receive Count: Show the amount of user with mobile device that are connected to system.
. Kill: click the “Kill" bufton to delete the user from your device list.
. Kill All: Click this button and then delete all the devices logged in to your system.

5.18 Help

Click Help to connect to FAQ of website

5.19 About Main Console

Go to About Main Console for detailed system and license information.

Setting
License Manager

SavefLoad Configuration

Yideo Analytics
Metadata Application
Metadata Search
Log Yiewer

Backup

MNetwiork Service

About Main Consale. ..

IP Surveillance System 5.0.10.0 Trial

| ) © 2004-2014

N

>

— Product Information

All rights reserved.

Model Type: IPS-P+
Device Pack Version: 3.0.5
Camera

IP Camera License Mumber: 64

Metadata

POS License Number: 1
LPR License Number: 1
Access Control License Number: 1
Video Analytics License Number: 1

Build 5.0.10.0
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6. E-Map

4 E-Map

=& Map
= Airport
=B East
B Gate
7 Bistro
=& Device
> camit
2 Cam3(192.168.2.219)
2 Cam4 (192.168.2.213)

Cam3(192.168.2.219)-Output 0 (I10)
state:OFF

With E-Map, users can easily frack the actual location of an occurring event, at the moment it
happens.

The arrow and lightning icons on E-Map represent cameras and I/O devices. These icons will furn
red once fthey are friggered by alarms.

To launch the E-Map application, simply Click Start and select Open E-Map from the start menu for
the E-Map window.
There are 2 modes available in the E-Map application:

:/ Edit mode: Allows users to add/edit maps and indicators of devices. In Edit mode, the
function buttons on the bottom of the window will be available. Please complete General
Settings before running E-map function for the first time.

i Operate mode: All settings will be activated in this mode.
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6.1 Edit Mode
AII E mop modifications must be configured in Edit Mode.

DeviceandMap  MMEMap |

= Map
=B Airport
-8 East
B Gate
L gicto]
=& Device
> cami
2 Cam3(192.168.2.219) "
2 Camd4 (192.168.2.213)
57 Cam3(182 158.2.219%Ir 1 Q. ‘ B i
i Cam3(192166.2.218)-0 ¢
Information |
'
< p

&7 Camd (192.168.2.213)-1 D °00d 0 Jo ® o
g Camd (192.168.2213)-C
-
=g

Bistro (Map)

< i ¢
| Add Map l Edit MapJ Delete | Rotate | \
X

\
Edit mode/ Operate mode
Switch button

Function button

6.1.1 Add/Edit/Delete Map
Add E-Map:

Step 1: Click the switch button to switch to Edit mode. Make sure all devices are connected and setup
properly.
Step 2: Right click the Map B& icon in device and map list to obtain the option menu to add map, or

just click "Add Map” button to obtain the "Map General Setting” dialog.
Map Config

Map Image File: |

hap Kame: |

v 0K ’X Cancel]

Step 3: Select the map file and insert the map name. Click OK, and then the map you added appears in
the tree structure of device and map list.

Step 4: The map indicator appears on the left-up corner of parent map. Drag it to the position you want
on appointed map.

Edit E-Map:

Step 1: Make sure you are in Edit mode and all devices are connected and inserted.

Step 2: Right Click the “Map B " icon to obtain the option menu to edit map, or just click the “Edit Map”
button to obtain the “Map General Setting” dialog.

Step 3: Modify the required details, and then click OK to save General Setfing.

Delete E-Map:
Step 1: Make sure you are in Edit mode and all devices are connected and inserted.
Step 2: Right Click the “Map B " icon to obtain the option menu to delete map, or just click the Delete

button to remove appointed map from list.
Note: The root map cannot be deleted.
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6.1.2 Add/Rotate/Delete Device Indicator

Add Indicator:
Step 1: Make sure you are in Edit mode and all devices are connected and inserted.

Step 2: Click the “B& Map» icon to go to the desired map layer.
Step 3: Please make sure the map you want is displayed. Select device from the list and drag a device

directly to the desired location on the map.
Note: Different devices are symbolized by different indicators.

i
'.' Camera indicator, ; Digital Input indicator, = - Digital Output indicator
‘EJ - Access Control indicator, $ -POS indicator, @ - LPR indicator

Rotate Indicator:
Step 1: Click an existing camera indicator on your map under Edit mode. This camera indicator will be

marked with a greenring L 4 .
Step 2: Each Click the Rotate button rotates the indicator 45 degrees clockwise.
Note: Only camera indicators are allowed to be rotated.

Delete Indicator:
Step 1: Click on an existing camera indicator on your map under Edit mode. This camera indicator will

be marked with a greenring ¥ .
Step 2: Click on the Delete button and the indicator will be gone.

6.2 Operate Mode
After General Setting under Edit mode, switch to Operate mode to commit settings.

EMep |
e - R
= B Airport :
=-#% East
BT Gate
BF Bistro
=& Device
2> Ccami
2 Cam3(192.168.2.219)
2 Cam4(192.168.2213)
e sF Cam3I(192168.2218)4 I 5 5. OPP Ead .2
g Cam3( 82,1 68.2.218)-0 y

54 Camd4 (192.168.2.213)11
"2 Camd (152168.2.213)-C Cam3(192.168.2.219)-Output 0 (110}
[E de state:OFF
gt O
| —

Operate mode/ Edit mode
Switch button

6.2.1 Device and Map Tree list
This window will list all devices and map hierarchies; click device or map indicator to show related

information on E-Map windows.

L | Map - Select the map you want to show on E-Map Window.

2 Camera- A preview of the selected camera will show in the preview window. The indicator, if
prewously created, will be highlighted on the map.

# o Digital Input/Output — Select to highlight the device with a green ring on the map and show status on
Information window. If the Digital Input/Output is from an IP camera, the preview window will display

live video of the camera.
BB % @ Access Control/POS/LPR - Select to highlight the Access Control / POS / LPR device with a green
ring on the map, and display live video of the first associated camera on the preview window.
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6.2.2 E-Map picture

This window will show the map layer and indicators.

Device Indicator:

Select device indicators from the Device and Map Tree list for related information and to preview video.
Map indicator:

Selecting a map indicator will bring you to that map layer. To return to an upper layer, right click on the

| ad
map and select UP or click™? on the map layer.

6.2.3 Information and Preview windows
This window will show the related information of each indicator.

%] Map Info — Shows map name.
2 Camera - Shows camera name and connection status.
&g Digital Input/Output — Shows Digital Input / Output name and status (0 or 1).

IE R & Access Control/POS/LPR — Shows metadata device name, connection status, first associated
camera name and connection status.

Triangular
6.3 Layout Adjustment indicator

E-EF Map
=B Airport
=8 East
B Gate

& EER
=& Device

2 camit

2 Cam3(192.168.2.219)

2 Camd (192168.2.213) | po gt Q‘ a2 k2

)
) 'D..W"B:.A. ®

L

r,

2 Bistro (Map)
Add Map | Edit Map | Delete | Rotate v Save
Shrink the window: St ie

Click * I « Triangular indicators” to hide the "Device and Map™ or

“Preview” and “Information” windows on the right and left sides. Click
again to go back to the default layout.

Full screen display:
For systems with dual monitor, users can view Main Console on the
primary monitor, and view a full-sized E-Map on the secondary monitor.

Step 1: Click * B « Triangular indicators” to hide the “Device and Map”
or “Preview” and "Information” windows on the right and left

sides AddMap | EditMap Delete Fiotate  Save

Step 2: Click “ " on the upper-right corner of the window for the full
screen mode of E-Map.
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7. Log Viewer

- Log Viewer

=) X

Systern Log | Export and Backup Log | Unusgual Event| Counting Application | Counting Application (Diagrarm) | Metadata Log |

2011/03/29 17:58:21
2011/03/29 17:58:21
2011/03/29 17:58:21
2011/03/29 17:58:21

<]

Start Live Streaming Server
Start Remote Playback Server
Start Remote Desktop

Start Central Managerment

Log Type: |AII j

Date: [« 201103029 = 2 Exportto. .
Date Time: ||_ =T ||_ = Search
Event Time | Event Type | Camera Ciescription

2011/03/29 16:02:23 Main Console Startup

2011f03/29 16:02:23 User Login adrnin

2011/03/29 16:02:28 Start Live Streaming Serwver

2011/03/29 16:02:25 Start Remote Playback Server

2011/03/29 16:02:28 Start Remote Desktop

2011/03/29 16:02:28 Start Central Management

2011f03/29 17:47:00 Stop Central Managerent

2011f03/29 17:47:01 Mairn Console Shutdown

2011f03/29 17:58:16 Mairn Console Startup

2011/03/29 17:58:16 User Login adrnin

Y

View the history and export reports of unusual events detected by the Smart Guard System.

To launch Log Viewer, simply Click General Setting and select Log Viewer from the menu.
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7.1 System Log

o Log Viewer - @
Step ] \ System Log ]Expon and Backup Log] Unusual Event] Counting Application | Counting Application (Diagram)] Metadata Log
i Log Type: All A
/' Date: [« 2011in3i28 ~ 2 Exportto...
Step 2= Date Time: ||— -E o ||— - E Search .
Event Time Event Type Camera Description \
2011/03/29 16:02:23 Main Consale Startup Step 3
2011/03f29 16:02:23 User Login admin

20110329 16:02:28 Start Live Streaming Server
2011/03f29 16:02:28 Start Remote Playback S...
20110329 16:02:28 Start Remote Desktop

2011/03f20 16:02:22 Start Central Managerment

Step1: Choose the type of event you want to check or select All from the drop-down menu for all types of
events. Select Log Type form the drop-down menu. There are in total 37 types of log types, including:

Start Live Streaming Server
Stop Live Streaming Server
Modify Live Streaming Server
Start Remote Playback Server
Stop Remote Playback Server

IP Camera Connection Regained
Sync. Microsoft Active Directory User
IP Camera Parameter Changed
Update Metadata Plug-in

v" Main Console Startup v Modify Remote Playback Server
v" Main Console Shutdown v IP Camera Connection Lost
v' User Login 4 Restart Windows

v' User Login Failed 4 Modify Metadata Sefting

v' Start Schedule 4 Metadata Connection Lost
v' Stop Schedule 4 Modify E-Map

v' Execute Recycle 4 Start Remote Desktop

v Enable Channel v Stop Remote Desktop

v' Disable Channel v Modify Remote Desktop

v Start Smart Guard v Start Central Management

v' Stop Smart Guard v Stop Central Management

v' Modify Smart Guard v Modify Central Management
v Modify Schedule v Start Counting Application

v' Modify Configuration v Stop Counting Application

v v

v v

v v

v v

v

*Note: Detection of some system logs is not available under Lite license.

Step 2: View the events that happened on a partficular date or during a given time period by selecting

search period.

For a particular date: check the Date box right and indicate the date.
For a period: check the Date Time and then enter the date and time.

Step 3: Click Search.

7.2 Export and Backup Log

View the Export and Backup Log history that had been operated by local or remote user.

Step1: Choose the type of event you want to check or select All from the drop-down menu for all types of

events.

Step 2: View the events that happened on a particular date or during a given time period by selecting

search period.

For a particular data: check the Date box right and indicate the date.
For a period: check the Date Time and then enter the date and time.
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Step 3: Click Search

o Log ¥Viewer

NET=)

Systern Log  Export and Backup Log 1 Unusual Evenﬂ Counting Application | Counting Application (Diagram) | Metadata Log ]

All -~

[¥ 2010001125 + =
‘r -2

Event Type
Export Video
Backup
Backup

Log Type

Date:

Exportto...
Search

Audio
Mo
Mfa
MfA

DateTime

End Tirme

2009/07/06 17:43:28
2009/07/06 17:43:28
2009/07/06 17:43:28

Event Time

2010/01/25 18:35:05
2010/01/25 18:35:46
2010/01/25 18:36:24

Start Time

2009/07/06 17:43:17
2009/07/06 17:43:17
2009/07/06 17:43:17

Usernarme
admin
admin
adrmin

Success
Yes
Yes
Yes

Length Cameta Index | File Path ()]
Odays 00:00:11.000 2 C\Documents and Set...  MfA
Odays 00:00:11.000 25 DNUUC swADotcUs26... 2
Odays 00:00:11.000  2,3,4,5 C:\Documents and Set... 2

7.3 Unusual Event

<]

.- Lag Viewer

ystem Log | Export and Backup Log ounting Application | Counting Application (Diagram) | Metadata Log
Bystem L Export and Backup L Unusual Event | Counting Applicati Counting Applicat D Metadata L

Step1
Step2

Step 3

L Log Type:

L.Channel

All
All

-

Export to

/’Dale
| DateTime:

[+ 2008108106 20:15 ~ =

to [[~ zooso7is 20:35 ~ =

Search )

Event Time
2009/07/06 19:28:21
2009/07/06 19:28:49
2009/07/06 19:28:53
2009/07/06 19:28:56
2009/07/06 19:29:10
2009/07/06 19:29:12
2009/07/06 19:22:18
2009/07/06 19:29:20
2009/07/06 19:30:04
2009/07/06 12:30:07
2009/07/06 19:30:17
2009/07/06 19:30:21
2009/07/06 19:30:27
2009/07/06 19:30:29
2009/07/06 19:30:42
2009/07/06 19:31:12
2009/07/06 19:31:14
2009/07/06 19:31:16
2009/07/06 19:31:30
2009/07/06 19:31:36

Event Type

General Mation
General Mation
General Motion
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Mation
General Motion
General Motion
General Mation
General Mation
General Mation
General Mation
General Mation

Camera
oz

Description

=

]

™ step 4

Step1: Choose the type of events you wish to view or select All from the drop-down menu to view all. The
types of Unusual Events include General Motion, Foreign Object, Missing Object, Focus Lost, Camera
Occlusion, Signal Lost, Disk Space Exhausted, System Health Unusual, Digital Input Triggered and

* Note:

Step 2:
Step 3:

General Motion (Device).

Detection of some events is not available under Lite license.

Choose the camera channel you wish to view or select All for all channels available.
View the events that happened on a particular date or during a given time period by defining a

search period.

For a particular date: check and specify date in the Date box.

For a period: check the Date Time and then enter the date and time.
Step 4: Click Search.
Note: When working with a video record, as default, Log Viewer will search for Unusual Events in the
video record in Date & Time mode, starting from the beginning to the end of the record.
A link (@9) will appear next to each event time where video is available.
By clicking on the link, an instant playback window will pop up to show recorded video.

Note: Instant playback is available under the following Smart Guard events: General Motion, Foreign
Object, Missing Object, Focus Lost and Camera Occlusion.

7.4 Counting Application
* Note: This function is not available under Lite license.
Display the history of Counting Application during a given time period.

Step1: Select the channel you want to check or select All from the drop-down menu for all channels.
Step 2: Select search period. View the events that happened on a particular date or during a given time
period by selecting search period.
For a particular date: check the Date box right and indicate the date.
For a period: check the Date Time and then enter the date and time.
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Unusual Eventl Systern Log  Counting Application 1 Counting Application (Diagram) }

Channel: [All hd
.
Date: [ .= Exportto...
Date&Time: [ B SE Search
Event Tirne Charine! n out

2007/07/25 19:00:00 Camera 3 1
2007 /07/25 19:30:00 Camera 3
2007/0725 19:32:42 Camera 2
20070727 11:30:00 Camera 3
2007/07{27 12:00:00 Cameta 3
2007/07/27 12:30:00 Camera 3
200707427 12:32:15 Camera 3
2007/00/26 13:29:49 Camera 1

oorNREOOR

Step 3: Click Search.
Press the button Export to.
Type the file name and choose the file format (.xIs or .txt).

* Note: This function is not available under Lite license.

Display the Counting Application data in diagram format.

. Log Viewer
| System Log | Export and Backup Log | Unusual Event | Counting Application Counting Application (Diagram) |1v: 4 | »

Mode: |Basic Counting v
Channel [01]123 :J
—
Period: |One Day | Export to.

Date 2012/09/05 ~ < Search

201209405 IN s— Out

01 2 3 456 7 8 910111213141516 17 18 19 20 212223 24

Select the channel you want to check or select All from the drop-down menu for all channels.
From the drop-down menu, set up how you would like the diagram to be displayed. You have the
options of one day, one month, or one year.

Select a specific date to make it the start point of the diagram.
Click Search.

Press the button Export to.

Type the file name and the file will save as BMP files.

* Note: This function is not available under Lite license.
View the Metadata Log history detected by the Smart Guard System.

Choose the type of events you wish to view or select All from the drop-down menu to view all types of
events. The types of Unusual Event include Transaction Start, Transaction End, Open Cash Register,
Connection Lost, and special User defined event. Please refer to the User manual of Metadata
plugins for details.

Choose the camera channel you wish to view or select All for all the channels available.

View the events that happened on a particular date or during a given time period by selecting
search period.

For a particular date: check the Date box right and indicate the date.
For a period: check the Date Time and then enter the date and time..
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Step 4: Click Search. Alink (@9) will appear next to each event fime where video is available.
By clicking on the link, an instant playback window will pop up to show recorded video

Step 5: Press the button Export to.

Step 6: Type the file name and choose the file format (.xls or .txt).

.- Log Yiewer =]

Expart and Backup Log } Unusual Evem} Counting Application } Counting Application {Diagrar) Metadata Log I 41

Log Trpe: Open Cash Drawer A
All &
Metadata: Transaction Start m

Transaction End Exoorth
Date: Open Cash Drawer BB ﬂ
C
Date Time: L ta ’_ = Search \
User Defined Event Rule 2

Event Time User Defined Event Rule 3 Metadata Mame | Camera | Description Ste o] 5
User Defined Event Rule 4
User Defined Event Rule &
User Defined EventRule 6
Usger Defined Event Rule 7|

7.7 Export
After each log search, export needed info to .xiIs or .txt files.

 Log Viewer @

System Log l Export and Backup Log ] Unusual Event] Counting Application ] Counting Application (Diagrarm) ] Metadata Log

Log Type: All -

Date: [« 20110329 ~ £ Exportto... :‘-\
Date Tirne: = to = Search

Event Time Event Type Camera Description
20110329 16:02:23 Main Console Startup
2011/03f29 16:02:23 User Login admin

20110329 16:02:28 Start Live Streaming Server
2011/03f20 16:02:22 Start Remote Playback S...
20110329 16:02:28 Start Remote Desktop
2011/03f29 16:02:22 Start Central Management

Step1: Press the button Export to.
Step2: Type the file name and choose the file format (.xls or .xt).

DL - A
2 T B ¢ o7 5] 0o7/09/12 08:45:41, Main Console Startup,

| 1 [EventTime EventType Description | _I 2007/089/12 0808:45:44, User Login, admin
| 2 |20074042 004541 Main Console Startup 20807789/12 81:11:10, Hain Console Shutdoun,
| 3 (200709142 004544 User Login admin 208087/89/12 81:27:84, Hain Console Startup,

|4 (200720912 01:11:10 Wi Console Shutdown 28087/89/12 81:27:85, User Login, admin
[ i Comsce St 2007/09/12 01:28:27, Main Gonsele Shutdown,
(7 |aoomoonz o1 2827 Ma‘nci"o]ﬁs}mﬁow 2007/709/12 15:06:51, Hain Console Startup,

| 5 [20070912 150651 Msin Console Startp 2007/89/12 15:86:52, User Login, admin
| 9 |20070912 150652 User Login admin 2007/089/12 15:07:84, Hain Console Shutdoun,
[ 10 |200708/12 15:07:04  Main Console Shutdown 2007/089/12 15:88:28, Hain Console Startup,
[ 11 |20070042 15:0838  Main Console Startup 28087/089/12 15:88:408, Hain Console Shutdouwn,
[ 12 |2007409/12 15:0840  Main Console Shutdown 20087/089/12 15:08:54, Main Console Startup,
[ 13 |200705/12. 15:08:58  Wlain Console Startup 2087/089/12 15:89:81, Hain Console Shutdown,
[FlAU20070912 150901 | Main Gonsole Shutdown 2007/89/12 15:14:11, Main Console Startup,

20070912 15:14:11  Main Console Startup
200740912 15:14:12 Main Console Shutdown
20070912 15:14:31  Main Console Startup

208087/89/12 15:14:12, Hain Console Shutdown,
28087/89/12 15:14:31, Hain Console Startup,

S

=

(18 30070912 151520 Main Console Shurdown 28087/89/12 15:15:28, Hain Console Shutdown,
| 10 (30070912 1944:15  Wain Console Startup 20807789/12 19:44:15, Hain Console Startup,
| 20 [20070912 1344:58  Main Console Shurdown 2007/089/12 19:44:58, Hain Console Shutdoun,
| 21 |2007409A1222:51:57  Main Censole Statup 2007/089/12 22:51:57, Hain Console Startup,
| 22 20070912 22:51:59  Main Consols Shutdown 2007/089/12 22:51:59, Hain Console Shutdoun,
| 23 (20070912 22:52:14  Main Consols Startap 2007/89/12 22:52:14, Hain Console Startup,
| ZA O020N1 225218 Uses Login i 2007/09/12 22:52:18, User Login, admin

25 |2007,09/12.22:523  Main Console Shutdown .

5 120070512 225519 M Coneal Sarm 2807/09/12 22:52:24, Main Consele Shutdown,

20087/089/12 22:53:19, Main Console Startup,

WOV N Stemioe /T

Xls Axt
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8. Backup

rﬂ Backup System [Localhost] E@u
: Backup Help
@ - * Mew Period == Remove Period E Backup x Delete
Start Date Time End Date Time | Camera | Record File Size

i 2013/12/23 5 05:35.. 2013/12/23 F5 05:36:00 Camera 6 Record 1 about 5,643KB

The backup function saves recorded video and other log information. Backup files may
be reloaded on any PC with the Playback System installed. Follow the instructions
below for more information on obtaining backup files.
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8.1 Backup Recorded files

E Backup System [Localhost]

=

)

Backup Help

LI & - New Period == Remaove Period Eﬁackup xDeIete
Step1 — —ﬁ/ + Vi

Record File
Record 1

’fgartDateT' e End Date Time Camera
Step 2 /

r2 2013722/23 % 05:35... 2013/12/23 F5 05:36:00 Camera6
Step 3 /

Size

about 5,643KB

Step 1: Add (Remote) Backup Site: Press the “Remote ServerL'{h "
button to go to remote backup site management to add
and setup the backup site.

. Enter the IP address or DNS, Port, Username, and Password.

. Click Add to add the server.

. Click OK to exit the Setting panel.

Step 2: Access (Remote) Backup Site: Click on the @" icon and
insert the username/password of the remote server to access
the backup Site.

Step 3: Click on New Period to obtain the Select Date/Time Period
panel.

Remote Backup Site Ma

nagement

Server
Server Setting

Server Name
Address:
Port:

User Name:

Password!

[~ Save Password

Test Server

Delete ‘ Update ‘

v 0K | X cancel

Step 4: Select the data you want to backup by highlighting the time period. Besides the time-table, you may
Step 6

also set up start time and end time in the Date Time Period section.

B DateTime Search Dialog [Local Machine]

@ . @ \__{ ’a‘ @ @ Date Time Period VideaPreview
» S 1 nnnn- - v Enable Preview
- Wﬁb —— | Start Time: 2008/ 7115 < 100:00:00
= T2 3% End Time: 2008/ 7115 < |00:00:00 -
5678 91011
16 17 18 B
1920 21 22 23 24 25 Color Event Type |
Sfep 4 < B2 28029 303 » v | General Motion
Foreign Object
Missing Object
I Focus Lost
Camera Block |
[V Show Event Log Signal Lost o
rH“ 07415 | g 10 \ 12 13 14 15 16 17 18 19 20 21 2 S 24l
Sfep 5 < i camera 1 — =T L 1 &=
[ TECamera 2 S 1
B camera 3 \- i
Fcamera 4 1 1
fHcameras == 1
Fcameras —H-— |
fEcamera 7 - — 1
Bcamera 8 1] 1 ~|
22— Pl o]
Record Always
Record on Mation [,/ QK ] [ X cCancel ]
e R2C0Yd 0N Event NS
~N

Step 7

Step 5: Click on the camera number icon to add camera(s) or click 4+ = to add/delete all the channels.
Step 6: Check the box of Enable Preview to get the preview of the video you select.

Step 7: Click OK when the settings are complete and go back to the Backup System panel.
Step 8: If there is any data period not wanted, click Remove Period to remove the data period on the

backup list.
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Step 8 Step ¢
V4 ya

_ 1
] Backup System [Localhost] / / (=[O ot

Backup Help /
@ 4 New Period Remove Period E ckup x Delete
Start Date Time End Date Time Camera Record File Size| |

I 2013/12/23 T4 05:35.. 2013/12/23 T4 05:36:00 Camera 6 Record 1 about 5,643KB

Step 9: Click the Backup icon to obtain Backup panel.
'Backup g

| SUMMary

Sfep -I 0 / Total backup data size: 5,643KB
L Media

Step 11 /— (" Backup using CDROM

" Backup using DVD

& Backup on HardDisk
| &
— Option
/" I~ Backup Event Log
Sfep 12 [~ Backup System Log

[~ Backup Counter Log

[~ Backup Metadata Transaction
[~ Backup Adv VS Counting Log
[~ Backup IVS Event Log

™ Include Playback application

v OK | x Cancel‘

Step 10: Summary: Check the summary section to see the size of the file(s).

Step 11: Media: Choose the path you want to save the file or burn the file into a CD (direct CD burning for
Windows XP only), DVD or on Hard Disk.

Step 12: Option: Select the log information you would like to backup (Event Log, System Log, Counter Log
and Metadata Transaction), and then click OK.

8.2 Delete Recorded files

Step 1: Click on “New Period” to obtain the Select Date Time Period panel.

- — N
| Backup System [Localhost] . .l' - . - .ﬁ - - E@‘g
Backup Help Step 3
@ - * New/Penod == Remove Period E Backup x Delete
Start Date)ﬂe, ‘ End Date Time | Camera | Record File | Size
[0S R E 5500 0T4/5/15 L 150000 Camera Record 1 about 27,303 ¢
Jfﬂl‘lﬁflﬁi TF04:44:00 2014/5/14 TF09:34:28  Cameral Record 1 about12,146,...

]

Step 1

Step 2: Follow steps 3-7 above from the backup section to select data period which you want to delete.
Step 3: Click the Delete icon and delete all the data in the backup list from the database.
Note: Deleted video cannot be recovered.
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9.1 Setting
Click General Setting to obtain setting dialog.

I

@ ||D| X General Setting

9.1.1 General Setting

General I Senver I Group I Camera I 08D I Metadata I Monitor Display I Motification I Joystick I

Audio preview

[~ Enable audio on active channel

Wiscellaneous

[~ Synchronize video frames

Run Remote Live Viewer On Monitor

Monitar 1 -

Startup
[~ Full Screen

.

Audio preview:

. Enable audio on active channel: Select to enable audio streaming on active channel.

Miscellaneous:

. Synchronize video frames: Select to avoid image tearing problems that may occur while CPU
loading is increased.

Startup:

. Full screen: Users can view the window as the full screen mode.

9.1.2 Server setting

=1 Server List

General  Server ] Group | Camera | 0SD | Metadata | Monitor Display | Notification | Joystick |
Server Setting
severName: [ J& Ryan (10.0.2.18)

P

Address: ’7

S —

UserName:[
Password: ’7
*Second Password: ’7

Save Password: [~
Auto Login: [

Add ] [ Delete ] [ Update ]

*Fillin second password while Dual Password Validation is set.

7o [X cmen )

Step 1: Enter the Server Name.

Step 2: Enter the Address, Port, User Name, and Password to log in the server.

Step 3: Enable “Save Password” to login without entering the password again.

Step 4: Enable “Auto Login” to login automatically when starting Remote Live Viewer.

Step 5: Click Test Server to check if the server is available.

Step 6: Click Add to insert the setting fo server list.
Note:
To change the setting, select a server on server list and click “Update” after modify setting.
To remove the server, select a server on server list and then click “Delete”.
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9.1.3 Group Setting
Allocate different cameras intfo each appointed group.
* Note: Cameras under Lite license cannot be included in a group with other servers.

Step 2 ——Slsent ) Delet: & Repame & Logi Step 1
----- localhost

—

4

Step 3

W OK | X Cancel|

Step 1: Log in to all the servers that contain the camera(s) you would like to put into the group(s).

Step 2: Click Insert to create a new group; name the group for future reference.

Step 3: From the window at the right, highlight the camera(s) that you would like to add to a group and
then Click the " <--" button. Repeat the process until satisfied with the group setting.

Step 4: Click the Delete and Rename button to remove or rename a specific group.

Step 5: Repeat Steps 2 to 4 to adjust the group setting until safisfied.

Step 6: Click OK.

9.1.4 Camera Setting
Select the preferred stream type of each camera as default live view profile.
* Note: Some stream profiles are not available under Lite license.

LiveView s_ [

General | Server | Group Camera | 0sD | Metadata | MonitorDispIayl Motification | Joystickl

§ Login
-l local
Ui local - VS_Shopping Mall — Stream Profile
- local - Fish eye
-4 local - Lobby Layout type: [ 4:3) 11 -
-4 local - IVS_Roof
- local - Parki
: - local - Camera 06 Stream profile: am =
-~ local - Camera 07 I :I
L4l local - Camera 08 Video format: H.264
Frame rate: 10 fps
Resolution: 1920x1088
Quality: MNormal

Bitrate:

[ Apply to All Layout ]

Copy to...

|\/ oK | ’x Cancel ]
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Stream profile: Select a layout type and choose which stream profile you would like to apply on this layout.
For some layout with large and small grid, you are able to assign different stream profile.

Record 1: The system will follow the stream profile set in Main Console >Schedule > Encoding Options.
Record 2: The system will follow the stream profile set in Main Console >Schedule > Encoding Options.
Main / High / Normal / Low/ Minimum / H.264: The system will follow the stream profile set in Main
Console - Setting - Camera - Stream Profile.

Apply fo All Layout: Apply the stream profile sefting of current layout to the other layouts.

Copy fo: Select in order to copy the preferred stream profile of a channel to all of the listed channels.

9.1.5 OSD Setting
Adjust font style of Camera OSD on this panel.

General I Senfer] Group ] Camera 0SD I Metadata ] MonitorDispIay] Motification ] Joyshck]

[ Enable camera OSD
Foreground

Font | Tahoma |
Size o <]

Color:

v Bold v Edge
Background

Color: _E

Transparency: — 4

Info
v Camera Name

[~ Date 2013112124
[~ Time LF12:17:38

[ Bitrate

Default Apply

|\/ OK | [x Cancel ]

9.1.6 Metadata Setting
Adjust font style of Metadata overlay on panel.
* Note: This function is not available under Lite license.

LiveView Setting

General] Server] Group] Camera] 050 Metadata lMonitorDisplay Matification 4| ¥

|v Enahle Metadata overlay

Foreground
Fort: | Tahoma |
Size: 10 -
Colar; 1M
| Bold |v Edge
Background
Color: I -
Transparency: — 40

[ Default

(/o] (X cma]
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9.1.7 Monitor Display Setting

Activate auto scan to rotate the channels/ cameras on screen.

Note:

) For instance, you may select to show only 4 sub-screens on the live viewer while having 16
channels connected to the system. With auto scan function, you will be able to see all 16 channels

by turns.

° Each monitor supports up to an 8x8 layout with auto scan function to show 128 channels.

Step 1 —0°

Monitor | Resolution

#1 1024 x 768

General | Server | Group | Camera | 0sD | Metadats ~ Monitor Display | Maotification ‘I »

~Auto scan

Auta scan group:

Pritary channel:

Secandary channel;

Auta scan interval:

T |
IQ— SeC.

~ Layout
Il type:

i) hd

Step 1: Select the Monitor connected to the system.
Step 2: Auto scan group: Select appointed server group to activate auto scan settings.
Step 3: Primary channel: Select appointed channel that will always be on the screen when auto scan is

activated.

v ok |

X Cancel ‘

Step 2
Step 3

- Step 4

> Step 5

Step 4: Secondary channel: Select appointed channel with secondary priority behind primary channel when

auto scan is activated.

Step 5: Layout: Select the screen division of “*NxN type” in Remote live viewer panel.

9.1.8 Notification Setfting

Status display
¥ Show recording status

¥ Show counting result

Play Sound alert

Sound File

« Default

" User defined wave file
Life Cycle

" Stop sound alert after

Miscellaneous

[~ Popup system event

W Show event message on screen

W Switch live view layout to 1x1

¥ Enable playing sound on event

——

@ Automatic cancel sound alert when event disappear

’10— sec

General ] Server] Gmup] Camera] 0SD ] Metadata] Monitor Display ~ Notification lJoystick ]

[/ OK ] [x Cancel ]
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Status display:

. Show recording status: Check to show the crystal ball with recording status on monitor display.

. Show event message on screen: Check to show the smart guard detected event appointed in Main
Console on each channel.
Note: To execute this function, please General Setting “on screen display” as an action of Smart Guard
instant response.

. Swiftch live view layout to 1x1: Check to switch the display layout o 1x1 when smart guard detected
event appointed in Main Console on each channel.

. Show counfing result: Check to show the counting result appointed in Main Console on each channel.
* Note: This function is not available under Lite license.

Play sound alert:

. Enable playing sound on event: Check to enable sound alerts on events.

. Sound File: Choose a sound file to play. You may use the default file or define another.

. Life Cycle: Choose to allow the sound alert to close when events disappear, or define a timer to close
the sound alert automatically after a specific period of time.
Note: To execute this function, please General Setting “play sound” as an action of Smart Guard instant
response.

Miscellaneous:

. Popup system event: Check to allow system events appointed in Main Console to pop up
messages as warning.

9.1.9 Joystick Setting

Settings are same to Main Console joystick seftings. For details please refer to page 75.
* Note: This function is not available under Lite license.

LiveView Setting

Ser\rerl Group | Camera | [of:1 8] | FOS | MonitorDisplayl Motification  Joystick I 4 | 4

Active Joystick: IUSB Gamepad j
Buthon | Function | Parameter |
Button 1 Goto Preset Point 1
Button 2 Goto Preset Point 2
Button 3 Goto Preset Paint 3
Button < Goto Preset Paint 4

Button 5 Gota Previous Camera
Button &6 Goto Mext Camera

Button 7 Toggle Single Camera View
Button 8 Toggle Full Screen

Button 9 Switch Screen Layout
Button 10 M/a

Import ][ Export ][ Default ]

’,/ OK ] [x Cancel ]
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9.2 Server/Group/Camera
Display a complete list of the server(s), group(s) and camera(s) that are added to the system.
Server View: Cameras are listed according to recording server.
Group View: Cameras are listed according to customized grouping.
Server View Group View
4

E|-- Company E@J Company
Ml zvIo Fazos EIP ZAVIO PE111
Ml zevIo Frz1o E‘"Ir:l Group
0 Fa115.1 L B ZAVIO B7Z10
B zavio PsiLL
Il ZavIo PS210
Il camz_t
E|-- Group

o zawio BTZ10

~

&
(E]=

9.2.1 login/logout server

Option1: Select a server on the list and click on LOG IN/ LOG OUT to access/ logout the

server. =1

Option2: On the server list, right click to obtain menu options.
Log In/Log Out Server

Duplicate Carnera
Connect
Disconnect

| - Login Server
Logout Server
Connect al
Disconnect Al

9.2.2 Connect/Disconnect camera

Opftion1: On the server/camera list, double click on a camera to connect.

Option2: On the server/ cameral list, right click on a camera to obtain the menu options to connect/

disconnect.

Connect/Disconnect Camera

Option3: Select a camera from the list, then drag it to where you want it to be displayed.

Ba

Duplicate Camera

4] | _'I| I
o (& ]

E| Cormpany | I

"‘ Connect

Disconnect

Login Server
Logout Server
Connect Al

Disconnect Al

s @ N

=[]

Option4: Play / Stop/ Drop: Select a camera/ video and click on this button to play/stop/disconnect a

particular channel. ,

[ | H

EI Company

L - - o

Duplicate Cameta

Stop Play Drop

9.2.3 Multiple Views:

Connect
Discannect

Login Server

Step1: On the server/camera list, select a camera and right click on it to obtain the Logout Server
menu options. Connact Al

Step2: Select Duplicate Camera and the duplicate camera with green indicator will Discannect Al
display below on camera list. q | N

Step3: Double click on the duplicated camera to connect and display on screen.
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9.3 PTZ Control

Control the movement of PTZ cameras. With cameras that support PTZ control, you can move, zoom, patrol,
adjust the focus, and set preset points of the cameras.

9.3.1 Preset/ Go

Adjust the camera view until satisfied. Click the Set icon to define the current view as preset point 01. Adjust
the camera view again to setup preset point 02. Repeat the process until you finish setting up all preset
points. Customize preset point names by defining names. Click the Go icon and view the result of your
setting.

Note: For the speed settings of PTZ camera, please General Setfting from Main Console — General Sefting —
Setting - PTZ General Setting.

9.3.2 Zoom
Click the + and = signs to zoom in and zoom out the view.

9.3.3 Focus

You can select to have the camera focused near or far. To focus near means objects that are closer will be
clearer than the objects that are further away. On conftrast, to focus far means objects that are further will be
clearer than the objects that are closer. Click the Focus icon and select auto focus if you want the system fo
decide the focus point for you.

9.3.4 Patrol

To conftrol PTZ camera to patrol around pre-defined path of preset points, Click Go to Preset Point — Start
Patrol / Stop Patrol.

Note: To setup patrol path, please setup on Main Console — Set Preset Point — Set Patrol.

9.4 On Screen Menu
Right click on the camera screen for the On Screen Menu, from which you can quickly adjust the sefting of
camera.

9.4 On Screen Menu

Enable Move
Right Click the camera screen for the On Screen Menu, from which you can Enable Talk
vickly adjust the sefting of camera.
< yad 9 Enable Audio

9.4.1 Enable Move / Area Zoom

With cameras that support PT function, click the Enable Move function to adjust
the current camera’s view by clicking on the display screen. To cancel this
function, right Click the screen and select Disable Move.

Enable Digital PTZ

Fix Aspect Ratio

With cameras that support Area Zoom function, click the Enable Move/Area Stream Profie r
Zoom function to adjust the current camera’s view by dragging a rectangle on
the display screen. To cancel this function, right Click the screen and select Snapshiot

Disable Move/Area Zoom. Toggle Fullscreen

9.4.2 Enable Talk
*This feature is not available under Lite License.
With cameras that support two-way audio, select enable talk to utilize the function.

9.4.3 Enable Audio

With cameras that support audio function, click the Enable Audio function fo listen to the current camera’s
audio by clicking on the display screen. To cancel this function, right Click the screen and de-select Enable
Audio.

9.4.4 Enable Digital PTZ

To enable the PTZ functions of the camera, select the Enable digital PTZ option. Use mouse wheel or Click
the + and —signs to zoom in and zoom out on the camera, or drag a rectangle fo enlarge the area.

The square flashing on the video grid indicate the correspondent view of the camera.
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9.4.5 Generic Dewarp Setting

With cameras that supports fisheye feature. Right click the display screen and select the mode of lens,
original, PTZ mode, Quad mode and Perimeter mode. If the lens setting set as Quad, PTZ, or Perimeter mode,
the Enable Digital PTZ option would become Enable Fisheye PTZ.

9.4.6 Fix Aspect Ratio

For some special camera resolution, user can enable Fix Aspect Ratio to view original ratio video, or disable
this option to stretch 3:4 to fit window.

9.4.7 Stream Profile
Select different level Stream Profiles to downgrade video quality for bandwidth concerns.
* Note: Some stream profiles are not available under Lite license.

Fix Aspect Ratio

[ Stream Profie Y ALt
Instant Playback » Recarded
Snapshot Original
Toggle Fullscresn High
Motrnal
Lo
9.4.8 Instant Playback Miriirium

To open the Instant Playback window of the camera, select the Instant Playback option and choose the
period. The instant playback window allows the user to browse recorded video, take snapshot images and
export video with audio and metadata fransaction data.

* Note: This function is not available under Lite license.

9.4.9 Duplicate Camera
Right click on any empty channel. You may duplicate cameras from any available servers here.

To browse recorded video
By simply clicking on the timeline you can view the video. Use the navigation tools below for advanced
control.

E @E - Play / Pause / Stop
E - Speed up/Speed down

@ @ - Fast Forward/reverse frame by frame

E @ - Play Previous / Next minute video

To keep a snapshot of the video clip

Pause the video at desired time point and click snapshot buHon. The snapshot is displayed and can be

saved or copied to clipboard.

To export recorded video

Select desired export period and click export bu’r’ron@. Additional options are available when exporting.
Adjust to original video resolution button @is the tool to adjust the video to original video resolution.
Audio button turns the audio on / off.

Metadata button @ is fo enable / disable metadata transaction data overlay.

9.4.10 Snapshot

The snapshot function copies and captures a specific video image to the clipboard or to save as a bmp file.
The snapshot can be customized with/without OSD, metadata information and selectable range after digital
zoomiin.
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9.4.11 Toggle Full screen
Switch to view video with full screen display. To disable the function, right click screen and de-select option
or simply press “ESC” to go back to original window.

9.5 Start Monitor

9.5.1 Multiple Monitor

Select Open Monitor to append monitor to view more live videos on
multiple monitors. Each appended monitor has the same list and
view confrol buttons as the Main monitor, with the exception of the
Start, Playback, and Setting buttons.

Start Monitor —© [H
9.5.2 E-Map . [ ,

Select Open E-Map to obtain the E-Map window. The GUI map 1
helps to locate devices easily and the information window helps to
show the status of each device.

Open Monitar
Open E-Map
Open IfO Cantrol Panel

= Map Info — Show map name.
2 Camera - Show camera name and connecting stafus.
P Digital Input/Output — Shows Digital Input / Output name and statfus (0 or 1).

B R & Access Control/POS/LPR — Shows metadata device name, connection status, first associated
camera name and connection status.

9.5.31/0 Control = /o
Select to obtain the I/O control panel. Use the panel to view DI Semvers: [localnost [ s e
status and control DO devices remotely. bl
Note: Adjust the setting of I/O device in Main console — General (&) (®)
Setting - Setting - 1/O Device first, the 1/O control panel will display Inputd  Inputd
the device status based on these settings. 0o
o @)
9.6 PlebGCk Output 0 Cutput 0

Select to obtain the Playback panel and view video remotely.

9.6.1 Add Remote Playback Site

—Server Setting

@ 9 Server Mame:
Press the Remote Sever icon to go to remote Address |
playback site management to add and setup a remote por [0
playback connection. _
Step 1: Enter the IP address or DNS, Port, Username, and Seertiame:
POSSWOfd. FPassward:
Step 2: Click Add to add the server. e PRSI
Step 3: Click OK to exit the Setfting panel. Test Sarver
9.6.2 Access Remote Playback Site asa | PoEEE| o
Go to Date/Time Panel and click on the OI' icon on v oK | X canal |

the top of the display window to access the Remote
Playback Site
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{2 Untitled Document - Windows Internet Explorer =R
——
g)v [ ntp212 167 193 22.80800 = 4l x| e} Pl
& -
& af (@ Untitled Document - B - = - 2 EEE - (O TRO - 2

Remote Playback

hitp:#218 167,193 22:8080 tveview htm | © R IESUI Y

Make sure the Live Stream Server is enabled. Check 5.14 Network Service for more detail.

Start Internet Explorer browser and enter the IP address or DDNS name of the server followed by the
connecting port.
Example: http://192.168.1.16:8080/
192.168.1.16 is the IP address of the server.
8080 is the port specified in Use Default Web Server in Network Service.

Press this icon to use Remote Live Viewer which functions are the same as Remote Live Viewer. See page
98 for details.

Press this icon fo use Remote Playback which functions are the same as Playback except remote server
and backup functions. See page 23 for details.


http://192.168.1.16:8080/
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11. Utilities

The Verification Tool verifies whether the data created by the system has been tampered with. It
is the process by which a digital watermark (a digital signature) is added to each recorded video

11.1 Verification Tool

frame to ensure its authenticity.

There are 3 types of data that can be verified by the Verification Tool:

1. Filein (.DAT) (.264) format will be displayed as®”.
2. Filein .AVI) (.ASF) format will be displayed as®.
3. Filein (.BMP) (.JPG) format will be displayed as™.

11.1.1 Execute Verification Tool

Step 1: Execute Verification Tool from program files.

Step 2: Insert the Administrator Password to log in.
Step 3: The Verification Tool appears after login.

11.1.2 Verification Tool Overview
Add File

Add Folder Remove File

) P Surveillance System

E ActivateToaol

Fl Backup System

k3 DETools

[@] 1ain Console

[#] Playback System

JEI Remote Live Viewer

£ Uninstall Surveillance System

E Werification Tools Step 1

Select All Video Preview

Video Praview

N 1E [
File Mame | watermark | Start Time | End Time | Cam Mame | Path

97 C00001... 2009/05f... 2009/05f... TRENDne... C:\Documents and Se
#0604 _sa.., 2009/0&f,.. 2009/06f... SanyoWD... Ch\Documents and S
WOGE04_5.. 2009/06/f... 2009/06f... SanyoVC... CADocuments and Se

2009/05/...

2009/05/...

D-Link DC...

C\Documents and S

2 Add File: Click to insert the single file to list for verification.

«| | |
Status Werify : ’ ‘ I
Mumber of file Yerified : 0 files Time elapsed : 00 ;00 000
Mumber of file Passed 0 files Time left: 00:00: 000
Play Verify Pause Stop

L4 Add Folder: Click to choose the folder with multiple files to list for verification.

[& Remove File: Click to remove indicated file(s) from list.
Q Select All: Click to select all files in list for verification.

Note:
1. Choose the file type first before selecting files.
supported.

Only (.dat) (.264) (.avi) (.asf) (.omp) (.jpg) are

2. User can also drag files directly into the list for verification.

Video Preview: Check this column to preview video of selected file.

to ponV, Pausell and S’rop. the file.
Note: Preview of (.omp) (.jpg) format is not allowed.

Click the buttons below the window
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11.1.3 Verify Image/Video

Step 1: Select single or multiple files for verification.

Step 2: Click “verify @8 "to start verification.
Step 3: The verification result will show on the watermark column.

If a file was tampered with, it will showd8.
If a file passes verification, it will show ¥,

Watermark
Yerfication Tool
3‘ - 1 Q —Video Preview
Fle Mame | Watermark | Start Tme | End Time | CamMame | Path B
@ C00002.., 2009/05f... 2009/05(...  CAMO1 C:\Documents an
w004 _S.., ¥ 2009/06f... 2009/05/... ,CAMOZ C\Docurnents anc
0504 _sa... o 2009/06/... 2009/0&{... CAMO3 C:\Documents anc
@#C00001... & 2009f05/... 2009/05/... CAMD4 C:\Docurments anc
@#C00001.., & 2009/05{... 2009/05/... CAMOS C:\Documents anc
C00001... ¢ 2009f05/... 2009/05/... Camil C\Documents an
@ C00002... 2009/05f... 2009/05(... CAMOD CADocurments anc
@7 C00002.., 2009f0S{... 2009j0S/... (CAMIL0 C:\Documents anc
1 | ;l_l
Status : Werify : } ‘ II .
Mumber of file Yerified : T files Time elapsed: 00 08 266
MNumber of file Passed | 7 files Time left: 01:49:380

\

\ Verification report

Step 4: The verification report will indicate the information related to the verification.

11.2 License Management Tool

The license of the software should be registered before you start using the Intelligent Surveillance System.
Additional to essential camera licenses, you may also purchase licenses for the metadata application,
including those for POS, LPR and access conftrol.

Execute the License Management Tool to activate the license from dongle or serial number included with
the software package, or de-activate the license then bring it to another PC to activate it again.

Please note different level licenses cannot coexist under one license server.
Upgrade licenses will replace lower level licenses into higher level ones.

Both “Online” and “Offline” status of PC environments are available on executing the tool to “activate” or
“transfer” the license. The following is a fotal of 4 types of license management process:

- To activate the license with PC connected to network, follow the Activation Online process.

- To activate the license with PC not connected to network, follow the Activation Offline process.

- To de-activate/transfer the license with PC connected to network, follow the Transfer Online process.

- To de-activate/transfer the license with PC not connected to network, follow the Transfer Offline process.
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11.2.1Execute License Management Tool

Step 1: Execute License Manager Tool in General Setting menu, installation folders or execute Activate Tool
from program files.

) IP Surveillance System

Satting N Files\P Surveillance Svstem
- >~ 2 2 [£] ActivateTool

SawefLoad Configuration 4 =

Contlg o fomp Backup System
viden Anabytics 3 A B D BT |
Metadata Application ools

i Metadata Search Iain CDHSD'E
|-
Log Viewer .-J .—J .—J
Backup PTZProtocol  skin waye Playback System
etwork Servce Remuote Live Viewer
About Main C lg... L L = . .
p - ﬁ ﬁ £ Uninstall Surveillance System
%] AhZAl el

E Werification Toaols

HEED

Management Tool” will appear. Please refer below for the tool overview.

e o

11.2.2 License Management Tool Overview

ACthte . " License Management Tool
Activate tab
activate | Transfer |
e Chanrel Product: Status
SN status —
clivate type
& Online activation \\
% Input Sh:
" Import SN file:
Activate type —— r
" Offline activation:
Step 1 : Export server information file:
o)
ol
Step 2 Use "Offline Tool" to activate license and get offline license
file
Step 3 Import offline license file /
License Management Tool ﬁ
Transfer Tab ] tveeTiatstay
= (N ——1eE st
SN status —
m
( & Onling N
" Offline
Transfer —
\_ v
Transfer —
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11.2.3 Activate License

|Activation Online

Step 1: Open License Manager Tool.
Step 2: Select On line as Activate type.

Step 3: Input the SN (Serial number)or Import SN file, and then click on Activate button.

Activale type
= Online actvation:

& Input SN |

 Impont SM file: w

.

Camme ]

Step 4: Restart Main Console if activation is successful.

|Activation Offline]

Step 1: Open License Manager Tool.
Step 2: Select Offline as Activate type.

Step 3: Click Export offline pack. Please note this license will bind with hardware General Settings and it is not

recommended tfo register with removable
* Offline activation:
Step 1 : Export server information file:
= Manual key-in SN on Offline Tool

¢ Activate fram daongle

network devices.

Export offlne pack "

file.

Step 3 : Import offline license file:

Step 2 : Use "Offline Tool” to activate license and get offline license

l Ci

Step 4: Save Request file, and then take it to another PC that is connected to the Internet.

-
_J Request File [__”E]w
Ele Edit Yiew Favorites Tools  Help a'

Address |E} Ci\Documents and SettingsiAprilDesktopiRequest File M Go

LicenseToal.dil

1; —
libexpat.di % 1.0.0.1

LicenseTool Crynamic Link Library

gggngi.lreeq OfflineTool exe
KB OffLineactivation MFC Applica. ..

Step 5: Execute OffLineTool.exe ,J in the other PC.

click on Activate button.
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10ttine Toor B

Infarmation:

Activate new SN.

Please input SN:

r~Input type
& SN: |

" SN file: "}
[ actwate |

Step é: Save License file, and then take it to original system.
Step 7: Open License Manager Tool again, select Import offline license, then click Import button to activate.

~Import offline license
[ File path: |CaDacuments and Sef | &° |

Step 8: Restart Main Console if activation is successful.

11.2.4 Transfer License

fransfer Onling]

Step 1: Open License Manager Tool.

Step 2: Select Transfer Tab, and then check Online as Transfer type.
Step 3: Select SN and click on Transfer button.

/] License Management Tool (%)
Activate Transferl
| 5N | Channel | Product | Status |
GORRESBERARNNE 16 P+ Activated |
[~ Transfer type:
& Online
" Offline

Step 4: Restart Main Console if transfer is successful.

ransfer Offline

Step 1: Open License Manager Tool.
Step 2: Select Transfer Tab, and then check Offline as Transfer type.
Step 3: Select SN, and then click Transfer button to transfer SN.

[#] License Management Tool

Activate Transfer |

=T | channel Product Status

shidatadaldabulevre 18 activated

Transfer type

——————
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Step 4: Save Request file. Restart Main Console if fransfer is successful..

BRBquest File u@m1
ar

File Edit  Wiew Fawvorikes Tools  Help

Address |E} C\Documents and SettingstapriliDeskiopiRequest File M G0

= N LicenseTaal.dl
‘ﬁ libexxpat. i 5 1.0.0.1

LicenseTool Dynamic Link Library
o ;I:_:F!I;Ei'lr:q CffLineTool.exe
L KB CFfLinefctivation MFC Applica. ..

Step 5: Copy request file to another PC connected to internet.

Step 6: Execute OffLineTool.exe in another PC, check Transfer SN and click Transfer o send request file to
license server.

[£] off Line Tool k3

Infarmation:

Transfer activated Sh.

l Transfer ll Exit J

Note: User needs to copy request file to another PC and send it to license server, otherwise the SN can't be
re-activate again!!

[#] off Line Tool 3%
Infarmatian:
Complete! Transfer has finished. ~

Transfer activated SM.
Transfer SM:

SAT1-DZ3C-09E1-7422

Transfer
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Start Monitor Al
11.3 Resource Management Tool Start Recording Schedule
Start Smart Guard System

The Resource Management Tool detects whether the system is operational. Start Counting Application

Note: For further application of the Resource Management Tool, please refer to Selrlenr oai
page 45 In “Guard” chapter. Open Event Report
Open E-Map

11.3.1 Execute Resource Management tool Step 1 | Open Resource Report

Open Stream Usage Panel

Step 1: Open Resource Report from start menu. Open 1/O Control Panel

Step 2: The Resource Management Tool will appear.

Lock System
11.3.2 System Resource Overview [ ® J [ 3] J [ 1 N J
System Resouch Ins’ra/n’r Diagram
[Q Resource Report \ / g
Systern Resource N CPL Loading °

= System Health
CPU Temperature: 0 C {32 F)
Maotherboard Termperature: 0 C (32 F)
CPU Fan Speed: 0 RPM
Powrer Fan Spead: 0 RPM

ICPU Loading; 13 %

-1 Mermnary Usage: 53 %
Mermory Used: 1092 MB
Mermory Available; 955 MB

- Logical Disk Free: 5 %
D NUUOYideo: 3045 MB

=1 Metwork Uitiization
Total Upload Bitrate: 19 Kbps

Tatal Download Bitrate: 1622 Kbps Issues and Suggestion

Issue:
Suggestian:

Ad\ranced\l [J Ok ]

" Advanced

11.3.3 System Resource

System Health: This item shows the system information, including “CPU Temperature”, *Motherboard
Temperature”, "CPU Fan Speed” and “Power Fan Speed”.
Note: User needs to install the “SpeedFan” first to gather the CPU and Motherboard temperature information.

CPU Loading: This item shows the percentage of CPU usage.

Memory Usage: This item shows the memory usage of system. “Memory Used” and “Memory Available” are
included.

Logical Disk Free: This item shows the percentage of available disk space for storage.

Note: The disk directory will be the same as the one in Main Console — General Setfting — Setting — Storage -
Location.

Network Utilization: This item shows the total bit-rate utilization for the upload and download of the computer.

11.3.4 Instant Diagram

Click each item in the list to obtain the instant system diagram. The “system resource” will be displayed as
each variable in Vertical Axis; the unit of Horizontal Axis will be displayed as “Per Second”.
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Click the Advanced button to search and export system logs in “Search” tab and obtain the history diagram

Systern Resource

CPU Loading

ystem Health
CPU Temmperature: 43 °C (108 °F)

CPU Fan Speed: 0 RPM
Power Fan Spesd=a=rm

Memoary Usage: 80 %
o Memory Used: 1548 MB
Memary Available: 198 MB

= Logical Disk Free: 8 %

£ Mebwork Utilization

Total Upload Bitrate: 0 bps
L. Total Download Bitrate: 0 bps

KN

Motherboard Temperature: 45 °C {113 °F)

L CDocuments and SetingsWSEREE-£\N

of an specified period in “Diagram” tab.

Search

Search |Disp|ay|

Advanced | v oK ‘

Type: |cPU Loading x]==[s000 % ﬂ

Date @ (20090608 * 3 Export to I‘

DateTime: ' | to | Search I
Start Time | End Time | Log Type Avg ‘ Idin ‘ [LEES ﬂ
2009/06/08 15:54:85  200906/08 154:55:10  CPU loading BO.56% 50.00%  100.00%
2009/06/08 15:56:00  2009/06/08 15:56:05  CPU loading B0.51% 50.00%  100.00%
2009/06/08 15:56:15  2009/06/08 15:56:20 CPU loading B0.49% 50.00%  100.00%
2009/06/08 159:56:40  2008/06/08 15:57:10  CPU loading B0.25% 50.00%  100.00%
2009/06/08 15:57:15 200906008 15:57:20  CPU loading 60.19% 50.00%  100.00%
2009/06/08 15:47:35  200906/08 154:57:40  CPU loading BO.19% 50.00%  100.00%
2009/06/08 15:57:45  2009/06/08 15:57:50  CPU loading B0.32% 50.00%  100.00%
2009/06/08 15:47:85 2009/06/08 15:58:00 CPU loading BO.27% 50.00%  100.00%
2009/06/08 15:58:35  2008/06/08 15:58:55  CPU loading BO.11% 50.00%  100.00%
2009/06/08 15:59:25 200906008 15:59:35  CPU loading BO.11% 50.00%  100.00%
2009/06/08 15:69:40  2009/06/08 154:59:50  CPU loading B0.04% 50.00%  100.00%
2009/06/08 15:59:55  2009/06/08 15:59:55  CPU loading 60.04% 50.00%  100.00%
2009/06/08 16:00:00  2009/06/08 16:00:18  CPU loading 51.67% 51.00% 53.00%
2009/06/08 16:00:25  2008/06/08 16:00:50  CPU loading 52.75% 50.00%  57.00%
2009/06/08 16:00:55  2009/06/08 16:01:00  CPU loading 93.78% 0.00%  62.00%
2009/06/08 16:01:05  200906/08 16:01:10  CPU loading 54.00% 50.00% B2.00%
2009/06/08 16:01:40  2009/06/08 16:01:55  CPU loading 54.54% 50.00%  62.00%
2009/06/08 16:02:10  2009/06/08 16:02:18  CPU loading A5.71% 50.00% 71.00% J
Eﬁ'DQIDBJ‘DS 16:02:35  2008/06/08 16:02:45  CPU [gading a6.13% 50.00% T1.|DD% . A

0K

Choose the system event type, and then select the standard percentage to search system log.

Select the Date/Time duration to search system log.
Click Search to start searching, the system logs will be listed below.
Click Export to to save the system log in (*.xIs) or (*.txt) format.

Click OK to close the report window.

A

b —

Lo RE=-REN B R RE S v

A

StartTime

20090608 12:20:23
200006008 12,20,53
20000608 12:21:13
A0a08 122123
A00E08 12:21:53
200608 12:22.53
200006008 12:23:48
200006008 12:24:48

B

EndTime

20090608 12:20:28
200006408 12.20.58
20000608 12:21:18
00608 12:21:28
20090608 12:21:58
20090608 12:22:58
20050608 12:23:53
200506408 12:24:58

LogType

CPU loading
CPU loading
CPU leading
CPU leading
CPU leading
CPU loading
CPU leading
CPU leading

Avg

65.5
61,67
655
M2
6233
61.86
5944

FEAEEIIIe



Search Display ]

Type: |CPU Loading j I

DateTirne: 200900608 16:38 [~ 2 Jave
Petiod: oneDay = Display

0% ! ! | | I .
200906/08 D0:00 2009/06/09 00:00

Maximun: 200970608 15:16:25 Minimun: 2009/06/08 13:35:54

Choose the system event type.

Select the Date/Time to draft history diagram.

Setup the start time and duration for charting. User can choose “One Day”, *One Hour” or “One
Minute” as the duration.

Click “Display” to start charting, the diagram will be displayed at below column.

Click “Save” to save the diagram in (*.bomp) format.

Click “OK" to close the report window.

0%

2009/06/08 00:00

Maximun: 2009{06/08 15:16:25 Minimun: 2009/06/08 13:35:54
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11.4 Stream Usage Panel

The stream usage panel shows the current stream status including
connection status, record status, local display stream, decoding
stream/reason, download bitrate and HDD throughputs. Those information is
helpful for system optimization and troubleshooting.

Note:

Idle status: Means the stream is connected with Main Console but Main
Console do not use for decode or recording, video analysis or recording. It
will show a gray ball.

Not support status: Means the channel do not support Multi-stream function.
It will show a black ball.

Start Monitor Al

Start Recording Schedule
Start Smart Guard System
Start Counting Application

Enable Secondary Display

Open Event Report
Open E-Map

Open Resource Report

Stream Usage Panel

Indicators in differ color shows different connection status with stream bit
rate (Mbps) and frame rates (fps).

Spen Stream Usage Panel
Open I/O Control Panel

Lock System

“Decoded” column indicates the decoding stream which requires CPU loading. Changing the decoding

stream is helpful to reduce CPU loading.

Mouse over to the check icon, system will show you the decode reason. Possible decode reasons are:

Decoded
* Local display 1 ]2 3
+  Smart guard detection g ¢
+  Counting analysis —
« VS analysis 7
| Decoding reason:
+ Transcode record of] Loce gy
. d d
« Transcode for client | 7| Transcode recor
* Record on motion &g
+ Video preview & i
Connection status Record Local display Decoded
1 [ 2 [ 3 1] 2]3 1 ]2 ]3 [2 ] 3
| 27 fos i |~ ips i | 26 fps i i i i i i
cavtns sropngia @ . @ Do, @ o ¢ & 2
[0dps : [-fes : [-fes : : : :
i CAM 2 Fish eye Gio.zunps E.E—ubps E.E—Mbps & &
PSP T i
| CAM 3 Lobby eimunps E.E—Mbps E.E—Mbps ¢ 4’
130 fps H 1 —fps H 1 —fps H H H
CANI4 VS, Rocf ... 0. 0. v ¥ |
I 30 fps : - fos : i—fps : : :
AL PEIE eis.zunps E.E—ubps E.E—ubps ¢ &
|~ tos ; [ ; [ ; ; ;
CAM 6 Camera 06 Q.. @®. @®. ¥ &
S d s d s d d d
CANIT Camera 07 . 0. 0. v &
|- e : |- fps : |- fps : :
CAM & Camera 08 .;_...,E ;.;_...,ps ;.;_...,ps 4’; & ;"
Download Bitrate: 33.52 Mbps ~ Hard disk throughput: 13.51 Mbps
@ Connected () Connecting @ Disconnected @ Idle @ Not Support
i Bt | [ Expot

-118-



The Intelligent Surveillance Solution

11.5 DB Tool
The DB Tool repairs database files and Export configurations.
Warning: improper use of this DB Tool may cause loss of recorded video.

Step 1: Execute DB Tool from program files.
. IP Surveillance System
m ActivateToaol

P Backup System

kd DBTools

Main Cansale

Playback System

Step 1 / / Remote Live Viewer
£ Uninstall Surveillance System
E Verification Tools

Step 2: Enter the password of administrator to log in.

Step 2 \ DBTools login
wrd for the administrator of Main Consale :

Username: Iadmin

FPassward: I

[ o | | conca

11.5.1 Repair Database

This page has three repair method, Modify Location, Verify Only, and Repair.

For modify location:

Playback system can recognize all recording video in the folders listed on Main Console — General
Setting - Setting - General page. For some reason, user needs to use Playback system to open recording
video beyond storage location setting. For this propose, user could follow below steps to modify

location by DB tool.

Note: The default storage location is in the installation directory, (ex: C:\Program Files\IPS_System)

Step 1: Select the repair Method as Modify Location.
Repair database
Modify locations to store video files. Please confirm locations where video
files were stored and press button "Modify” to confirm.

Install Path: C:\Program Files (x86 0P Surveillance System

Method:  |Modify Location ~|
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Step 2: For add database location, please click ;]bu’r’ron and use URL to choose location.
For remove database location, please choose location form list and click # button to remove

location.
Wideo File Locations @
C:\Program Files (x86\IP Surveilance System
Dehywideo

Step 3: Click on Modify button to modify location. After modification, the Modify Result will show on the

panel.
mModify Result: 2 locations confirmed.

[ Open Log l’ b odify ]

Example of modify database:
In certain cases where video data needs to be transferred from one PC to another PC, user will need to

perform the following:
1. Manually copy all recorded video data from the default installation path or other user-defined storage

path of the old PC.

-
|IE| CAProgram Files P Survedllance Srstem
= B = _
- R "

— —— i ' . Recorded video
® (=) IBM A [,JI i [_j fee
H [h [BM ThinkVantage 200a0321 20060223 manual
F 7 Install®hield Installation Inf
i ntl o
i) Internet Explover [_j ﬁ ’?@.l
& (£ Koel WEE w gppdll
I Lenove e

2. Manually paste all recorded video data to the default installation path or other user-defined storage

path of the new PC
3. Follow previous page to add new location on new PC.
4. Oldrecorded video data can be viewed by playback system on the new PC.

For verify and repair proposes:
This tool is used to check and repair your database and recorded video with problems:
(1) If there are records in database, but no video file, use this DB Tools to delete records.
(2) If there are video files but no record in database, use this DB Tools to rearrange the database and

find these records.

Step 1: Select the repair Method as Verify only.
—Repair database
Verify video files stored by surveillance system. Please confirm locations
where video files were stored and press button "Verify” to check all files.
Fixing database is only needed when verification is failed.

Install Path: C:\Program Files (xB6)UP Surveillance System

Method: [V -

- 120 -



The Intelligent Surveillance Solution

Step 2. Check the video location windows.

The system will list all video locations in table, but if there are any omit, please use ' to insert.

Note: After inserting location, the system will show files count below table.
File Count: 41

Step 3: Choose the method of “Verify Only”, and click “verify”. This method will only check the files

without modify. Verify result will show how many files broken or missing.
Werify Result: 41 files verified, 0files broken, 0 files missing.

Step 4: Choose the method of “Repair (Complete)”, and click “Repair”. The Repair Result will show how

many files are fixed and inserted.
Repair Result. 2 files fixed, 41 files insered.

Step 5: The repaired new database will replace the old one and the original database will change file
names with extended repair date and time as below.
- Address |5 CAProgram FilesiIP Surveillance
Mame
IzﬂE'ﬂanth;.mt:lb
IzﬂFiIeRecon:l.mt:lb
IzﬂFiIeRecorl:I.mc||3_2lJDSDF"14.‘5.121358.mclb
[ roskecord. mdb
1) 5chedule onfig.mdb

(2] 5ystemLog. mdb
2] systemLog. mdb_z00507144121 358, mdb

Note: Open Log is a tool to record the repaired database. It will record repair method, file operation,

start fime and end time.
& dbtool.log - Notepad g@

File Edit Format Yiew Help
S S
Operation "Verify only" is started at (2008/07/14 12:01:17)

File Broken: D:\Video/20080708/c00002/C00002500A20080708112323437 .dat
File Broken: D:\Video/20080708/c00002/¢C00002500A20080708114304625. dat

41 files verified, 2 files broken, 0 files missing.

operation "verify only” is finished at (2008/07/14 12:01:19)

operation "verify only” is started at (2008/07/14 12:13:19)

File Broken: D:\Video/20080708/¢00002/C00002500A20080708112323437 .dat
File Broken: D:\Video/20080708/C00002/¢C00002500A20080708114304625.dat
41 files verified, 2 files broken, 0 files missing.

Operation "verify only” is finished at (2008/07/14 12:13:20)

Operation "Repair (Complete)” +is started at (2008/07/14 12:13:58)

File Repaired: D:\video/20080708/c00002/c00002500A20080708112323437.dat
File Repaired: D:\Video/20080708/C00002/C00002500A20080708114304625.dat
2 files fixed, 41 files inserted.

Operation "Repair (Complete)” s finished at (2008/07/14 12:14:07)
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12. Failover Agent

Fall over Agent

General | Semerl

—Startup —Storage
v Auto StartUp Location @E]
v Auto Login By
KA
—Password
Old Passwaord I

[~ Enable Disk Load Balance

Mew Password I

Recycle setup:

Always keep I 10 % disk space.
—Log File
[+ Save Log I~ Only Keep I ! days

HALOG [i]

Paszsword Confirm

lx Cancel l

Failover Agent is a software to enable a spare recording server (the failover server) to take over the
recording work once the regular recording server becomes unavailable. Hence the failover server and the
Failover Agent should always be installed on another computer.
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12.1. Services

Failover Agent runs two services:

Service Description

failover service This service always runs and constantly checks the state of
the relevant recording servers. This service enables any
necessary fakeover

recording service This service enabiles the failover server to act as a recording
server while the regular recording server is unavailable. This
service starts when required, i.e. when the failover server
takes over the recording work.

Note: Failover Agent will failover video data only. Not for No event, alarm, metadata, I/O box, Advanced
Intelligent Video Surveillance.

12.2. Activate Failover License

Step 1: Open License Manager Tool in Start>>Failover Agent file.

Step 2: Select Activate Tool, check the PC in Online network environment.
Step 3: Insert the SN, SN file o activate license.

Step 4: After software license is activated successfully, please restart Main Console.
Note: Please refer to Utilities>>License Management Tool for advanced settings.
License Management Tool

ﬂﬁ\ctivate | Transfer |

SH | Channel | Product | Status |

Step2

\;mtivate type
& Onling activation:

Step 3 <———)(-‘ Input SM: I

mport SH file:

= Activate from dongle

= Offline activation:
Step 1 : Export server information file:

= Manual key-in Shon Offline Tool

! Activate frorm dongle

Step 2 : Lse "Offline Tool" to activate license and get offline license
file.
]

Step 3 : Import offling license file: I ]
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12.3. Start and Stop Failover Agent
To start Failover Agent:

Click start button | All Programs | Failover Agent. Failover Agent will start and show its icon £l in the
notification area (also “system tray”).

To stop Failover Agent:

1. Right-Click Failover Agent’s icon in the notification area. A menu will open.

2. Click Exit from the menu that opens.

Open Failover Agent

Enable
Exit
About

Note: One OnGuard (Software watchdog) can only connect with one Failover Agent. User cannot use
two Failover Agent to monitor one Main Console at the same time.

Note: Main Console and Failover Agent cannot install on same server.

Note: Failover Agent will start service when in 2 hours the regular recording server becomes unavailable 5
times and each fime during 15 minutes.

12.4. Enable and Disable Failover Service

Failover Agent supports users to enable and disable its service after Failover Agent starts. By default, the

Failover Agent’s service is auto-enabled after the start.

If Failover Agent has been manually disabled, its icon in the notification area appears with a red cross on it
. To re-enable Failover Agent:

1. Right-Click Failover Agent’s icon @ in the notification area. A menu will open.
2. Click Enable from the menu that opens.

Open Failover Agent

Enable
Exit
About

To disable Failover Agent:

1. Right-Click Failover Agent’s icon E in the notification area. A menu will open.
2. From the menu that opens, select Disable.

Open Failover Agent

Dizable
Exit
About

12.5. Open Failover Agent
To open the Failover Agent that runs in the background:
1. Right-Click the Failover Agent icon in the nofification area. A menu will open.

2. Select Open Failover Agent from the menu that opens.

Open Failover Agent

Disable
Exit
About
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Failover Agent will open by showing its Ul onscreen.

General |Server|

—Startup —Storage

¥ Auto Start Up Location (Ei)(x](e ()
¥ Auto Login D\
KA

~Password

Old Password I

[~ Enable Disk Load Balance
MNew Password I
Password Confirm I Recycle setup:

Always keep I 10 % disk space.
—Log File
Only Kee I days
¥ Save Log r g 2 i 1y
HLOG

k,/ OK Jlx Cancel l

12.6. Check Failover Agent Status

After the Failover Agent starts, its status can be checked by its icon in the nofification area.

BB = R 0 a
g 9@ g 9
4 4

Customize... Customize...

ARG Jen H A [ WP e, W

Failover Agent’s service is disabled. The Failover Agent’s service is enabled.
icon has ared cross on it.

12.7. View Version Information
Knowing the version of your Failover Agent is helpful when you contact for support. To know your Failover
Agent version info:

1. Right-Click the Failover Agent icon in the nofification area. A Menu will open.
2. From the menu that opens, select About.

Open Failover Agent

Disable
Exit
About

A small dialog will opens showing the exact version of your Failover Agent.
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12.8. General Settings

Failover Agent features a General tabbed page to set the preference using Failover Agent.
To access General tabbed page:

Open Failover Agent as described in 12.4. Open Failover Agent. Failover Agent will open.

@ Failover Agent E@E |

General lSeNer]

Startup Storage
I Auto Start Up Location E[x](e])(=)
v Auto Login DA

K
Password

Old Password
[~ Enable Disk Load Balance
Mew Password

Password Confirm Recycle setup:
Always keep ’10— % disk space.

Log File

[~ Only Keep 7
[+ Save Log
HALOG

|‘/ OK HX Cancel l

Make the settings that meet your need by referencing the following:

12.8.1. Startup
Startup group box sets how Failover Agent acts when it starts.
Featured settings are:

Sefttings Description Default

Auto Startup Sets Failover Agent to auto-start when the failover server re-starts up Selected
after accidental shutdown. (Enabled)

Auto Login Sets Failover Agent to auto-login to enable failover service when it Selected
starts. (Enabled)

Click OK button to apply the change and quit setting; or click Cancel button to quit setting without saving
the change.

12.8.2. Password

Failover Agent features a password authorization to control whether to enable failover service. Users are
requested to set up such password when they installed Failover Agent. If such password should need to
change later, it should be changed here in this Password group box.

Featured settings are:

Sefttings Description Default
Old Password Enters the old password. --
New Password Assigns the new password. -
Password Confirm | Enters the new password again. --

Click OK button to apply the change and quit setting; or click Cancel button to quit setting without saving

the change.

Note: Admin only between Main Console and Failover server. Failover operation use ID: Admin only

Note: We recommend if users renew user account, please connect OnGuard to Failover Agent and
updates user information again.

12.8.3. Log File

Failover Agent supports recording its operation history into a log file for necessary data analysis. The log file is
created in .txt format with “FailoverAgent” for the filename.

To access log file sefting:
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Setting Description Default
Save Log Enables recording Failover Selected
Agent’s operation history to alog | (Enabled)
file.
Field Sets where o save the log file. The storage where Failover
Agent is installed to, for example
C:\program files\

The log file is created in .txt format. Take a closer observation of such log file:

-

M:| FailoverAgent - Notepad

@ Failover Agent launches.
€ One or more changes are written to Failover Agent settings.
(3

Eile Edit Format Yiew Help

[2012-08-06 14:44:49] [INFO] |Failover Agent start| @B

[2012-08-06 14:45:32] [INFO] a1 TOVEr Agen pdate Settings
[2012-08-06 14:45:57] [INFO] Failover Agent start

[2012-08-06 14:46:06] [INFO] Fa11pver Agent Update 5ett1ngs
[2012-08-06 14:46:11] [INFO] o Ao o So

[2012-08-06 14:46:20] [INFO] aﬂpver‘ Agent Update Settmgs Q
[2012-08-06 14:46:24] [INFO] .

[2012-08-06 14:46:56] [INFO] Run Fa110ver 192 168 2.114 192 168.2.114
[2012-08-06 14:47:35] [INFO] 4
[2012-08-06 14:48:28] [INFO] |Run Failover 192.168.2.114 192.168.2.114 9
[2012-08-06 14:49:13] [INFO] bto[:lz Faliover 192.168.2. 118 197,168, 2. 11
[2012-08-06 14:50:10] [INFO] Failover Agent Update Settings
[2012-08-06 14:50:10] [INFO] Run Failover 192.168.2.114 192.168.2.114
[2012-08-06 14:50:15] [INFO] sStop Failover 192.168.2.114 192.168.2.114
[2012-08-06 14:51:24] [INFO] Run Failover 192.168.2.114 192.168.2.114
[2012-08-06 14:55:59] [INFO] Failover Agent Update settings
[2012-08-06 14:57:31] [INFO] Failover Agent Update Settings
[2012-08-06 14:58:15] [INFO] STop Fa'l'lm-'er‘ 192. lEE 2. lld- 192.168.2.114
[2012-08-06 14:58:23] [INFO]

[2012-08-06 14:58:26] [INFO]

[2012-08-06 14:59:31] [INFO] R av

[2012-08-06 15:00:16] [INFO] Fa'l'lcuver‘ Agent Update Sett‘mgs
[2012-08-06 15:00:24] [INFO] Failover Agent Update Settings
[2012-08-06 15:00:29] [INFO] Failover Agent Update Settings
[2012-08-06 15:01:03] [INFO] Failover Agent Update Settings

Failover service is performed. The failover server takes over the recording server named "192.168.2.114"

at IP address 192.168.2.114.

@ Failover service stops. The failover server stops taking over the original recording server named

“192.168.2.114" at 192.168.2.114 and returns the recording work to it.

12.8.4. Storage

Storage group box assigns the storage to store the recorded videos and manages storage-related seftings.

Featured settings are:

Seftings Description Default
Location (L] | Adds new storage. --

[a]| | Deletes the selected storage. -

(=) Raises the selected storage to higher priority. -

(=] Brings the selected storage to lower priority. --
Enable Disk Load Evenly distributes recording to multiple drives, Deselected
Balance which will increase system efficiency. (Disabled)

Note: Keep video in failover server, not collect back to recording server.
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12.8.5. Automatic Recycle
Automatic Recycle group box encloses the settings to delete the outdated data to save storage space.
Featured settings are:

Settings Element Description Default
Recycle when disk | Radio Enables the system to recycle. Selected
space is less than button (Enabled)
Field Sets the lowest remaining disk space | 10%
for the system to start to recycle.
Only keep video Radio Enables the system to delete older Deselected
for button videos. (Disabled)
Field Assigns a number of days to keep 7 (by unit of
the recorded videos. day)

12.9. Server Settings
To access the server settings:

1. Open Failover Agent as described in 12.4. Open Failover Agent. Failover Agent will open showing
General tabbed page.

2. Click Server tab. Server tabbed page will open.

101
' Gener4 Server |
[ Server Seling @192.163.1.114 (192.168.2.114) - 1
Server Name: [ 192.168.2.114
Address: [192168.2.114
Port 5220
User Mame; | admin
Password: [+
Priority. [1
Tesl Server |
Add | Delete | Update * Priority 1 for the highest priority
P % Canca

Make the settings that meet your need by referencing the following:

Note: Support up to 8 Main Console servers to 1 Failover server and recommend to use 3 Main Console
servers to 1 Failover server.
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12.9.1. Set up A Server

To set up the regular recording server to take over when necessary:
—Semnver Setting

Server Name: |192.153.2.115

Address: |192.1EB.2.115

Port |5220

User Mame: Iadmin

Password: |*****

Priority: | :
Test Server

Add | Delete| Update|

1. In Server Name, Address and Port fields, enter the name, address and port number of the regular
recording server to take over.

2. In User Name and Password fields, enter the user name and password to log in the regular recording
server to take over.

3. In Priority field, enter the number (1-8) of the recording server priority. Priority 1 for the highest priority.

4. Press Test Server button to check if the serveris available.

5. Press Add button to apply the setup. The recording server will be added to the server
Note: Share same port (NUSP/NUPP) and support LAN only.

12.9.2. Change Server Setting
To make any change to an existing server setting:

%5192.168.2.115 (192.168.2.115) - 5

1. On the server list, select the server fo change.
2. Make change to the sefting as described in 12.8.1. Setup.
3. Press Update button to apply the change.

Note: In this status, OnGuard and Failover Agent need to connect again to get Main Console server
information.
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12.9.3. Delete A Recording Server

To remove a server:

1. On the server list, select the server to delete.

2. Press Delete button to remove the selected server.

12.9.4. Server List

1. OnGuard have linked to Failover Agent but not connected yet.

G 192.168.2.114 (192.168.2.114) - 1 J

2. OnGuard connects to Failover Agent

%5192.168.2.114 (192.168.2.114) - 1 |

3. Failover Agent disconnect with Main Console

|
I QIQ!.IGH.!-IH (192.168.2.114) - 1 |
M:192.168.1.196 (192.168.1.196) - 1
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4. Failover Agent is taking over Main Console now

192.168.1.196 (192.168.1.196) - 1

iy

Note: Failover Agent not support Web client, MSAD and DDNS.

12.10 Remote Live viewer and Remote playback

12.10.1Remote Live viewer

Display a complete list of the server(s), group(s) and camera(s) that are added to the system.
Server View: Cameras are listed according to recording server.

And pop up message with Failover is running.

E|-- Campany

o el Zavio FIzos
ZAWI0 F7210
F3115_1
ZAWIO PS111

[l zavio PS210
Lol camz_t

o zavIOETZLD

6 Fallover i nanning.
ItIs 1aking ower recording server 182.168.2.114

A B oK
—= I™ lungerstand now. Dont show me this message again
(E]=

Note: Failover agent needs to connect remote live viewer or playback first then Failover agent will
automatically connect to live viewer/playback and get failover recording.

Note: For Failover agent recording, user still login original Main Console server and will automatically fransfer
to Failover agent.
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12.10.2 Remote Playback

Go to Date/Time Panel and click on the @E icon on the top of the display window to access the Remote
Playback Site

G-2QWQ0

Local Machine

Remote Server 1 (192, 168.1.51)
Remote Server 2 (192, 168.1.52)

==y

13 14 15 16 17 15 19
20 21 22 23 24 25 26
2728293031 1 ¢
34 5686 7 89

Video records are displayed as a thin line on the time table. Check Show Recording Schedule to show the

defined period for scheduled recording. It is shown as a thick line in light blue color for Failover recording
mode.

v Show Recording Schedule

[~ Show Event Log

Start Tirme: IEEIIE."IE.EE j 000000 =g

= 12/25 |4 1 2 3
= zavio F3210 (10
=3 zavio ps111 (10
= zavio p4210 (10
= zavio p7320 (10
= zavio B7510 (10
B camera 6

B camera 7

E Camera 8 -

, Sl

e
o000
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13. OnGuard

Status

Type Description
Failaver Agent 192.168.1.111 Connected

—Senice
¥ Save Log IC:‘ILPrugram Files (x861\IP Surveilance System =

— Failover Agent Service

Senver Status: Running
Port: IEEEU
| X Cancel

OnGuard is the software watchdog attached to Main Console to watch over Main Console’s service on a
regular recording server. OnGuard starts when Main Console launches and stops when Main Console quits.
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13.1. Using OnGuard

Once the Main Console (the regular recording server) stops responding, OnGuard will prompft to restart the
recording server by showing a dialog. Click OK to confirm to restart or click Cancel fo quit Main Console for
later manual restart.

il N
Restart Main Console ﬁ

System encountered a problem and will restartin 18
seconds. For recovery process press OK to restan
immediately under current settings, or press Cancel
to shutdown for manual restart.

.........................................

Note the failover server (Failover Agent) won't take over the recording server (Main Console) unless the
recording server stops responding for 5 fimes within one hour.

13.2. Open OnGuard

o,

{
To see OnGuard on screen, minimize Main Console by click * ’] button at the lower-left on Main Console
screen. If OnGuard is minimized and therefore isn’t viewable, open it by taking the following action:

1. Right-click on itsicon @ in the nofification area. A menu will open.
2. From the menu that opens, select Open OnGuard.

Exit

About

Status

Type Description
Failover Agent 192168.1.111 Connected

Semvice

v Save Log |C:\Prngmm Files (x86)\IP Surveilance System | =
C:\Program Files (x86)\IP Surveilance System

Failover Agent Service

Server Status: Running Start

5220

|J’ oK | | X Cancel |
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13.3. Quit OnGuard
If it is necessary to exit OnGuard, take the following action:

1. Right-click on itsicon @ in the notification area. A menu will open.

2. From the menu that opens, select Exit.

Open OnGuard
Exit
About

OnGuard then quits.
13.4. Version Information

Knowing the version of your OnGuard is helpful when you contact for support. To know your OnGuard version
info:

&

1. Right-click on the OnGuard icon in the notification area. A Menu will open.

2. From the menu that opens, select About.

Open OnGuard
Exit
About

A small dialog will opens showing the exact version of your Failover Agent.
13.5. Check Connection Status

To check OnGuard’s connection status with the remote Failover Agent:

1. Open OnGuard as described in 13.2. Open OnGuard. OnGuard will open onscreen.

2. Check the connection status in the Status box.

Status

Type IP Description
Failover Agent 1892 168.1.111 Connected

~Senice
¥ Save Log IC:\ngmm Files (x86)\IP Surveilance System =

—Failover Agent Senice

Server Status: Running
Port: ISEED
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The information provided are:

Element Description
Type Type of the service connected to, which is Failover Agent.
IP Delivers the IP address of the Failover Agent connected to.

Description Delivers the connection status with the Failover Agent.

13.6. Log File

OnGuard supports recording its operation history info a log file for necessary data analysis.

To General Setting file log setting:

1. Open OnGuard as described in 13.2. Open OnGuard. OnGuard will open onscreen.

2. Find the Service box.

3. Select Save Log to enable log file and browse for a desire folder to save the log file; or deselect Save Log
if log file isn't needed.

Status

Type Drescription
Failover Agent 192168.1.111 Connected

— Senice
v Save Log C:\Program Files (x86\IP Surveilance System

— Failover Agent Senvice

Sernver Status: Running

Port: IEEED

The log file is created in .txt format with the filename "OnGuard”. The log file helps users to know the exact
time when the recording server stops responding.

Take a closer observation of such log file:

- 136 -



The Intelligent Surveillance Solution

|| OnGuard.log - Notepad I
e s

Eile Edit Format View Help

2012-07-05 14:47:38
2012-07-05 14:47:38
2012-07-05 16:23:03
2012-07-05 16:23:31
2012-07-05 16:23:31
2012-07-05 16:25:16
2012-07-05 16:25:29
2012-07-05 16:25:29
2012-07-05 17:21:26
2012-07-05 17:21:33
2012-07-05 17:21:33
2012-07-05 17:35:56
2012-07-05 17:36:07
2012-07-05 17:36:07
2012-07-05 17:54:21
2012-07-05 17:54:51
2012-07-05 17:54:51
2012-07-05 18:28:51
2012-07-05 18:37:48
2012-07-05 18:37:49
2012-07-05 18:54:12
2012-07-05 18:54:12
2012-07-05 18:54:21
2012-07-05 18:57:28
2012-07-05 18:57:28
2012-07-05 18:57:40
2012-07-05 18:57:41
2012-07-05 18:57:41
2012-07-05 18:58:13
2012-07-05 18:58:13
2012-07-05 18:59:13
2012-07-05 18:59:13
2012-07-05 18:59:15
2012-07-05 18:59:16
2012-07-05 19:14:33
2012-07-05 19:14:33
2012-07-05 19:14:52
2012-07-06 10:40:08
2012-07-06 10:40:11

onGuard Start‘Q

onGuard Serwvi Rune

onGuard ExXit

onGuard start

onGuard Service Run

onGuard ExXit

onGuard start

onGuard service Run

onGuard Exit

onGuard start

oncuard service Run

onGuard Exit

onGuard start

onGuard service Run

onGuard Exit

onGuard start

onGuard service Run

onGuard ExXit

onGuard start

onGuard Sservice Run

MainConsole Exit

MainConsole star

oncuard Exit Q

onGuard start

onGuard Sservice Run

Failover Agent Test 192.168.1.111 is connected
Failover Agent Test 192.168.1.111 is disconnec
Failover Agent 192.168.1.111 is connected (3
MainConsole EXit

MainConsole Start

MainConsole Exit

MainConsole start

Failover Agent 192.168.1.111 is disconnected
onGuard ExXit

onGuard start

onGuard Sservice Run

Failover Agent 192.168.1.111 is connected
Failover Agent 192.168.1.111 is disconnected
onGuard ExXTt

T

=

@ OnGuard Starts.

©

OnGuard'’s Failover Agent service starts. See 13.7. Failover Agent Service to know how to start it.
€ Main Console quits.

Note: Main Console abnormal quit then will log.
@ Main Console launches.

© OnGuard becomes connected with the remote Failover Agent. The connection is initiated by the
Failover Agent.

(® OnGuardis disconnected from the remote Failover Agent.

13.7. Failover Agent Service
The Failover Agent Service box delivers the status of OnGuard’s Failover Agent service. This box also features
a setting fo manage the port number of the Failover Agent.
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Status

Type Description
Failover Agent 192.168.1.111 Connected

—Senice
W Save Log |C:\Prngmm Files (x86)\IP Surveilance System =

— Failover Agent Service

Sernver Status: Running
| | X Cancel

5220

Featured settings are:

Element Description Default

Server Status label This label delivers the status of OnGuard’s -
service for the Failover Agent. When the
service is running it shows “Running”;
otherwise it shows “Stopped”.

Start button Press this button to start OnGuard’s Failover --
Agent service.

Stop button Press this button to stop OnGuard’s Failover | --
Agent service.

Port setting Sets the port number of the remote failover 5220 (Note)
server (Failover Agent) for communication.

Note: 5220 is the default port number which the recording server and failover server communicate with each

other. The failover server relies on this port to gets the General Setting of the recording server taken over.
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13.8. Failover Agent and OnGuard Scenario

Scenario

OnGuard mechanism

Failover Agent mechanism

After manually restart
Main Console

Generate dump file

Auto recover and Main
Console automaticlly
login

When Main Console
generate 5" dump file
within one hour, Failover
Agent will start to take over
Main Console

Same with the setting
before restart

Electricity off line

Restart and with startup
setting

Failover Agent starts to
take over Main Console

Same with startup
setting

Network connection lost

Failover Agent starts to
take over Main Console

OS with close AP
message

Auto recover and Main
Console automaticlly
login

When Main Console 5t
close within one hour,
Failover Agent will start to
take over Main Console

Same with the setting
before restart

Virtual memory exceed
limitation

Auto recover and Main
Console automaticlly
login

When Main Console 5t
virtual memory exceed
limitation within one hour,
Failover Agent will start to
take over Main Console

Same with the setting
before restart

Process delete

Auto recover and Main
Console automaticlly
login

When Main Console 5t
process cancel within one
hour, Failover Agent will
start to take over Main
Console

Same with the setting
before restart

BSOD

Restart and with startup
sefting

Failover Agent start to take
over Main Console

Same with startup
setting

Process hang over 15
minutes

Auto recover and Main
Console automaticlly
login

When Main Console 5th
process hang over 15
minutes within two hours,
Failover Agent will start to
take over Main Console

Same with the setting
before restart
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Appendix A - Smart Phone Client

See the sections below to find how to install and execute SP Client.

Note:

1. Smart Phone Client is navigation of operation, user can only control client with phone buttons.
2. The resolution SP Client is limited in 240*320 (QVGA).

1.1 Install Smart Phone Client

Step 1: Connect mobile device to the PC.
Step 2: Insert the installation CD and click on Smart Phone Client Installation to install application in device.
Step 3: Check the client application is installed completely in the mobile device.

Installation XYl
successfully installed on your
device.

If you need more storage space,
you can remove installed
programs.

1.2 Execute Smart Phone Client

Setting 3
B2 License Manager
Save/Load Configuration 3
1.2.1 Main Console setting Video Anahtis '

@& Metadata Application
@ Metadata Search

Step 1: Go to General Setting and select Network Service E e
Network Service

About Main Console...

e

Step 2: Select “Live Streaming”, and then click “Start”.
Note: The “Port” selected here will be the same with the one in Smart Phone.

Network Service - 192 168.4 31 /192 168 154

L s Main | Black swhite List | Performance |
e Clignt Count o Kill Al
Streaming
Live Strea ming = State | IP Carmera Bitrate (Kbps)
|
Remote
Playhack
3GPP i
Service Server Status: Stopped
@ - Options
—1
Remote Fart 6160 == =D POrf
Desktop q
Maxirnum Connections: 18
¥ Use Default e Server
Central Port 81
Management v gave Log LiveServer.log
[¥ Enable Audio
Push
Notification
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1.2.2 Execute and Login

Step 1: Make sure your Smart Phone device is connected to network, and then go to Start - Programs - Smart
Phone Client to execute application.

%@%‘

Download Excel Mobile File Explorer

l;j @ &

Notes Pictures &
Videos

M EH L

Pocket MSN PowerPoint Search

@ ]
Tasks Terminal Word Mobile —
Servic... b

Step 2: Insert Address, Port, Name and Password of the server and click on to login.

1.3 Smart Phone Client Overview

There are 3 main pages of Client application: Monitor Preview, I/O Control and System Info. Switch between
these buttons to adjust overall configuration.

Log out

Live View 1/O control System Info

1.3.1 Live View
Camera Lisi

s
YW IFATTET
e e e L

Display Live Video Back to Camera List
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Camera List:
Displays all “snapshots” of channels connected fo server as camera list. Click indicated snapshot to get the

channel information, and then click on L—’ro display live video.
Note: The Screen Division and Refresh option could help to quick find the channel.

Live Video Display:

Live View panel could display “live video"”, control PTZ, and snapshot. Click . to go back camera list.
PTZ Control: Click PT Control Panel and Zoom Out/In to control physical PTZ camera or adjust digital PTZ
under digital PTZ mode.

Note: To switch between "Digital PTZ" and “Physical PTZ"”, simply click on - button.

Zoom Out/In L PT Control

Preset03
bbbb
— | Preset04 [

| Bl| Presetos

Snapshot: Click . to take the snapshot and save it to default folder.

Full Screen: Click . fo toggle to the "“Full Screen Mode”, right click screen to obtain the PT control
panel and disable full screen display.

7158 2009/06/22

Disable Full Screen

Enable Audio: Click - to enable the audio of current channel.
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1.3.21/0 Control
Select "1/O Control” button to monitor status of DI/DO devices, and control DO devices.

1/0O Device list

DI/DO Status

1/0 Control

1/0 Device list:
Select and monitor the device connected with Server.
DI/DO status:

Monitor the DI/DO status synchronized with Server, and then click Output button to trigger the DO action.
Gray icon indicates the normal status of DI/DO devices.
Red icon indicates the alarm status of DI/DO devices.
[
Green icon indicates the synchronization process.
1.3.3 System Info

Display the server and client information. Server information includes address, post, and version. Client
information includes login user, count of camera and I/O device with access authority and version.
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Appendix B - iPhone Browser

Live Streaming service can handle requests from iPhone’s Safari browser.  This section will guide you how to
use this feature with iPhone devices.

1.1 General Setting from server

Setting 3
B License Manager
. . Save/Load Configuration 3
Step 1: Go to "General Setfting” and select “Network Service” oS ¢

& Metadata Application
@ Metadata Search
E Log Viewer

B Backup

Network Service

Network Service

About Main Console...

%] e

Step 2: Select “Live Streaming”, and then click “Start”.
Note: The “Port” selected here will be the same as the web live view and web playback.

Network Service - 192.168.4.31 / 192.168.1.54 &=
Live Strea ming E Main | Black hite List | Performance |
= State | IP Carmera Bitrate (Khps)
Remote
Playhack
acrp |
Service ’V Server Status: Stopped Start } Start
|
- Options
Remote 5150 Default
Femets For
Maximum Connections 16
[ Use DefaultWeh Server Porf
Central Ea
Management it
[V Save Log LiveServer log
IV Enable Audin
Push
Notification

1.2 Connect to server

Step 1: Make sure the I-phone is connected to the internet. Open Safari browser and enter the IP address or
DDNS “name” of the server followed by the connecting port.

Example: hitp://192.168.1.16:8080/ iPod = T43:18 =

Note: 192.168.1.16 is the IP address of the server. -
8080 is the port specified in “Use Default Web Server” in Network
Service.

Step 2: Enter user name and password to login Main Console Server,

select camera to view live video.

1.3 Live Display

To view live video, select camera from list, use fouch panel to zoom in
the video.

To switch video, please click to back to list and select another
camera to view the video.

1.4 PTZ Control

With cameras that support PTZ function, the PTZ panel will show as picture. EJ_JLJ_J
User can control camera to pan, tile and zoom in/zoom out manually, or
move to pre-set location by select PTZ preset point from drop down list.
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Appendix C - Remote Deskiop Tool

How to install Remote Desktop Tool

Step 1: Insert the Installation CD.
Step 2: Go to Remote Desktop Viewer directly and Run Setup.exe file.

How to Start Remote Desktop Tool

Step 1: Start - All Programs - Remote Desktop Viewer - Remote Desktop Viewer.

Step 2: Enter address, Port, Password of server. Enable the opfion to use 8 bits color level to show steadier
screen.

Step 3: Click OK to Start Remote Desktop.

“# Remote Desktop Viewer H
Server; | =
Port: |514U Default |
Password: I

v Use 3 hits color level

o]’ Cancel
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